PE3IOME HA HAYYHUTE TPYJOBE AoU. A-P ADENTNHA ANIEKCUEBA-NETPOBA

Pe3tomeTta Ha HayyHUTE TpyaoBe
Ha pgou. A-p AgennHa NnameHoBa AneKkcuesa-llerpoBa
rno npouedypa 3a 3aemaHe Ha akao. OnvxcHocm ,,Mpoghecop”
8 rpogpecuoHas1Ho HanpasaeHue 5.13.,,06w0 uH¥ceHepcmeo”
Hay4Ha cneyuaaHocm ,,MHmMenu2eHmMHuU cucmemu u U3KycmeeH uHmesekm®,
o0b6s6eH 8 [1B Ne 30 / 27-03-2026

Mo HacToALMA KOHKYPC KaHANAATLT YYaCTBa CbC CIEAHUTE HAYYHU TPYA0BE:
» 10 Ha 6poii, paBHOCTONHM Ha MOHOrpaduueH Tpya nybankauum, pedpepuparm B 6asm aaHHU
Scopus n/unn Web of Science;
» 23 6pos Hay4HM Nyb6anKauuv B pedepupaHm U MHAEKCUPAHU B CBETOBHOM3BECTHU 6a3n
(8 Scopus n Web of Science) gaHHM ¢ HayYHa UHPopMaLUA;
» 19 6pos B HepedepmpaHM CMUCAHMA C HAYYHO PeLeH3NPaHe;
» 16poit ny6anKyBaH yuebHuK;
» 16poi ny6ankysaHo yue6Ho nocobue;
» 56pona HayyHW nyB6AnKaumm B n3gaHua c Ql.
3abenesxka:
1) BcWYKM HayyHM TPyAOBE NO KOHKypCa He ca bunn npenctaBaAHM 3a npuaobusaHe Ha
Hay4Ha cTeneH ,JlOKTOp“, NiK 33 3aeMaHe Ha akageMuyHaTa AAbXKHOCT ,JoueHT”;
2) HomepauusATa Ha Hay4YHUTE TPYAOBE e NpeACTaBeHa crnonpes nokasaTens.

B T1abn. 1 no-pgony e npeacraBeHa 0606uweHa MHGOPMALLMA 38 HAYKOMETPUYHUTE NoKasaTenu
Ha KaHAMAaTa No KoHKypca:

Tabn. 1. Cnpaska 30 HAOyKoMempu4HU oKa3amesu o 2pynu nokasamesnu

AKagemuyHa aabXKHoct "lMpodecop”

Bpoli TOYKM MO NOKasaTe M CNopes,

lpyna CoabpraHne MUH. HaumoHanHu | Bpoii Touku no
MU3UCKBAHUA Ha nokasaTtenm Ha
NyYP3A[ s TY-Codusna KaHgupaarta
Mokasaten 1: [JucepTaumoHeH Tpya, 3a
A p 50 50
npucbKpaHe Ha OHC , aoKkTop
MNokasaren 3: XabunutaumnmoHeH Tpya — 10 Ha
B 6poit, paBHOCTOMHM Ha MOHOrpaduyeH TpyL, 100 200
nybavkaumu, pepepupaHu B 6asu gaHHU
Scopus u/uan Web of Science
Mokasarten 7: Hay4yHa nyb6auKkauma B u3gaHums,
KOUTO ca pepepunpaHn N MHAEKCUPAHW B 38333
CBETOBHOM3BECTHM 6a3M JaHHM C HAy4Ha ’
nHbopmauma
r dopmay, 550
MNokasaren 8: HayuHa nybavkauma B
HepedepupaHu CNUCcaHMA C Hay4HO 16167
peleH3npaHe an B pefakTMpaHn KONIEKTUBHMU ’
Tpynose.
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Mokasaten 12: LiutnpaHua nam peLeHsum s
HAy4YHM U3gaHuA, pepepunpaHm U UHAEKCUPaAHU
il B CBETOBHOM3BECTHM Ha3n JaHHM C HAy4YHa 100 770.0
MHbOpPMALMA AN B MOHOTPadUM N KONEKTUBHM
TomoBe

Mokasaten 17: PbKoBOACTBO HA yCNELWHOo
3aWMTMA AOKTOPAHT.

180.0

Mokasaten 18: Yyactue B HauMoHaneH Hay4yeH

60.0
nnmn obpasoBaTeneH NPOEKT.

Mokasaten 21: PbKOBOACTBO Ha MeXAyHapoaeH

120.0
HayyeH uan obpasoBaTesieH NPOEKT.

Mokasaten 20: PbKOBOACTBO HA HALlMOHANEH

220 40.0
HayyeH uan obpasoBaTesieH NPOEKT.

Mokasarten 22: [pusaeyeHn cpeacrsa no
NPOEKTU, PbKOBOAEHM OT KaHAMAaTa.

47.4

MNokasaren 23: My61nMKyBaH YebHUK,
KOWTO Ce M3M0/I3Ba B YUM/IMLLHATA MPEXKa.

40.0

MNokasaren 24: MNy6anKyBaHo y4yebHo nocobue,
KOETO ce M3M0/3Ba B yYUIULLHATA MpPeXKa.

20.0

Mokasaten 30: Xopapuym Ha BOAEHU NeKUMK 3a
bood nocnegHuTe Tpu roAnHN. 120 878

Mokasaten 31: NHaeKc Ha Xupw cnopeg, Scopus
3 nnn Web of Science, npecmeTtHat 6e3 5 6
aBTOUMTUPAHMA.

MNokasaren 32: bpoi nyb6anKaumm B cnncaHums,
7 nonagawm 8 kBaptma Q1 nam Q2 3a cboTBEeTHATa 5 5
Hay4Ha obnacT/ npodecroHanHO HanpasaeHue.

0O6uwwo 850 2956,4

I. XabunautaumoHeH Tpya — 10 6poA Hay4yHU Ny6AMKauumM B U3AaAHUA, KOUTO Ca
pedepupaHm 1 UHAEKCMPAHU B CBETOBHOM3BECTHU 633N AaHHU C HAy4YHa UHPOpMaLmA

Mo nokasaten B ca npeacrtaseHn 10 Ha 6PON, PaBHOCTOMHM Ha MOHOrpaduyeH Tpya NybaAMKaunum,
pedepupaHm B cBeToBHOM3BECTHUTE 6a3m oT AaHHK Scopus u/unm Web of Science.

My6avKaummTe ca TemaTMdHo obeanHeHW nog obuwioTo 3arnasuve “MHmenuzeHmMHU cucmemu u
uskycmeeH uHmenekm”. NpeactaseHnTe Ny6AMKaLMM 06XBaLLAT Pe3yNTaTh OT 3a4bA60UYEHM HayYHU
M3cneABaHUA, HAcoYeHM KbM pas3paboTBaHETO M MPUNOKEHUMETO Ha COOTYepHU apXUMTEKTYPH,
6asnpaHn Ha MeToaM Ha MALIMHHOTO 0bydyeHMe, AbABOKOTO 0byyeHNe, eBOIIOLUOHHUTE aNTOPUTMM
W aHaNM3a Ha JaHHW.

Cratmata ,,MHoromoganHa cuctema 3a pasno3HaBaHe Ha YOBELKM eMOLUUU Ype3 UHTENUTMEeHTHU
areHTn” [B4.1] pasrnexga npobnema 3a aBTOMaTMUYHOTO pa3no3HaBaHe Ha YOBELUKM eMOLUN KaTo
efHa OT K/Jo4YoBUTE 33341 B CbBPEMEHHUTE CUCTEMU, KOUTO M3NON3BAT U3KYCTBEHUA MHTeneKT (Al).
MoavepTasa ce, Ye TPaAMLMOHHUTE CUCTEMW 33 EMOLIMOHANHO Pa3no3HaBaHe YecTo ca OrpaHMYeHn no
OTHOLLIEHME Ha TOYHOCT, aAanTMBHOCT 1 cnocobHoCT 3a paboTa B AMHaMMYHa cpesa. 3a NpeoaonsaBaHe
Ha Te3M orpaHWyYeHWa ce npegnara MyATUMOAANHA apxXuTekTypa, 6asvpaHa Ha aBTOHOMHU
WUHTEIMIEHTHWN areHTU, KOATO NO3B0IABA MHTErpaLma Ha pasanyHuU TUMOBE BXOAHWU AaHHW — FNacoBsMy,
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BM3YasIHU U GU3MONOTUYHM CUTHAAU. [0 TO3M HAYMH cUCTeMaTa peasins3npa OCHOBHM NPUHLMNK Ha Al-
6asMpaHnTe aganTMBHU CUCTEMW: aBTOHOMHOCT, pasnpegesneHa 06paboTka U KOHTEKCTHO-OCb3HATO
B3€MaHEe Ha peLleHus.

OcobeHO BHMMaHME e OTAEeNeHO HA M3MNON3BAHETO Ha MYyATUMOZAJEH aHa/M3 KaTo XapaKTepHa
0CO06EHOCT Ha MHTeNnreHTHUTE Al cuctemun. PeyeBunTe TEXHOIOTMWN aHAIM3MPAT MHTOHAUMA, TEMODBP U
NapPaAVHIBUCTUYHWN XapaKTepPUCTUKKM Ha rnaca, BU3yasiHUTE MeTOAM M3NO0A3BAaT KOMMIOTbPHO 3peHue
33 06paboTKa Ha IMLLEBM U3PANKEHUA N ABUKEHUA HA TANOTO, @ GM3MONOTMUYHUTE MOAYAN PABOTAT C
6nomMmeTpmnuHM curHaam Kato EEG, enektpogepmasnHa aKTMBHOCT, My/iC U MO3b4YHa E€/IeKTPUYECK]
aKTMBHOCT. KOMBUHMpPAHETO Ha Pas3IMYHU MOLANHOCTU NO3BO/SBA HA CMCTemaTta ga usrpaxaa no-
Nb/IHA U HadeXgHa UHTepnpetauma Ha eMOUMNOHA/IHOTO CbCTOAHME Ha 4YOBeKa. ToBa e TUNMYeH
npUMep 3a UHTENIMFEHTHA CUCTEMA, M3M0/13Balla MalWMHHO obyvyeHMe 3a NnoaobpsaBaHe Ha TOYHOCTTA
W YCTOMYMBOCTTA Ha aHa/M3a.

OCHOBHMAT QOKYC B CTAaTUATA € M3rpaKAaHeTo Ha My/ITMareHTHa apXWUTEKTypa, B KOATO BCEKU
WMHTE/IMIEeHTEH areHT U3Mb/AHABA cneuunanmsnpaHa GyHKLMA U KOMYHUKMPA C OCTaHAINTE KOMMOHEHTH
ypes KOOpPAMHALMOHHM MeXaHU3MW. AreHTUTe npeacTaBAABaT aBTOHOMHM Al MoAyAu, KOUTO
Bb3NpMemaT MHbOopMaLMsA OT CpesaTa Ypes CEH30PM, MU3BBPLLBAT /IOKAJIEH aHa/IM3 U B3EMAT PeLLeHws
B pPaMKWTe Ha CBOATa cneunanusauuma. ApxXMTeKTypaTa Mo3BOAsABa pasnpesesneHa obpaboTka Ha
AaHHWTe, NapanenHa paboTta Ha OTAEeNHUTE areHTU M aanTUBHO ynpasaeHWe Ha pecypcuTe. Mo To3um
HAaYMH CUCTeMaTa [EMOHCTPMPA K/OYOBM XapaKTEPUCTMKM Ha WHTENUFeHTHUTE CUCTeMU —
MOAYNHOCT, CaMOOpPraHmn3aums, mawabmnpyemocT 1 Bb3MOXKHOCT 3a paboTa B peasiHo Bpeme.

3a BCcAKA MOAANHOCT ca AebUHUPAHWU CNeLmnannsmpaHn areHTn 3a U3BAMYaHE Ha XapaKTepUCTUKU
(Feature Extraction Agents - FEA), KOUTO u3NbAHABAT NpeaBapuTenHa obpaboTka U M3BAMYaAHE Ha
XapaKTepPUCTUKKU. [NacoBUTE areHTU aHaIM3MpPaT CUHTAKTUYHO-CEMAHTUYHM U aKYCTUYHW NapameTpH,
BM3YyasIHATE areHTU M3MON3BaT TEXHUKM OT KOMMIOTbPHOTO 3pPEHME WM pa3no3HaBaHe Ha obpasw, a
d13MoNOrnYHUTE areHTM 06paboTBaT BUOMETPUYHM CUTHAAM Ype3 Al anropuTMu 3a Knacudukauma un
pa3no3HaBaHe Ha MoAenu. ApXUTEKTYpaTa e U3rpageHa no Moaena ,,cMcTema oT cucTemmn”, Npm KOMTo
LEHTpaNeH MEHUIKbP KoopAuHWMpa paboTata Ha OTAENHUTE MHTEAUreHTHW nogcuctemu. Tosa
Nno3Bo/iIABA AMHAMMYHO AKTUBMPAHE W KOHPUrypMpaHe Ha areHTUTe B 3aBUCMMOCT OT Ha/UYHUTE
CEH30pM, KOHTEKCTa M NPUIoXKHaTa cpeaa.

Mo TO3Kn HaYMH ce n3rpaxaga yAanoCTtHa apxmTeKkTypa Ha MHTEIMTeHTHA Al cuctema 3a Pa3no3HaBaHe Ha
4yoBeWKN emounn, KoATo KOM6MHMpa MyATHAreHTeH noagxond, malwmHHO o6yqume N MyatThmoganeH
aHanms3. OcHoBHUTe npegnmcrtea Ha nNpegnoXeHata apXUTekTypa Ca HelHaTa adanTUBHOCT,
MOAYNTHOCT N HE3AaBUCUMOCT OT KOHKpPEeTEeH TN BXOA4HW AaHHMW. Cucremarta moxe ga 6'bﬂ,e NPpUNOX}KeEHa
B 061aCTN KaTO UHTENUTEHTHMU O6y‘-IVITe.I'IHVI cpean, 3gpaseona3saHe, pO6OTVIKa M 4YOBEKO-MAWWNHHO
B3aMMO,D,EI7ICTBVIe. N3cnepBaHeTo NOKasBa Kak CbBpeMEHHUTE TEXHO/TIOTUN Ha U3KYCTBEHUNA UHTENEKT
moraT Aa 6'bﬂ,aT M3NoN3BaHU 3a U3rpaxgaHe Ha KOrHUTUBHO-OPUEHTUPAHU UHTENIUTEHTHU CUCTEMMN,
CNOCO6HM Aa pa36MpaT N UHTEPNPETUPAT YOBELIKOTO EMOLUMNOHA/IHO NOoBeAEHWE B pea/IHO BpeMe.

Cnen paspaboTBaHETO Ha MyATMAreHTHa apxuTeKkTypa 3a o06paboTKa M MHTepnpetauma Ha
MYATUMOAANHWN AaHHM, U3CNEeA0BaTE/NCKMAT POKYC eCcTecTBEHO Ce HAaco4YBa KbM M3rpaxkgaHeTo Ha
WHTENIMTeHTHU CUCTEMM, CMOCOBHM aBTOHOMHO Aa Pasno3HaBaT M aHa/M3MpaT YOBeWKa aKTUBHOCT
ypes MeToam Ha AbN60OKOTO 0byYeHNE N eBOJIIOLMOHHUA U3KYCTBEH UHTENEKT.

B nopegmua ot nscneasaHus [B4.2, B4.3, B4.4], nocBeTeHM Ha pa3no3HaBaHETO Ha YOBELLKa aKTUBHOCT
(Human Activity Recognition — HAR), nocnegoBaTtenHo ce pa3BuMBa KOHUEMNUMATA 33 M3rparkgaHe Ha
WMHTE/IUTEHTHU cncTeMn, B6asnmpaHn Ha AbNOOKO 0byyeHue 1 eBONOLUMOHHN anropuTmn. OCHOBHaTa
uen Ha Tesn usc/ielBaHUA e Cb34aBaHeTo Ha aganTMBHa Al apxuTeKTypa, cnocobHa aBTOMAaTMYHO Aa
aHanM3Mpa CEH30PHM AaHHU U Aa pa3no3HaBa YOBELWIKM AENHOCTU B peasiHo Bpeme. KOHTEKCTbT Ha
NPUIOKEHMETO BKAKOYBA MHTENUTEHTHU Cpeau, 34paBeH MOHUTOPUHT, NpocneasaBaHe Ha ¢pusnYecka
aKTUBHOCT M NoAnomaraHe Ha Bb3pacTHUM Xxopa B yMHU aomoBe. Olle B MbpBOTO U3cnensaHe [B4.2] ce
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NnocTaBA aKUEHT BbpXy pPOJATa Ha pPas/IMYHUTE TUMNOBE CEH30pPUM — BUAEOKaMepU, HOCUMMU
aKceNepoMeTpu M BrpafeHu B cpejaTa YCTPOWMCTBA — KaTO OCHOBHW WM3TOUYHMULM Ha [aHHM 3a
WUHTENIUTEHTHUTE cucTemuU. ToBa AeduHMpPa apXUTEKTypHaTa pamMka Ha b6baellata cuctema KaTto
MHorocnoiHa Al cpeaa 3a cbbupaHe, 06paboTka M aHaM3 Ha NOBEAEHYECKU AaHHW.

MbpBOHAYaANIHUAT MOLEeN M3MNoA3Ba eAHOMEpPHa KOHBOJIOLMOHHA HeBpOHHa mpexka (1D CNN),
NMpoeKkTUpaHa pPbYHO uUpe3 nocnefoBaTeNeH MNOJyaBTOMATMYEH MpoOLec 3a HacTpoirKa Ha
xunepnapametpute [B4.2]. ApxuTeKTypaTa BKAHOYBA YETUPU KOHBOAOUMOHHM cnos ¢ ReLU akTuBauums,
pooling mexaHu3bM, HaNb/JIHO CBbP3aH c/ion ¢ Dropout peryasapusaumsa u Softmax knacudpukaTtop. B
KOHTEKCTA Ha MHTeAnreHTHUTE cuctemm Tasm CNN apxuteKkTypa pyHKLMOHUPA KaTo AAPO 32 U3BIMYAHE
Ha XapaKTEePUCTUKM OT CYPOBU aKCeNepoMEeTPUYHM curHanun. CuctemaTta aBTOMaTUYHO nNpeobpasysa
BXOAHMWTE BpeMeBU cepum B abCTpaKTHM NpeacTaBAHUA Ha ABUKeHUATa, 6e3 HeobXoAMMOCT OT PbYHO
AedVHUPaHN XapaKTepucTuKK. MonydeHnTe pesyntatm — cpegHa TovyHoCcT 98.86% — nokassaT, ye
AbnboKoTO 0byvyeHMe MoXKe yChnewHOo Aa Ce WM3M0/J3Ba KAaTO OCHOBEH aHa/NIUMTUYEH KOMMOHEHT B
WHTE/IMTEHTHU CUCTEMM 3a Pa3noO3HaBaHe Ha YOBELLKO NoBeAeHue.

CnegBawmAT eTan oOT W3C/AeABaHUATA Haarparkaa TasuM apxuMTeKTypa u4pe3 BbBexAaHe Ha
€BOJIIOLUMOHEH Noaxon 3a aBTOMaTu3MpaHo npoektupaHe Ha CNN mogenn [B4.3]. OCHOBHMAT
npobsem e, 4ye PBLYHOTO ONTUMM3MPAHE Ha aAPXUTEKTYPATAa Ha HEBPOHHUTE MPEXWU MW3UCKBA
3HauYUTENIHA eKcnepTusa U e TPYAHO MPUAOKMMO B Malabupyemn UHTENUreHTHU cuctemu. Kato
pelueHue e NpeasoxKeH aBTOMaTM3MpaH noaxos, 6asupaH Ha reHeTUYHW aNITOPUTMMU, 32 ONTUMMU3aLLUA
Ha apxuTeKTypaTa Ha egHoMmepHa CNN, obyyaBaHa C akceNnepoMeTPUUHUN AaHHMU.

MpepnoxeHnaT metog, npeactass CNN apxuTeKkTypute KaTo MHAMBKUAW B NMOMyNaLuMsa Ha reHeTUYHUA
a/ITOPUTBM C NMPOMEH/IMBA Ab/IKUHA, CbCTOALLM CE OT KOHBOJIIOLUMOHHA M HaMb/IHO CBbP3aHa 4acT.
HauyanHaTa nonynaums ce reHepupa Cly4yaiHo, c/ied, KOeTo ce npuaarat moamMouumpaHm onepaTopu
32 KPbCTOCBAHE M MyTauMs, afanTUMpaHW 33 pPeleHus C Pas/MYyHM ObAKUHW. 33 YCKopsiBaHe Ha
€BOJIIoLMATa BCAKA apXuTeKTypa ce obyyaBa caMo 33 5 enoxu no Bpeme Ha oNTUMM3aLMATa, a Hal-
fobpaTta HamepeHa apxMTeKTypa ce obydyasa NbaHoLeHHO 3a 100 enoxu Ha pUHaNHMA eTan.

EKcnepMmeHTanHaTa oOUEHKa e npoBeAeHa Bbpxy [ABa Nyb6AMYHO [OCTbNHM  Habopa oT
aKkcenepomeTpuyHu gaHHu — WISDM Actitracker (6 gertHocTu, 36 yyacTHUKa) u Smartphone-Based
HAR Dataset (6 ocHOBHM geiHocTM oT 30 y4yacTHMKa). Pe3syntaTute nokasBaT, ye eBojioMpanu
APXUTEKTYPM NOCTUIaT CPeAHa TOYHOCT OT 0Koso 97.5% Ha WISDM n 97.3% Ha Habopa 6a3upaH Ha
CMapTOOH. AHAIM3BT HA MaTpULUTE HA OObPKBaHe pasKpMBa, Ye AENHOCTU KaTo xodeHe, BaraHe u
NleraHe ce pasno3HaBaT MHoro fobpe, [0OKAaTO CeAEeHETO M CTOEHeTo, a CbWwo MU
W3KauyBaHeTo/CcN3aHEeTo No CTbAbU, NO-TPYAHO Ce pasnnyaBaT e4Ho OT APYro.

Moaxo4bT AEeMOHCTPMPA, Ye TeHEeTUYHWUTE aAropuTMM MoraT ychewHo Aa aBTomaTusupart
npoektMpaHeto Ha CNN, HamansBalKM Hy:KAaTa OT CNeuuanusmMpaHa ekcnepTMsa W npaseinku
AbN60KOTO 06yYeHMe NO-A0CTLMNHO 33 pellaBaHe Ha peasiHy 3a4a4yum B 061acTTa Ha UHTENIUTEHTHUTE
cucTemMu.

Cratuata [B4.4] npeacTtaBnABa paswMpeHMe Ha u3cneABaHeTo € No-3agbnboyeH npernes Ha
CBbpP3aHWTE MOAXOAM 3a aBTOMaTM3MpPaHO npoeKkTupaHe Ha CNN apxuTekTypu. ABTOpUTE
CMCTEMATM3NPAT CbLLECTBYBALUMTE METOAM B TPU KaTeropuu: obyyeHune c nogrpenneHume (Q-learning,
Policy Gradient), meTaeBpMCTUYHM anropuTmu (poesa ontummsaumsa, PSO, anroputbm Ha npuaena,
CBETY/IKM) M €BONOLMOHHM Nnogxoau. NMperneabT paskpuea, Ye NOBEYETO U3cienBaHnA ca GOKyCUpaHu
BbpXY KnacuduKauma Ha usobpaxkeHus, a He BbPXY pa3no3HaBaHe Ha aKTMBHOCT OT MHepUManHU
CEeH30pM, KOeTo NoayepTaBa HOBOCTTa Ha NPEAIONKEHUA NOAXOA,

KNto4yoBO AONBAHEHME CNPAMO NPEAULLHOTO M3CAeABaHe e AeTaliIHOTO ONMcaHMe Ha KOAMPAHETO Ha
peleHnaTa 1 reHeTUYHUTE onepaTopu. Bcaka CNN apxuTeKTypa ce npeacTaBa KaTo ABYCbCTaBHa
CTPYKTYpa — KOHBOJIIOLMOHHA M HaMb/IHO CBbP3aHa YacT — C NPOMEH/IMBA Ab/XKMHA. BeposaTHOCTTa
3a KpbCTOCBAHE € AMHAMMWYHA M 3aBMCK OT Pa3/vKaTa B Ab/IKUHUTE HA ABETE POAMTE/ICKM PeELIeHUA:
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KOJIKOTO MO-CXO/ZHW Ca Te, TO/IKOBa MO-BUCOKa e BepoATHOCTTa. MyTaumata Hamansasa nMHeiHo ot 0.8
00 0.2 c nporpecuaTa Ha NOKONIEHUATA, KaTO MOKe Aa moanduumpa, Aobasa nam npemaxsa cioese.

CblUecTBEHO HOBO AOMb/IHEHUE e TeCTBAaHETO BbpXy Habopa oT AaHHM PAMAP2 — no-cnoxeH Habop
c8 AGVIHOCTM, BKAOYBAlW, HETUMUYHN aKTUBHOCTU KaTO rnageHe U no4YyncreaHe C NpaxoCMyKaudkKa.
PesynTtatute npu PAMAP2 ca no-ckpomuu (cpeaeH F1 okono 0.70) B cpaBHeHMe ¢ ApyruTe ABa Habopa,
KOETO aBTopuUTe 0OSCHABAT C MO-ro/IsiMaTa BapuMabuIHOCT M CIOXKHOCT Ha gelHoctute. Mogenst ce
3aTpyAHsBa Hal-BeYe C pasno3HaBaHETO Ha "nerHano" nonoxeHue, KOETO peaoBHO ce 06bpKBa CbC
"ceaHano" u "nsnpaseHo".

JONbAHUTENHUTE EKCMEPUMEHTU CPABHABAT €BOJIOLMOHHUA MOAXOZL C MPOM3BOJIHO TbPCEHE U C
€eBO/IIOUMA CaMo 4pe3 myTauua (6e3 KpbCTOoCBaHe), M3MOoN3BaliKM eAHakbB 6poii oueHABaHU
apXMUTEKTypUu. Pe3ynTaTuTe MOKasBaT, Ye CpedHUTe CTOMHOCTM Ha TpuTe noaxoda ca 6/mM3KK, Ho
€BOJIOLMOHHUAT a/ITOPUTBM C KPbCTOCBAHE U MYTALMA AEMOHCTPMPA HAM-BMCOKA KOHCUCTEHTHOCT
MeXAay OTAE/HWUTE M3MbJAHEHMS — MO-Majka AUCMEepCUs Ha pesynTtatute. ToBa MOTBbPXKAABA, 4e
KPbCTOCBAHETO, MaKap M Aa He nogobpsBa cpefHaTa TOYHOCT ApPamMaTWYHO, AOMpuHAcA 3a no-
HaZeXAHO M NpeacKasyeMo NoBeAeHne Ha airopuTbma.

M3nonsBaHeTo Ha pasnnyHM Habopu OT JaHHM B pas3nnyHuTe ulcnegsaHua (WISDM, Smartphone-
Based HAR 1 PAMAP2), aemoHCTpMpa cnocobHOCTTa Ha apXMTEKTypaTa Aa ce aganTrpa Kbm pasanyHu
TUMOBE aKTUBHOCTU U CEH30PHU cpean. AHAIN3BLT Ha pPe3yNTaTUTE MOKa3Ba, Ye cMcTemara pasno3Hasa
C BUCOKa TOYHOCT AeHOCTM KaTo XxoaeHe, bAraHe v nexkaHe, OKATO CXOA4HM aKTUBHOCTM KaTo CTOeHe
W cefeHe, M U3KauBaHe 1 CIn3aHe No CTbAbK, OCTaBaT NO-TPYAHM 3a pasrpaHMYaBaHe.

KaTo yano TpUTE n3cnenBaHnAa npeacraBAT ACHa eBONIOUMA HA €4Ha UHTEJ/IUTEHTHA Al APXUTEKTYpPa —
OT PBYHO MPOEKTUPAHA CNN cuctema Kbm Hanb/HO dBTOMATU3MPAHa €BOJIKOUMNOHHA Cpeda 34
OoNnTUMHM3aUMNA Ha HEBPOHHUN MpPeEXN. B ocHoBaTa Ha Tasu APXUTEKTYpPA CTOU UOEATA 3a aBTOHOMHOCT,
a4anNTUBHOCT U CaMOONTUMU3aLNA — d)YH,CI,aMEHTaI'IHM XapPaKTePUCTUKN Ha UHTENTUTEHTHUTE CUCTEMU
N U3KYCTBEHUNA NHTENEKT. N3cnepBaHuAaTa AEMOHCTPUNPAT KaK KOM6VIHaLI,VI‘r'ITa oT ﬂ,'bl'lﬁOKO o6yqul4e,
reHeTU4Hn anropuTmm " o6pa60TKa Ha CEeH30pHU AOaHHU MOXe Oa goBege A0 M3rpaKaaHe Ha
BMCOKOG(I)GKTMBHVI a4anTUnBHU CUCTEMMU 3a aHA/IM3 HA HOBELWWKO noBeaeHUe.

Cnep, pa3paboTBaHETO Ha UHTE/NIMTEHTHM aPXUTEKTYPU 3a Pa3no3HaBaHe Ha YOBELIKA aKTUBHOCT Ypes
AbN60OKO 0b6yyeHMe M eBO/IOLMOHHWU AaNropuTMM, U3CNef0BaTeNcknaT GOKyC ce paswupsBa Kbm
M3rpakAaHeTo Ha afanTUBHU MHTENUIEHTHM CUCTEMM, CNOCOBHM Aa aHa/nM3MpaT NoBeAEeHMETO Ha
obyyaemuTe U 4@ reHepupaT NepcoHaM3nMpPaHu NPenopbKM Ypes 06paboTKa Ha ronemmn obemu AaHHU
W MalLMHHO 0byYeHue.

B ctatuaTa [B4.5] ce pasrnexkaa NpUAOXKEHMETO Ha U3KYCTBEH MHTENEKT B 06/1acTTa Ha aHa/M3a Ha
[aHHW, TeHepupaHu oT obyyeHUNeTo, € Len aganTMpaHe 1 NpenopbyBaHe Ha Y4ebHO CbabpMKaHME U
AeltHoctn. OCHOBHaTa MAes e M3MoA3BaHeTO Ha MaLIMHHO 0by4yeHne 1 06paboTKa Ha rosemu obemu
WHPOPMaLMSA, reHePUPaHM OT CUCTEMM 33 ynpaBieHne Ha obyyeHWeTo M 0bpas3oBaTe/iHM Urpw, 3a
nofobpsBaHe Ha pe3ynTaTuTe Ha obydyaemuTe. 0 TO3M HAUYMH aHANU3BT HA O0byYyUTENHUTE MpoLEecH
Nno3Bo/ABa MNPOTrHO3MPaHE Ha ycnexa Ha CTyAeHTMTe W NpeaoCTaBAHE Ha MNepPCOHAAU3MpPaHM
NPenopbKkM KaKTo Kbm obydyaemuTe, Taka M Kbm nNpenogasatenute. M3cnepBaHeTo paswmpsasa
NPUNONKEHNETO Ha MHTEIMTEHTHUTE AaPXUTEKTYPU OT pasno3HaBaHe W aHa M3 Ha YOBELLIKO NoBegeHue
KbM aganTuBHM obpasoBaTesiHM cpeau, CnocobHM Aa B3eMaT peleHUs Bb3 OCHOBA Ha HaTpynaHu
LETIZE

B ctatmaTa e npeacTtaBeHa MHOroC/oMHa codTyepHa apxXUTeKTypa 3a agantauma U NPenopbku B
WHTeNUreHTHa obyunTenHa cpega. ApXMTEKTypaTa BK/KOYBA C/NOEBE 3a M3B/AMYaHe, arpervMpade,
CbXpaHeHne U obpaboTka Ha ronemu obemu AaHHW. [aHHWTe, noaydeHuM oT obpasosaTenHu
nnaTopmmn M Urpu, ce cbbupat, CTPYKTypupaT u obpaboTsaT B eanHHA cpeaa, KOETO No3BO/ABA
M3rpaxkgaHe Ha MHTErpyMpaHa WHTENUIeHTHA cUcTema. B LeHTbpa Ha apxuMTeKTypaTa ce Hamupa
aHaNIMTUYHO A4PO, KOETO M3BbPLUBA CTaTUCTMYECKU, CEMAHTUUYEH M TEKCTOB aHanAW3 U reHepupa
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NepcoHann3npaHM NPEenopbKM 3a y4ebHO CbAbpP)KAHUE U aKTUBHOCTU. 10 TO3M HauyMH cUcTemaTa
bYHKUMOHMPA KaTo aAanTUBHA apXUTEKTYPa, KOATO PasWmMpaABa Bb3MOXKHOCTUTE HA MHTE/IUTeHTHUTE
CUCTEMM Ype3 aBTOMATMYEH aHa/IM3 U MHTepNpeTaLma Ha NoBeAeHNETO Ha obydaemuTe.

OcobeHOo BHMMaHWE e OTAEeNEeHO Ha aAropuTMUTE 3a MPOTrHO3MpaHe Ha Nnpouec Npu obydyeHue ypes
METOAM Ha MALUMHHOTO obydyeHue. OcHoBHU Npobaemn npu obpaboTKkaTa Ha AaHHM ca JIMMCBALLU
CTOMHOCTM, Pas3IniHM MaLabu Ha MHOpMaLMATA, LLYM M KaTeropuitHu aTpnbyTn. OnmcaH e npoLecsbT
Ha npeaBapuTesHa 06paboTKa, u3BANYaHE U NOAOOP Ha XapaKTEPUCTUKM, KOMUTO Ca KJIHOYOBM 3a
U3rpakgaHeTo Ha ePeKTUBHU NPeguKTUBHM Moaenu. MpeactaBeHUAT mogen 3a 06paboTKa Ha AaHHU
W M3rpakaaHe Ha aHa/IMTUYHKU 3aBUCMMOCTM AEeMOHCTPMPA KaK apXMTEKTypa Ha e4Ha MHTeAureHTHaTa
cUCTEMA MOXKe Aa Ce CamoaanTpa KbM Pas/IMYyHM TUNOBE BXOAHA MHbOPMaLMA U Aa U3BANYA 3HAHUA
OT C/IOXKHU U Pa3HOPOAHMU OaHHW.

EkcnepuMmeHTasnHaTa 4YacT M3Mo/si3Ba peasiHn AaHHM OT CMCTeMa 3a ynpaBfieHue Ha oby4vyeHueTo,
CbAbpXKawm Hag 63 000 cbbuTMA, CBbP3aHM C AENHOCTM Ha CTYAEHTM M Npenogasatenn. OT peructpute
Ha cucTemaTta ca U3BJeYeHM OCHOBHM aKTUBHOCTU KaTo NperiexaaHe Ha KypcoBe, AUCKYCUM, CMPABKU
3a OLEHKM WM aKTyanusauuu Ha yuebHu moaynu. Cnep npensapuTenHa obpaboTka u KoampaHe Ha
[aHHUTE € MNPW/IOXKEH aNropuTbm 3a MHOFOKAacoBa Khnacudwukauma, 6asupaH Ha ycpeaHeH
nepuenTpoH — OMPOCTEH MOAE/ Ha HEBPOHHA MpexXKa. MNoaydyeHnTe pesynTaTn NOKas3sBaT TOYHOCT OT
88.01% npw KnacudpuKauuaTa Ha PasIMYHU AeMHOCTM npu obyvyeHMEeTo, KOeTo NOTBbPKAABA
epeKTMBHOCTTa Ha NPeaoXKeHaTa UHTENIUIEHTHA apXMTEKTYpa.

M3cnepBaHeTo AEMOHCTPUPA KaK WMHTE/IUFeHTHUTE CUCTEMM, aHANM3bBT Ha AaHHW M MAWWMHHOTO
obyyeHvne moraT ga 6baaT MHTErpupaHu B agantueHW nnatdopmu 3a obyyeHue. MpeasoxeHaTa
apPXUTEKTypa pasWuMpsBa TPASULMOHHUTE MOALENN Ha MHTE/IMIeHTHU cucTeMu, Kato pobass
Bb3MOXKHOCTM 3@ aHa/M3 Ha NOBEAEHMETO, U3rPaXKAAHE HA MPEAUKTUBHU MOLEN U aBTOMATUYHO
reHepvpaHe Ha NepcoHasM3nMpaHu Npenopbku. Mo To3U HAYMH ce Cb3ZaBa OCHOBA 3a PasBUTME Ha
WHTENIUTeHTHU OOY4YnTeNHU cpean, CNocobHM AMHAMMYHO Aa ce aJanTupaT KbM HYXAUTE Ha
obyyaemuTe 1 4@ NOANOMAraT NpoLeca Ha B3eEMaHe Ha pelleHus Ypes aHaaM3 Ha AaHHM U MEeTOAM Ha
W3KYCTBEHUS UHTENEKT.

KaTo ectecTBEHO NPOAbAXKEHNE Ha NPEAXOAHOTO U3CAeABaHE, Ce M3M0/3Ba CblmMA HAbop OT AaHHW,
M3B/JIeYeH OT CMCTeMaTa 3a ynpasneHuWe Ha obydyeHueTo, CbabpKaw, Hag 63 000 cbbutua U ocem
OCHOBHM aTpMbyTa, HO Ce PasLWMnpPABa APXUTEKTYPATA HAa UHTEIMTEHTHATA CUCTEMA Ypes NpuaaraHe Ha
HAKOJIKO Pa3/IMNYHM aNropUTbMA 33 MAWKUHHO 0bydeHue [B4.6]. BMecTo M3n0a3BaHETO CaMO HA eauH
Mozen 3a KnacuduKkaumsa, TYK ca MHTerpupaHn metogm Kato ,,cnydaiiHa ropa” (Random Forest), baecos
knacudurartop (Naive Bayes), metos Ha Han-6amskuTe cbecegm (KNN), normctnyHa perpecuma (Logistic
Regression) 1 onopHu BekTopu (SVM). Mo TO3M HauyMH apXUTEeKTypaTa Ha CMCTEMATA Ce pPa3BMBaA KbM
no-roBKaBa M afanTMBHA cpefa 3a aHaAM3 Ha 0Oy4YUTeNHM AaHHU U NPOrHO3MpaHe Ha NoBeaeHNETO
Ha oby4yaemurTe.

EKcnepumeHTUTE ca peanusnpaHun upes paboTeH MOTOK 3a 06paboTKa M aHANM3 Ha AaHHM, KOMTO
no3sosnABa obyyeHWe, BaAMAMpPaHe M CPaBHEHME Ha pPasMyHuUTE Mmogenu. Hai-pobpu pesyntatu
NoKasBa afropuTbMbT ,,CAydaliHa ropa“, KoWTo goctura TouHocT 93.4%, AEeMOHCTPUPANKM BUCOKA
epeKTUBHOCT Npu KnacuduKaumaTa Ha 0byuuTenHuTe aAenHOCTU. AHanmsbT upe3 ROC-KpueM U
MaTpUuUM Ha 0b6bpKBaHE NOKa3Ba, Ye CMCTemaTa YCMeLWHO Pas3no3HaBa K/YOBM aKTMBHOCTU KaTo
npernexaaHe Ha KypcoBe, Npernes Ha OTYETH 3a OLLEHKU U APYTU OeACTBUA, U3BBPLLBAHM OT CTYAEHTU
W npenogasaTenu.

ToBa nscnegBaHe paswmpaABa NpeaxoaHaTa MHTE/IMIEHTHA apXUTEKTYpa, KaTo ,EI,06aBFI BBb3MOXXHOCT 3a
CpaBHeHUE U M360p Ha Haﬁ-ﬂOAXOAﬂU.I, mMoAen 3a aHa/M3 Ha noBegeHUETO B O6y‘-|MT€I1Ha cpega. Mo
TO3M HAYUNH CUCTemaTta I'IpMAO6MBa CBOMCTBA Ha adanTBHa aHaA/INTUYHA nnaTd)opma, cnocobHa
dBTOMAaTM4YHO [Aa OTKpuBa 3aKOHOMEPHOCTU B 06y‘-IMTeJ'IHMTe npouecn w” pOa TreHepupa
nepcoHanM3npaHm npenopbvKuU. Pesyntatute NOTBLPXKAABAT, Ye WHTErpMpaHeTo Ha pPas/IMYHK
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aNropuTMM 33 MALLMHHO 0byYeHMe B e4MHHA apPXMTEKTYPA NOBULLIABA HAZEeXAHOCTTA U epeKTUBHOCTTA
Ha UHTEeNNreHTHUTe 06pa3oBaTE/IHM CUCTEMM M Cb3aBa OCHOBA 33 Pa3BUTUE HA NEPCOHAIM3NPAHO,
obyyeHue 6a3mpaHo Ha AaHHW.

Cnepn pa3BUTUETO HA UHTENIUTEHTHUTE CUCTEMU 32 06paboTKa 1 aHaIM3 Ha AaHHU, U3CNeA0BaTENCKUAT
MHTEpec MNOCTEMEeHHO Ce HAaco4yBa KbM HOBa M 0COBEHO 3HauyMma 06/71acT — CUIypHOCTTa Ha
codpTyEPHUTE NPUNOKEHUA U MPENKOBATA CUTYPHOCT. B Tasm NOCOKa U3KYCTBEHUAT MHTENEKT 3aMo4yBa
[a Ce M3Mo/si3BaT 3a aBTOMAaTU3MPAHO OTKPUBAHE Ha YA3BMMOCTM, aHA/IM3 Ha MPEXKOoB Tpaduk,
pa3no3HaBaHe Ha aHOMAa/IMM U U3rpaXKkgaHe Ha afanTMBHM MEeXaHM3MM 3a 3aLLMTA CpelLLy CbBPEMEHHMU
Knbepsannaxu.

MbpBoto u3cnepBaHe [B4.7] onucaHo B cratmata ,llogobpaBaHe HaA  OTKPMBAHETO MU
npegoTBpaTABAHETO Ha OUWKWHE CcaliToBe 4pe3 MaWWMHHO obydyeHWe ¢ KnacudpuKauuma Ha
n3obpaxkeHma" npepgnara MHOBATMBEH METOZ 3a 3acMyaHe Ha OUWWMHT, 6asMpaH Ha MaLMHHO
obyyeHMe W KOMMIOTbPHO 3peHMe, peanusupaH nog ¢opmata Ha Opaysbp NAbMMH, HapeyeH
NotPwned.

OUWKNHIBT € eAuH OT Hal-cepuosHuTe npobiemy B 06/1acTTa Ha KOMMIOTbPHATA CUMYPHOCT —
KepTBuTe Ce NPeHAco4BaT KbM GasLMBKU KOMKA Ha NerMTUMHKN yebcanToBe, Hal-4ecTo C Len Kpaxba
Ha JaHHM 33 BXo4 uau nnawaHe. CbBpeMeHHUTe Bpay3bpy pasumTaTt NpesvMHO Ha YEPHU CNUCHLN C
MO3HaTU 3/I0HaMEPEHW agpecy, HO HanagaTesinTe NecHO 3a0O6MKaNAT Tasu 3almTa, KaTo U3nonssat
HOBU JOMENHM.

MpennoXKeHUAT MeToZ 3a 3acMyaHe Ha GULIMHT cefBa YeTUPUCTBNKOB paboTeH npoLec: MbpBo ce
npoBepaBa 4a/M NOCETEHUAT CalT GUrypupa B CNUCHKA Ha Ton eAnH MUIMOH yebcaiTa (Tranco); ako
He — KJacupuKaTop onpegens Aanun CTpaHUuaTa cbAbprKa GopmMa 3a BbBEXKAaAHEe Ha AaHHW; Npu
NONIOKUTENEH PE3YNTAT a/ITOPUTLMBT TbPCU NO3HATO JIOTO Ha AoBepeHa NAaTPopmMa; U HaKpas, ako
JIOrOTO € OTKpUTO, HO URL agpechbT He CbOTBETCTBA Ha OPUIMHANA, CaUTLT CE€ MapKMpa KaTo onaceH.
KntouoBO NpeammcTBO Ha Nogxoaa e, Ye Tol paboTu M3LUsAN0 IOKANHO B Bpaysbpa Ha noTpebutens,
6e3 fa M3npala AaHHU KbM BbHLUHM CbPBBbPU, KOETO rapaHTMpPa NOBEPUTENHOCT.

B ToBa M3cneaBaHe e HanpaBeHo 0byyYeHWe Ha MoAeNUTE C U3KYCTBEH MHTENEKT 3a pa3no3HaBaHe Ha
dopmu 3a BXoZ, KaTo ca cbbpaHu 2 500 nonoxutenHu n 2 500 oTpuuaTenHm npumepa nog dopmara
Ha CHUMKM Ha yebcTpaHuLM, a obyueHuMeTo e n3BbpLleHo Ypes naatdopmarta Microsoft Custom Vision
C ekcnoptupaHe kbM TensorFlow 3a paboTta B 6pay3bpHa cpena. 3a 3acMyaHe Ha nora ca TecTBaHU
MHOXecTBO apxuTekTypu — YOLOv7, EfficientNet, MobileNetV3 n Custom Vision mogenun. YOLOv7
noctura 6,130 100% TOYHOCT, HO pasamepbT My OT 576 MB ro npaBu HENPUNOKUM 33 6pay3bp NALIUH.
KomnpoMMCHOTO pelueHne e U3N0A3BAHETO Ha NO-Nekn mogenu Kato MobileNetV3, ¢ TouHOCT oKkosio
91%, banaHcMpalky mexay NPeUnsHOCT U NPaKTUYHOCT.

NotPwned e cpaBHEH C OCeM LWMPOKO M3MOA3BAHU aHTUPUWIMHI MNABIMHA, BKAKOYMUTENHO Avast,
Bitdefender, Malwarebytes n Microsoft Defender. Mpu TecTBaHe ¢ NeT U3KYCTBEHO Cb3AaneHU GULINHT
CTpaHunum, umuTmnpawm Facebook, NotPwned e egUHCTBEHMAT NABIMH, OTKPUA BCUYKUTE NET 3anJaxu
ycnewHo. OcTaHanuTe peleHns NponyckaT ocobeHo TpyaHUTe cnydan — OULIKUHT CTPAHULLN, KOUTO
BM3Ya/IHO Ce pa3fiMyaBaT OT OPUrMHaNA AW U3M0A3BAT 3aMeHeHM flora. BpemeTo 3a 3acMyaHe e Masiko
Hag 500 mmancekyHam, a pasmepsbT Ha NabrnHa e 60.6 MB.

CraTtuAarta AEMOHCTPUPa, 4e KOM6MHMpaHETO Ha KOMMKTbLPHO 3peHUe, KI'IaCVId)MKaLl,MFI Ha
M306pa)KeHMﬂ M JIOKAJIHO n3nbaHeHne Ha Al mogenun e e¢EKTMBEH noaxoa 3a 3aWuTta cpelly HOoBW,
HEeno3HaTn d)VILLIVIHF aTakn MW3cnepBaHeTo o4yepTaBa MNepCnekTUBHA MNOCOKA 3a pa3BUTME Ha
MHTE/INTEHTHU CUCTEMMU 33 CUTYPHOCT, B KOATO Al HE e NPOCTO AOMbJ/IHUTENIEH UHCTPYMEHT, @ OCHOBA
Ha apXUTEKTYpPaTa 3a 3alunTa.

BTopoTo n3cneasaHe [B4.8] paswmpasa Tasn KOHUENUMA KbM 061acTTa Ha MpeXKoBaTa CUTYpPHOCT Ypes
pa3paborBaHeTo Ha HoBa apxutektypa NTDP (Network Threat Detection and Prevention), KosiTo
KombuHMpa rpadosa 6a3a gaHHM C aBTOMATU3MpPAHU AETEKTOPYM 3a 3alLMTa Ha MPEXK OT YCTPOMICTBa
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B peanHo Bpeme. Llenta Ha cucTemata e Aa aHanM3upa mpeykoBata MHGPACTPYKTYpa, A3 OTKPUBA
aHOMa/IMM 1 aBTOMaTUYHO Aa Npuaara 3aluTHM MexaHM3MuM cpeLly NoTeHUMaAHM 3annaxu.

Cuctemata NTDP e mn3rpageHa OT neT OCHOBHM KOMMOHEHTa: cbbMpaHe Ha AaHHM, ynpaBaeHue Ha
OAHHW, aHa/IM3 Ha [aHHMW, BM3Yya/n3auma U peakuusa npu cbbutna. KOMNOHEHTLT 3a cbbupaHe Ha
OAHHU n3BaMYa MHPopMaLMAa 3a mperkoBua Tpaduk ypes TAP ceHsop, 6e3 ga npekbeBa paboTaTta Ha
ycTponcTeata. [laHHUTE ce CbXpaHABaT LEeHTpanM3npaHo B rpadosBa 6asa gaHHM Neodj, KoAaTo
No3BONSIBA MHTEPAKTMBHA BM3yasiM3aUMA HA TONOMOMMATA Ha MpeXKaTa. KOMNOHEeHTUTe 33 aHaM3 U
peakums npu cbbutMA ca obeanHeHW 4pe3 AEeTEeKTopW, KOUTO npwunaraT Habop OT npasBua,
aeduHupanm B YAML daiinoBe, n aBTOMATUYHO HalaraT orpaHMYeHma Npu 3acMyaHe Ha 3an/iaxu.

MpeKoBUTe yCTPONCTBA — XOCTOBE, CyMYOBE U PyTEPU — CE MOAEIMPAT KaTo Bb3/n B rpadoBaTa H6a3a
AaHHM, a Bpb3KkuTe mexay Tax (CONNECTED_TO, FORWARDS_TO, ROUTES_TO) ce npeacTaBsAT KaTo
pebpa. [laHHuTe ce 3apexaaT oT CSV daiinose, cbabpKawm atpubytn Kato IP agpec, MAC agpec,
onepaumnmoHHa cuctema, NPOTOKOJ U CTaTyC Ha YCTPOoiCcTBOTO. M360pbT Ha rpadosa 6asa gaHHM npes,
penaunoHHa e ObBOCHOBaH C ecTeCTBEHOTO MpeAcTaBAHE HA MpeXKoBaTa TOMOMOMMA WU JIECHOTO
M3rpakgaHe Ha BM3yann3aLmsa, OTPasABalla AMHAMUYHUTE NPOMEHM B MpeXKaTa B PeasiHO Bpeme.

Mo Bpeme Ha cMMynaLMATa YCTPOMCTBA OT BbHLUHATa MperKa NepMOANYHO ce CBBbP3BAT KbM TecToBaTa
MHOPACTPYKTYpa, a [ABaTa aKTUBMPAHW p[eTeKkTopa HabnogasaT nosefeHUMETO MM WM Hanarat
orpaHuyeHua. CTaTycute Ha YCTPOMCTBATA Ce BU3yaiM3npaT Ypes LLBETOBO KoaupaHe: 3eneHo 3a FREE,
yepseHo 3a BLOCK n cnso 3a SUSPEND. Cuctemata obpabotea mmHumym 10 000 cbb6MTUA B CEKYHAa,
noaAbpKa BpeMEeTO 33 peakuua nog 1 MUAMCEKYHAA W NOCTMra OTroBop npu gobassHe Ha HOBO
ycTporictBo non 1 cekyHaa. Pesyntatute ce npocnegAsaT efHOBPEMEHHO 4ype3 rpaduyHaTta
BM3yann3aLna U CUCTEMHW NIOTOBe.

CuctemaTta NTDP gemoHcTpupa Kak rpadoBuTe 6asm gaHHM MoraT Aa CAYXKaT KaTo MHTE/IMIeHTHa
OCHOBa 33 MPEXKOBA CUTYPHOCT, CbYeTaBalKM CTPYKTYPUMPAHO CbXpaHeHWe, BWU3yanusauus U
aBTOMATU3MpPaHa peakumsa Ha 3anaaxu. Moy iHaTa apxXMTeKTypa oCUrypsBa mMmallabnpyemocT U 1ecHo
paswupsBaHe ¢ HoBM GYHKLMOHANHOCTU. ABTOPMTE NOCOYBAT, Ye HacToAWaTa peasmsaLnmns e HayaHa
CTbIKa, a 6bAELLOTO Pa3sBUTME BKIOYBA MHTErPUMpPaHe Ha alropMTMM 33 MALIMHHO obyyeHne — 3a
aHOMa/MiiHa [JeTeKuMa W No-NpeuM3HO pas3no3HaBaHe Ha 3aniaxM — KOeTo 6u npeBbpHano
cMCTeMaTa B MbAHOLLEHHO MHTE/IMIeHTHO peLleHMe 3a MPeXK0oBa CUTYPHOCT.

Osete uscnegBaHua [B4.7, B4.8] AcHO NOKasBaT KaK MHTE/IMFEHTHUTE CUCTEMU WU U3KYCTBEHMUAT
MHTENEKT NOCTENEHHO Ce NPEBPBLLLAT B OCHOBEH €/1eMEHT NPU U3TPAXKLAHETO HA MOAEPHU peLleHns
3a KnbepcurypHocT. HesaBMcMmo Aanm cTaBa BbMNPOC 3a 3alimMTa Ha yeb NpUNoKeHUs UM 3a aHanums
Ha MpeXKoBa MHPPACTPYKTYpPa, OCHOBHUAT NPUHLLMIN OCTaBa e4HAaKbB — aBTOMaTU3MpPaHO cbbupaHe Ha
OAHHW, MHTENUTEHTEH aHaIM3 Ha NoBeAeHNE, OTKPMBAHE HA AHOMANNKN U AMHAMMYHA PeaKkLuua cpeLly
3annaxu. Mo To3M Ha4YMH U3KYCTBEHUAT MHTENIEKT NOCTaBA OCHOBUTE HAa HOBO MOKONEHME aAaNTUBHU U
aBTOHOMHM CUCTEMM 32 CUTYPHOCT, CMOCOBHM Aa 3aluMTaBaT C/I0KHU COPTYEPHU U MPEXKOBU Cpean B
peanHo Bpeme.

B cbBpemeHHUTEe Hay4yHW n3cnenBaHNA UHTEIMTEHTHUTE CUCTEMW BeYe He ce U3MNO0N3BaT eAUHCTBEHO
3a aBTOMAaTMU3auunA 1 3alllTa Ha MH(I)OpMaLI,MOHHM CUCTEMMU, A U 3a PELLABAHE Ha rnobanHu I'IpO6!1€MM,
CBbp3aHN C yCTOl\;ﬂ-IMBOTO pa3sutune, ynpaBaeHMeETo Ha NpUpoaHUTE pPecypCcn U OMNa3BaHETO Ha
OKOJ1HaTa cpeaa.

EaHa oOT Te3nM HoBM 06/1acTU Ha MNPUIOXKEHMEe e CBbp3aHa C aHaaAM3a WM NPOrHo3MpaHeTo Ha
3aMbpCABAHETO Ha Bb3AyXa Ypes3 UHTEINMIEeHTHU HEBPOHHM moaenu. M3cneasaHeto ,,EmMoumoHanHo
BHMMaHMe 33 06y4eHN KOHBOJIIOLMOHHN HEBPOHHU Mpexun“ [B4.9] npeanara HOB moAay/ieH noaxoa, 3a
,EMOLMOHaNHO" BHMMaHWE, KOMTO ce npunara Bbpxy Beye 0byyeHU KOHBOMOLMOHHUTE HEBPOHHM
mpexu (CNN) 6e3 npomaHa Ha TexHUTe NapamMeTpu, ¢ Len nogobpsasaHe Ha TOYHOCTTa NPU TPYAHM 3a
pa3nosHaBaHe cay4yau.
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MpeanoKeHUAT moayn ce CbCTOM OT ABa nogmoayna. [ogmoaynsT 3a BHUMAHUE € eAHOeNeMEHTHA
HEBPOHHA Mpe’)Ka, KOATO M3yyaBa KaHa/HO BHMMaHMe 4pes rnobasHo obeauHaBaHe (cpeaHo,
MaKCUMaIHO N KOMBUHMPAHO) Ha NPU3HALMTE OT KOHBOMIOLMOHHMA CNOIM 1 reHepupa BEKTop OT
Terna 3a KaHaaute. EMouMOHanHMAT noamoayn € OuHapeH Knacudpukatop, KOWTO pa3no3HaBsa
TPyAHUTE Ccay4anm — Te3u, Npu KouTo 6asoBMAT mopen Aonycka rpewku Hag 20%. Korato
€MOUMOHANHUAT NOoAMOALYN 3aceye TPyAEeH C/ay4vail, ce npwuaaraTt KaHanHMTe Terna oT NbpBuA
nogmoayn; B OCTAHa/IMTE CAy4au XapPaKTEPUCTUYHUTE KAPTU MNPEeMUHABAT HEMNPOMEHEHU KbM
cneaBalLms CoM.

MNoaxoawbT e BanmampaH Bbpxy CNN-LSTM mogen, obyyeH 3a NporHo3npaHe Ha KOHUEHTpauuATa Ha
OVHKU NpaxoBu YacTuum PM,.s HA MeTeOpPOIorMYHaTa CTaHuma BaHauy B lMNeKknH, ¢ u3nonssaHe Ha
Habopa OT gaHHM Beijing Multi-Site Air-Quality. Cuctemata u3non3Ba MCTOPUYECKM JAHHU 3a
KayecTBOTO Ha Bb3AyXa U Ype3 AbN6OKO obyyeHWe N3BbPLIBA NPOCTPAHCTBEHO-BPEMEBU aHaM3 Ha
3ambpcABaHeTo. PesyntaTnte nokaseaT, ye f06aBAHETO HA UHTENUTEHTHUA MEXAHU3bM 33 BHUMAHUE
nosuLLIaBa TOYHOCTTA Ha MPOrHO3UTe 1 NO3BOJIABA NO-A06P0 pPa3no3HaBaHe Ha COXKHU U HeCTabUNHU
MOZAEeNN B faHHUTE.

OcobeHo BaXHO e, Ye U3CNeaBaHeTO AEeMOHCTPUPA KaK U3KYCTBEHUAT MHTENEKT MOKe Aa nognomara
YCTOMUYMBOTO yNpaBaeHWe Ha OKoJIHaTa cpena Ypes paHHO NPOrHo3MpaHe Ha 3aMbpcABaHUA, aHaIU3
Ha aTmocdepHM npouecu M noAanomaraHe Ha CUCTEMWU 3a €KOJOrMYeH MOHWUTOPUHT. Ypes
WUHTENNTEeHTHU anropuTMM 3a aHaAM3 Ha AaHHWM MoraT ga ce W3rpaskgaT CUCTEMWM 33 PaHHO
npeaynpexaeHune, KoMTo Aa NoAnomaraT UHCTUTYUUW U Fpask4aHu Npu B3eMaHeTO Ha pelleHus,
CBbP3aHM CbC 34PaBETO U KaYeCTBOTO Ha ¥KUBOT.

BTropaTta cTaTva paswmpABa TasM HACOKA KbM YCTOMYMBOTO ynpaB/ieHWEe Ha BOAHWUTE Pecypcu U
eKocucTemHuTe ycnyru. MscnegsaHeto [B4.10] ,M3BanyaHe n CbxpaHeHWe Ha AaHHM, CBbP3aHK C
notpebutenM Ha BOOHM €KOCUCTEMHM ycayru B Bbarapua“ pasrnexpa paspaboTBaHeTo Ha
WHTeAUreHTHa cUcTemMa 33 W3BAMYaAHe, 06paboOTKa WM CbXpaHEHMEe Ha f[aHHW, CBbP3aHU C
notpebutennTe Ha BOAHM EKOCUCTEMHU YCAYru B Bbarapums.

B Bbarapus 85% oT BogHUTE pecypcu ce Gopmmnpart B NJIaHUHCKM Bogocbopu ¢ npeobiafaBalla ropcka
PacTUTENIHOCT, @ ropuTe MOKPUBAT OKOMO 4 MW/IMOHA XeKTapa. Bbnpeku 3HaUUTeNHUS MPUHOC Ha
ropuTe 3a reHepMpaHeTo Ha YncTa BoAa, TAXHATA BOAOKOHCEPBALMOHHA QYHKLMA € MKOHOMMUYECKM
NoAUEHEeHa W TOPCKOCTOMAHCKUAT CEKTOpP € /AMWeH OT CbOTBETHOTO 3anjawaHe. 3a ga ce
WMHCTUTYLUMOHAIM3MPa BOAHATA EKOCUCTEMHA YC/Yra KaTo nNpousBoacTBeHa GyHKUMA, e Heobxogumo
Aa ce naeHTMouumpaT notpebutennte Ha BoAa M 4a ce aHanM3MpaTt notpebeHwWTe KonuyecTsa.
CratuaTa npeanara MeTof 3a WM3B/IMYAHE M CbXPaHEHME Ha pPasHOPOAHM AaHHM 3a BOAHUTE
notpebutenu B bbarapwms.

OCHOBHWUTE BXOAHW OAHHW Ce CbAbPXKAT B MHOXKecTBO Excel AOKYMeHTW C pasnnyHa CTPYKTypa,
BK/IIOYBALLM MHPOPMaALMA 32 HaceNeHUe No 06LWMHM, KOHCYMUPaHA NUTENHA BoAa OT OMaKMHCTBATA,
[OCTaBeHa BoAa, BOAOB3EMAHE M U3M013BaHa BOAA MO CEKTOPU. MpeanorKeHnaT metog nsnonssa ETL
npoueca (M3BaMYaHe, TpaHchopmauma, 3aperpaHe) KaTo pedepeHTeH MOAEN U BK/IKOYBA YEeTUPU
eTana: 3acMYyaHe Ha AMMCBALWM M HEMbAHW AAHHM; HOPMANM3auMA Ha [aHHWUTE; 3acMyaHe Ha
NPOTUBOPEYMBM U NOABEXKAALM AAHHM Ype3 KNbCTepusaumsa; U GMHANHO 3aperkAaHe B eAMHHa
CTPYyKTypa. Llenta e AaHHMTe Aa 6b4aT KOHCOAMAMPAHU OT PA3IMYHU U3TOYHULM B LEHTPANUINPAHO
XpaHuauue ¢ yHnounumpaH ¢opmar.

Cuctemata WM3MNoa3Ba WHTE/NIUFEHTHU MEXaHM3MKM 33 o6pa60TKa n BanangupaHe Ha [OaHHMWK,
BKIIOYUTENHO aNITOPUTMMN 33 KABCTEPUPAHE KaTo k-means 3a OTKpMBaHeE HaA aHOMaUN U
npoTUBOpeYMBM JaHHU. Ype3 MaLKNHHO O6y‘-|€HMe Ceé QaHa/n3npaTt pas3IMdHnM Mmopenn Ha
BOAOI’IOTpe6I'IEHVIe MeXay pPermMoHnTe U MKOHOMUYECKUTe CeKTopu. B ekcrnepuvmeHTanHaTa yacT ca
n3cnegBsaHn gaHHU 3a pPasyHU paﬁOHM Ha bbarapua, Kato pesynTaTuTe NO3BONABAT OTKPUBAHE HaA
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CXO4HW MOZenn Ha noTtpebneHve u wnpgeHTUPUUMpPaHe Ha cheunPUUHM  OTKNOHEHUA NpU
WHAYCTPMAAHOTO M3MN0A3BaHe Ha BOAaA.

OcobeHo BarKHO e, Yye paspaboTeHaTa cucTema MNpeacTaB/fABa OCHOBA 33 ObAelM MHTEUTEHTHU
nnatdopmMu 3a YCTOMUYMBO ynpaB/ieHUe Ha npupoagHuTe pecypcun. Ypes aBTtomatmsmnpaHa obpabotka,
BU3Yya/iM3aumMa M aHaNM3 Ha €KONOTMYHM AaHHW MOraT Aa ce NoAnomaraT AbpXaBHU WMHCTUTYLUW,
OOLWMHM M opraHM3auMn Npu NaaHUpaHe Ha BOAHUTE PECYPCU, OLLEHKA HAa €KOCUCTEMHUTE YCAYTU U
B3€MaHe Ha peLleHUs, CBbP3aHU C OMa3BaHeTOo Ha OKOJIHATa cpeja.

B 3akntoyeHune, pasrnegaHuTte nscneasanua [B4.1 - B4.10] ouepTaBaTt nocsieaoBaTe/IHO Pa3BUTME Ha
Hay4YHa NMHUA, HaCO4eHa KbM U3rpaXgaHeTo Ha UHTEeIMTeHTHU CUCTeMMu, 6a3l/lpaHVI Ha MmeToaun Ha
W3KYCTBEHMA MWHTENEKT, AbA6OKOTO 06yyeHue, MALMWHHOTO ObydYyeHWe W aHa/iM3a Ha LaHHMW.
N3cneaBaHuAaTa NpeMmrHaBaT Npes3 pas/iMiHU MPUAONKHU 061acTM — pasno3HaBaHe Ha YoBeLlKa
AKTUBHOCT, MY/ITUAreHTHU CUCTEMM, ALANTUBHU OOYUUTENHU Cpeamn, KNHBepcurypHocCT MU yCTOMYMBO
yrnpaBieHWe Ha OKOoJIHaTa cpeda — KaTo AEeMOHCTPUPAT KaK MHTENUTEeHTHUTE apXUTEKTYPU moraT aa
6baaT aganTMpaHM Kbm pasHoobpasHu peanHu 3aga4un. ObwaTta KoHUEeNuus BbB BCUYKM Pa3paboTKu
€ VU3rpa*kgaHeTo Ha aBTOHOMHM, afanTUBHU M Malabupyemm cuctemn, Konto cbbupat, obpaboTeat u
aHaM3MparT rosemm obemmn AaHHM, OTKPUBAT 3aKOHOMEPHOCTU M noAnomaraT npoueca Ha B3emaHe
Ha peweHunsa. OcobeHo 3Ha4YMM NPUHOC € UHTErpaLmaTa Ha €BO/IIOLMOHHN anrOPUTMMU, MEXaHMU3MM 33
BHUMaHME, MyATUAreHTHN apPXUTEKTYPU U aHAIMTUYHMU MOLEN, KOUTO PasLWMPABAT Bb3MOMKHOCTUTE
Ha TPaAMUMOHHUTE MHOOPMALMOHHUN CUCTEMM U TU NPEBPBLLAT B UHTENUTEHTHU KOFTHUTUBHM cpeaun. B
CBOATa UAMOCT Te3UN M3CNe[BaHMA NOKA3BAT KaK U3KYCTBEHUAT UHTENIEKT NOCTENEHHO Ce YTBbPKAaBa
KaTO OCHOBHA TEXHOJIOrMYHA NapaamMrma 3a paspaboTBaHe Ha aganTUBHU cMcTemm B 061aCTM C BUCOKA
obuecTBeHa 3HaYMMOCT — 3ppaBeonasBaHe, obpasoBaHWe, CUTYPHOCT U YCTOMUYMBO pPa3BUTME Ha
OKoJIHaTa cpeja.

MpeacTaBeHn HayYyHU Ny6MKaLMK, PaBHOCTOMHM Ha MOHOTrpaduyeH TpyAa:

[1]. Raynova, Ralitza, Adelina Aleksieva-Petrova, and Milena Lazarova. "Multi-agent Multimodal
Human Emotion Recognition Architecture." 2020 28th National Conference with International
Participation (TELECOM). IEEE, 2020.

[2]. Tsokov, S., M. Lazarova, and A. Aleksieva-Petrova. "Accelerometer-based human activity
recognition using 1D convolutional neural network." IOP Conference Series: Materials Science
and Engineering. Vol. 1031. No. 1. IOP Publishing, 2021.

[3]. Tsokov, Stefan, Milena Lazarova, and Adelina Aleksieva-Petrova. "Evolving 1D convolutional
neural networks for human activity recognition." Proceedings of the 22nd International
Conference on Computer Systems and Technologies. 2021.

[4]. Tsokov, Stefan, Milena Lazarova, and Adelina Aleksieva-Petrova. "An evolutionary approach to
the design of convolutional neural networks for human activity recognition." Indian J. Comput.
Sci. Eng 12.2 (2021): 499-517.

[5]. Aleksieva-Petrova, Adelina, Veska Gancheva, and Milen Petrov. "Software Architecture for
Adaptation and Recommendation of Course Content and Activities Based on Learning
Analytics." 2020 International Conference on Mathematics and Computers in Science and
Engineering (MACISE). IEEE, 2020. (Scopus, WOS)

[6]. Aleksieva-Petrova, A., Gancheva, V., Petrov, M. APTITUDE framework for learning data
classification based on machine learning, International Journal of Circuits, Systems and Signal
Processing 14, pp. 379-385, 2020

[7]. Kaloyan Manev, Milen Petrov, Adelina Aleksieva-Petrova. “Enhancing Phishing Site Detection
and Prevention Through Machine Learning with Image Classification”, International Journal on
Information Technologies and Security (IJITS), Issue No 4 (Volume 17), December 2025.

[8]. "Lyubenova, Simona, Milen Petrov, and Adelina Aleksieva-Petrova. ""A graph database
intrusion detection and prevention system."" The Eurasia Proceedings of Science, Technology,
Engineering & Mathematics (EPSTEM) 29 (2024): 182-191.
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[9]. Tsokov, S., Lazarova, M., Aleksieva-Petrova, A. Emotional Attention for Trained Convolutional
Neural Networks, (2020) 2023 11th International Scientific Conference on Computer Science,
COMSCI 2023 — Proceedings.

[10]. Aleksieva-Petrova, Adelina, Nevena Shuleva, and Ralitsa Peycheva. "Extraction and Storage of
Data Related to Users of Water Ecosystem Services in Bulgaria." 2022 26th International
Conference on Circuits, Systems, Communications and Computers (CSCC). IEEE, 2022.

Il. HayyHn nyb6AMKauuMm B U3[AHUMA, KOUTO ca pedepupaHM U  MUHOEKCUPAHU B
cBeToBHOM3BeCTHU 6a3um (Scopus n Web of Science)

2.1. XapakmepucmuKa Ha nybaukayuume

BKAtOYEHUTE B Tasu rpyna HayyHW NybAMKauMM ca HacOYeHM OCHOBHO KbM ABE B3aMMOCBBLP3aHM
Hay4yHM HanpasieHUs — A) UHTEUIEHTHMU CUCTEMM M MPUIOKEHUETO Ha U3KYCTBEHMA UHTENEKT B
TEXHONIOTMYHO MNOAMOMOrHaTOTO ObyyeHWe UM B) WMHTENUTEHTHW CUCTEMM WU MNPUNOXKEHMETO Ha
M3KYCTBEHMS MWHTeNeKT B obnacTta Ha KubepcurypHocTTa. B nybavKkauuute ca pasrnegaHu
CbBPEMEHHM MEeToAM 3a aHaAu3 Ha obyyeHWeTo, nepcoHanusMpaHe Ha y4yebHOTO CbAbp}KaHue,
WHTerpaumsa n obpaboTka Ha obpa3oBaTe/IHMU AaHHW, KAKTO M NOAXOAM 33 pa3paboTBaHe Ha CUTYPHU
codTyEPHU CUCTEMM M yNpaBIeHUE HA Kubeppuckose. KpaTKM xapaKTepucTUKM Ha nybankaumute no
[BeTe HanpaBs/ieHUs ca NpeacTaBeHn No-4ony.

UHmenuzeHmHU cucmemu u rnpusioxeHuemo Ha U3KYyCmeeHuUA UHmMmesiekm 8 obaacmma Ha
mexHos102U4HO NOONOMO2HAMOMO O6y°l€HU€

OcHoBHa YacT oT nybsivMKauuuTe ca NocBeTeHM Ha pa3paboTBaHETO Ha WMHTE/NIUFEHTHU MeToau U
codpTyepHU pelleHMA 3a nognomaraHe Ha y4yebHua npouec Yypes aHanM3 Ha obydyeHuneTo (Learning
Analytics), aganTMpaHe Ha y4ebHOTO CbAbp)KaHWE U UHTerpupaHe Ha pas3NvyHK obpasoBaTeNHU
TexHonoruu. B nybauvkaumm [[7.1], [[7.3], [[7.4], [[7.5] wn [[7.11] ca npegnoxXeHWn moAenu u
apXMUTEKTYpUu 3a cbbupaHe, obeanHABaHe M aHaAM3 Ha AaHHM OT pa3NyHKM obpasoBaTesHU cpeau,
KakTo M MmeToAaM 3a MpOrHo3upaHe Ha pe3ynTatute Ha obydyaemuTe M reHepupaHe Ha
nepcoHanu3npaHu NPenopbKM Ype3 TEXHUKU 33 aHaU3 Ha AaHHM, CEMaHTUYHU MOAENU U MALLUMHHO
obyueHue.

3HaunTeneH NPUHOC UMaT U NybAnKauuuTe, CBbP3aHM C Pa3paboTBAHETO M OUEHABAHETO Ha HOBU
obpasoBaTeiHM NAaTGopmu 1 TexHonormu. B [[7.2] e n3BbpLUEH aHaIM3 Ha CbLLECTBYBALLM CUCTEMU
3a 0bpas3oBaTeNHN ecKeln cTas cpeau M ca GOpPMYy/IMPaHM OCHOBHUTE M3WCKBAHWUA KbM TAXHOTO
npoektupaHe. B [[7.9] e npeanolKeHa apxuTeKTypa 3a Ba/MAMPaHE WM PasBUTME Ha cuCTeMa 3a
[ABYCTPaHHO aHOHMMHO MAPTHLOPCKO OLeHABaHe, a B [[7.12] e pa3spaboTeHa copTyepHa apxMTeKTypa
32 aBTOMaTM3MPaAHO OLLEHABAHE Ha NPOrpaMHM 3a4aHM1A Ypes U3MNON3BaAHE Ha BUPTYyaIM3nMpPaHu cpeam
N KoHTelHepu. Mybaukauma [[7.10] npeactaBa apxuTeKTypa 3a ynpaBieHWe W chnogensHe Ha
CMHTE3MpPaHM aygmonekummn uype3 REST-6asmpaHn yeb ycayrv, HacouyeHM KbM MNOBULLABAHE Ha
AOCTbNHOCTTa M ePEKTUBHOCTTA Ha 06y4YeHMeTo.

[Opyra rpyna nscneasaHus ca HacodeHU KbM MHTErpaumaTa Ha MHGOPMaLMOHHU U KOMYHUKALMOHHN
TexHonoruu B obpasosaHuneTo. B nybamnkaumm [[7.7], [[7.8] v [[7.13] ca npeacTtaBeHn pesyatatu ot
eMMUPUYHN M3CNeaBaHMsA BbPXy M3nonssaHeto Ha UKT n oTBopeHn obpasoBaTenHW pecypcu B
pa3nnyHM obpasoBaTeNiHU MHCTUTYUMU. Pa3paboTeH e meTamoden 3a uHTerpupaHe Ha WKT
WMHCTPYMEHTK B yyebHaTa cpeda U ca aHanu3MpaHu dbakTopuTe, onpeaensawm TAXHOTO Bb3aencTeme
BbPXY y4ebHua npouec.

OcobeHo mAacTo 3aemat nybamkaummte [[7.6], [[7.22] n [[7.23], nocBeTEHW Ha 3alLMTATA Ha IMYHUTE
AaHHM N CbOTBETCTBMETO C U3MCKBaHMATA Ha GDPR B cuctemmTe 3a ynpasieHue Ha obyyeHumeTo. B Tax
ca paspaboTeHM Mogenn 3a aHOHMMM3aUMA Ha AaHHKW, MEeToAM 3a CUTYpPHO cnojensHe Ha
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MHPOPMALMA U aPXMTEKTYPHU peLleHnsn 3a CbBMecTABaHe Ha ydebHaTa aHaIMTUKa CbC CbBPEMEHHUTE
HOPMaTUBHM U3UCKBAHMA 3a 3aLUMTa Ha IMYHUTE AaHHMW.

MHmenuzeHMHU cucmemu U npuAOXEHUEeMO HA U3KYCmEeHUs UHmesekm 8 obaacmma Ha
KubepcueypHocmma

BTopata rpyna nybamKaumMmu pasraexkga pas/iMi4HU acnekTM Ha KUBepCUrypHocTTa, CUTYPHOTO
paspaboTtBaHe Ha codTyep W TMNPUIOKEHMETO Ha WHTEUTeHTHWM MeToAM 3a 3alumTa  Ha
MHPOpPMaUMOHHUTE cucTemn. B nybaukaumm [[7.16], [[7.17], [[7.18] wn [[7.20] ca wu3cnenBaHu
CbBPEMEHHM NPAKTUKM 33 MHTErPUPAHE Ha CUTYPHOCTTA B XKU3HEHUSA UMK HA pa3paboTKa Ha codTyep
ype3s nogxogute SSDLC, DevSecOps u mogenumpaHe Ha 3annaxu. [lpeanoxeHM ca pamKkum 3a
aBTOMATM3MPaAHO BHeAPsiBAHE Ha MexaHM3MKM 3a curypHoct B DevOps npouecn u meTogu 3a
M3rpa*kaaHe Ha 3alnUTeHn cpeam 3a obyyeHne no copTyepHO NHKEHEPCTBO.

MNpobnemnTe Ha CUTYPHOCTTA Ha KOHKPETHW TeXHOJIOrMYHKU nnatdopmm ca pasrneganu B [[7.14] m
[[7.15]. B nbpBaTta ny6amnKaums e n3BbpLieH nogpobeH aHamM3 Ha CbBPeMEHHM NABIMHM 33 CUFYPHOCT
B8 WordPress, BK/IIOUMTEIHO OLLEHKA Ha TEXHUTE MEXaHM3MM 33 3aLUMTA U YCTOMYMBOCT KbM aTaku. Bbs
BTOpaTa nyb/vKauma e aHa/M3MpaHa CUTYpPHOCTTa Ha 6e3nNWnoTHM JfieTaTesiHM anapaTu Ypes
M3rpaxgaHe Ha MoAen Ha 3annaxuTe W NpoBeXKAaHe Ha TecToBe 3a MPOHMKBaHe C Uen
NAaeHTUOULMPAHE Ha YA3BUMOCTH.

N3cnepBaHuaTa B [[7.19] pasrnexpar B3aMMOBpPb3KaTa MeXAOY W3KYCTBEHUA WHTENEKT WU
KMbepcurypHocTTa 4Ypes cucteMaTuyeH npernes Ha CbBpPeMeHHUTe MPUIOXKEHMA Ha Al KaKTo 3a
3aLLMTHMU, TaKa U 3@ aTaKyBaLLM Lenun. AHaAn3MpaHM ca TEXHONOTUYHUTE TEHAEHLUWN, NOTEHUMANHUTE
PUCKOBE U €TUYHUTE aCNeKTN Ha U3MO0/I3BAHETO HA MHTE/IMFEHTHU aNropUTMN B KN6EpPCUrypHoOCTTa.

MNy6nukauma [[7.21] gonbnBa ToBa HanpaB/eHMe 4ype3 noapobeH aHaAn3 U KnacudpuKkauma Ha
CblLECTBYBaLUUTE MeXaHW3MU 3a YA0CToBepABaHE Ha aBTEHTUYHOCT, BK/AOUYUTENHO BUOMETPUYHU
MeToAu, KpunTorpadcku peweHunn, uMdpoBn nognucu, eaHoKpaTHU Naponun, 6aokyeiH-6asmpaHu
nogxoaM W MHOFOKOMMNOHEHTHU cxemu 3a uaeHTUdUKauuma. WscnepsaHeTo cucTemaTtusmpa
CbllecTBYBaLUMTE peleHna M odyepTaBa MepcrneKkTUBUTE 3a TAXHOTO pa3BWUTUE B YC/A0BMATa Ha
HapacTBaly U3MCKBaAHUA KbM MHPOPMALIMOHHATA CUTYPHOCT.

2.2. Pe3tomema Ha nyb6aukayuume

A) NHmenuzeHmMHU cucmemu u npusioxteHuemo Ha U3KycmeeH UHmMmesiekm 8 obnacmma Ha
mexHo102U4HO N0ONOMO2HAMOMO O6y°l€HU€

[F7.1] Aleksieva-Petrova, Adelina. "Students’ Attitudes toward Personal and Learning Data Usage in
Aptitude Project Learner Taxonomy." Proceedings of the 14-th conference on Information Systems and
Grid Technologies, ISGT. 2021.

Pestome. AHanM3bT Ha obyueHneTo (LA) e npoLec, KOMTo cbbupa M aHanU3npa 4aHHUTE U AeHOCTUTE
Ha oby4yaemuTe, 3a Aa OCUTypY NPOrHO3HM NOKasaTen 1 Aa NoBULLM ePeKTUBHOCTTA Ha 0byYeHKneTo.
B ctatmaTa e npegsiorKeHa TAaKCOHOMMA Ha AaHHWUTE 33 yyaluMTe, KOATO ce M3Mo/a3Ba B MPOEKTa
Aptitude 3a ae¢uHMpaHe Ha OCHOBHMUTE 0BEKTM B aHanM3a Ha obyyeHMeTo. Bb3 OCHOBA Ha Tasu
TAKCOHOMMA e pa3paboTeHOo M NPOBELEHO NMPOYYBAHE C LLEN A3 Ce NPOYYM OTHOLWEHMETO Ha yYeHULmTe
KbM M3MOA3BAHETO Ha /IMYHM M y4ebHM AaHHM 33 LenuTe Ha LA. PesynTaTuTe NoKasBaT, Ye NoBeyeTo
oT TAX 6Mxa NpefoCcTaBUAM MHPOPMALMA, CBbP3aHa C aKadeMnyHaTa MM NOAroTOBKa M MHpopMaumn
3a y4ebHUA UM OnuT.

[F7.2] Petrov, Milen, et al. "System Review and Requirements Analysis for Escape Classroom System."
International Conference in Methodologies and intelligent Systems for Techhnology Enhanced
Learning. Cham: Springer Nature Switzerland, 2023.
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Pe3tome. B gHeLWHMA AMrnMTanmM3npaH *K1MBoT 0bpa3oBaTe/IHUTE UTPU Ce M3MOA3BAT B MHOIo cdepu oT
HalLMa XMBOT, HE3aBMCMMO OT Bb3pacTTa. [IHeC eckenn cTtamTe ¢ Mb3esIHM UTPU Ca MHOTO MOAEPHU U
LUMPOKO PasnpoCTPaHEHMU, Tbi KaTo ca NOAXOAALLM KAaKTO 3a Urpa Ha KMBO B PeasiHO Bpeme, Taka U
oHMalH. OcHOBHAaTa Lea Ha UrpaTa e urpauyunTe Aa pellat nopeamua ot pas/iMyHu BUa0Be ,Mb3enn” B
PaMKWTe Ha OrpaHnYeHo Bpeme. HacrtoAwaTa cTaTua NpoyyYBa CbLLECTBYBALLMTE CUCTEMM 33 TO3U BUL,
UrpM 1M ce onuTBa Aa Khacupuuupa M M3BeAe OCHOBHUTE W3UCKBAHMA 33 MNPOEKTUPAHETO U
pa3paboTBaHeTo Ha codpTyep, KOUTO NoAAbPXKA TO3M BUA, NiaTpopma 3a obyyeHne, KaTo KoMbUHaums
OT HAAKOJIKO BUaa copTyepHU CUCTEMM.

[r7.3] Aleksieva-Petrova, Adelina, and Milen Petrov. "Data Merging for Learning Analytics in Learning
Environments." International Conference on Interactive Collaborative Learning. Cham: Springer
International Publishing, 2022.

Pe3stlome. 3a ga ce ocurypu edpeKkTUBEH aHanu3 Ha 0byyeHNeTo, NOBEYETO CUCTEMU U UHCTPYMEHTU
npocneassaT NnoBeAeHWETo Ha yyeHuunute. OBUKHOBEHO He CblLUecTByBa OnepaTMBHA CbBMECTUMOCT
MEXAY Pa3IMYHUTE CUCTEMM WU MHCTPYMEHTM 33 0byyeHMne. be3 o0bMeH Ha JaHHM He e Bb3MOXKHO Aa
ce M3MNon3Ba MHTerpupaHa nHpopmauma 3a aHaIn3 Ha YYEHETO OT Tean cuctemu. LienTa Ha Tasu ctatus
e fa npeanoXum MeTog 3a obeauHsBaHe Ha [AaHHWM, KOMTO BK/AOYBA [BE OCHOBHM ¢asu:
npeasapuTenHa obpaboTka Ha gaHHUTE M obeauHABaHe Ha AaHHuTe. Pasata Ha npeaBapuTenHa
06paboTKa M3N0N3Ba AAaHHUTE OT reHepMpaHUTe CUCTEMHU IOTOBE KaTo BXOAHM JaHHMU M U3Mb/HABA
TPU onepaumun: NOYUCTBaHE Ha AaHHUTE, aHOHMMM3MPaAHEe Ha AaHHUTE UM KoAMpaHe Ha AaHHuTe.
HeobxoamMmo e fa ce MnoTBbpAM, 4Ye BCUYKM dalinoBe, CbAbprKallM nonesHa MHdopmauma oT
cuctemuTe 3a obydeHue, ca U3NbAHeHU npaBuaHo. Pasata Ha obeanHsABaHe Ha JaHHM BKAOYBA ABe
OCHOBHM Onepauum: onpeaensHe Ha NapameTpu U pasInyHM NOAX0AM, KaTo arperMpaHe Ha AaHHU UK
obeguHsABaHe Ha AaHHW. B pe3ynTaT Ha ToBa 0b6eaAnHeHMAT daiin ce BKAOYBA B onpegenieHus paboTeH
npouec 3a o6bpaboTka Ha AaHHU. KaTo [0OKa3aTencTBO Ha KoHUenuuAaTa 3a Ba/avAMpaHe Ha
npeasoXeHna meToq, 3a aHaAn3 Ha 0byyeHneTo ce M3N0A3BaT ABa Pas3NYHU cUcTeMHU nor daiina:
Moodle u cblecTByBalla yeb-6a3mpaHa cMCTeMa 3a B3aMMHO OLleHABaHe U peLeH3npaHe.

[F7.4] Aleksieva-Petrova, Adelina, and Milen Petrov. "A Case Study for Analysis and Prediction in
Learning Using a Peer Learning System.", (2022) International Conference on Applied Computing 2022
and WWW/Internet 2022, pp. 241-246.

Pe3tome. M3non3BaHETO Ha AaHHW OT Pas3/IMYHM y4EBHU CUCTEMM U UHCTPYMEHTM 3a aHaM3npaHe u
NPOrHO3MpPaHe Ha MOCTUMKEHMATA W NOBEAEHMETO Ha Y4YeHMUMTe e MeToZ, 3a NOBMLIABaHe Ha
epeKTMBHOCTTa Ha obyyeHWeTo. B Tasu cTaTusA e npeacTaBeHa CMCTEMa 3a B3aMMHO OLEHABaHe U
peLeH3MpaHe, KoATO ce U3M0A3Ba 3a CUMY/IMPaHe Ha NPOoLEecuTe Ha aHaAus3 U NPOrHo3MpaHe B yyebHa
cpepa. MpuNoXKeHW ca meToamTe 3a arpermpaHe U copTMpaHe npu npoueca Ha aHaaus. MeToabT 3a
KnacuomKauma "AbpBo Ha pelleHMATa" e NPUNOKEH M OLEHEH, 3a [a Ce NpeacKayke pesynTaTsT.

[F7.5] Aleksieva-Petrova, Adelina, and Milen Petrov. "Recommendation engine of learning contents
and activities based on learning analytics." Interactive Mobile Communication, Technologies and
Learning. Cham: Springer International Publishing, 2021. 372-378.

Pestome. CcTemmTe 33 NPENOPBKM BCE MO-YECTO CE BHEAPABAT B CUCTEMUTE 33 €/IEKTPOHHO 0BYyUYeHue.
B HacToAwaTa cTaTnA ce npeasara copTyepHa apxMTeKTypa 3a NpenopbyBaHe Ha y4ebHO CbabpiKaHue
M y4yebHM AeMHOCTU, KOATO e NpoBepeHa ypes Kasyc. OCHOBHATA Len Ha Tasu apxXMTeKTypa e Aa ce
NOCTMUrHaT No-A406pK NPEeNopPbKY 3a y4ebHO CbabpKaHWe U y4ebHM AeMHOCTU He cCaMo B CUCTEMUTE,
HO 1 B NoA06HM cpeam 3a eNeKTPOHHO 0bydeHue.

[F7.6] Aleksieva-Petrova, Adelina, and Milen Petrov. "Survey on the importance of using personal
data for learning analytics and of data privacy." 2020 International Conference Automatics and
Informatics (ICAI). IEEE, 2020.

Pe3slome. AgantmpaHeTo M MpPenopbyBaHETO Ha y4ebHOTO CbAbprKaHMe U paboTHUTE npouecu
npeactasnsBa egHO OT OCHOBHUTE NpeAM3BMKaTeNCTBA B TEXHOOMMYHOTO MNOAMNOMOrHaToTO
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0byvyeHune. OCHOBHaTa LIe/1 Ha CTaTMATa e A3 Ce U3MepPU 3HaUYEHMETO Ha U3M0/13BaHETO Ha IMYHU IaHHU
3a aHa/M3 Ha 0OYyYeHMEeTO M Ha 3aWMTaTa Ha IMYHUTE AaHHM, 0COBEHO 3a LenTe Ha aganTUPaHeTo U
npenopbYBaHETO Ha y4ebHO CbabpXKaHME U AEMHOCTU. 3a Aa ce NOCTUTHe LenTa, e pa3paboTeHo u
peannsnpaHo npoyysaHe. Pesyatatute oT NnpoyysBaHeETO ce ocHoBaBaT Ha 137 oTroBopa, cbbpaHu ot
CTyAeHTH B 6aKanaBbpcKa nporpama "KomnoTbpHO U copTyepHO MHKeHepCcTBO".

[F7.7] Minkovska, Daniela, Lyudmila Stoyanova, and Adelina Aleksieva. "An analysis of integrating e-
learning and open educational resources into classroom." 2019 Il International Conference on High
Technology for Sustainable Development (HiTech). IEEE, 2019.

Pestome. B HacToAwaTa cTatvAa ca npeacTaBeHUM pesyntatute OT u3cneaBaHe B 06aacTTa Ha
W3MN0N3BaHETO Ha MHGOPMALMOHHM PECYPCU B HAKOIKO yYMauLLA OT TpW AbpKasu. OCHOBHUTE Len
Ha CTaTUATa ca fa ce MpeacTaBM TEXHONOTUATA Ha paspaboTeHOTO M3cnefBaHe Ha OTBOPEHUTE
obpasosaTtenHu pecypcu (OOP), aa ce onulie aHaAM3bT Ha NoslyyeHUTe pesyaTtaTu. C U3Nos3BaHETO
Ha OOP obpa3oBaTenHaTa cucTemMa NpeTbprsaBa KayecTBEHA NMPOMAHA B Pe3yaTaT Ha NPOMEHU B
HaYMHa Ha peasiHOTO CbAbPXKAHUE U MeToAUTE Ha NpenogasaHe. [locoyeHu ca nssoguTe.

[F7.8] Aleksieva-Petrova, Adelina, Amoussou Dorothee, and Milen Petrov. "Meta-model of the
teaching and learning environment based on ICT integration in the e-learning systems." Proceedings
of the 9th Balkan Conference on Informatics. 2019.

Pe3stome. B eanH rnobanmsmpaly ce cBAT, BogeH OT 6bP30TO pas3BuUTME HA MHPOPMALMOHHUTE U
KOMYHMKaUMOHHUTEe TexHonormm (MKT), obpasoBaTenHaTa cucTema € M3npaBeHa nNpej,
npean3BUKATENCTBOTO 6BP30 Aa TbpCM U Npunara NOAXOAAWM MEeTOAM, KOUTO moraT ga 6baaT
BbBeAeHM B KnacHaTta ctad. OcHOBHATa Len Ha cTaTvATa e Aa ce M3c/eBa CTeneHTa Ha MHTerpauna Ha
MKT B yuebHMa npouec. JeduHnpaH e meTa-mogen 3a uHTerpupaHe Ha MKT MHCTpymeHTH B yyebHaTa
cpepa. MNpepnoxeHa e MeTogoNM0rMMA 33 OLEHKA Ha HMBOTO Ha 3HAaHWA M u3nonssaHe Ha WUKT wu
Bb3aeincTeneTo Ha MKT Bbpxy yuebHMA npoLec cnes BbBEXAAHETO Ha NpeanoxeHma moaen. Hakpas,
pesynTatuTe, NOJly4eHM OT U3c/ieBaHETO, Ca aHA/IM3UPAHM MO NOAXOAALL HAYUH.

[F7.9] Petrov, M. ; Damyanov, D. ; Aleksieva-Petrova, A. "Peer Review Software Evaluation", Published
Jul 2019, International Conference on Education and New Learning Technologies - EDULEARN (WOS).

Pestome. N3cnenBaHeTo M pa3paboTBaHETO Ha HOBU COPTYEpPHU MHCTPYMEHTU, KOMTO 3HAUYUTEHO
noanomaraTt MPUMBAMYAHETO HA CTyAeHTUTE KbM Yy4ebHMs npouec, BMHArM npeacraBnAsaT
npeamvssuKaTencTso. CNoXKHa 3a4aya € U Cb34aBaHETO Ha MHTEPaKTMBHM CPeACTBa 33 0byyeHue U
oueHsABaHe B 06/1acTTa Ha KOMMIOTbPHUTE HAYKM 4ype3 M3MNo/3BAHETO Ha Pas/IMYHM METoaM 3a
OUEHABAHEe, KaKTO M [0Ka3BaHeTo, ye Te3n cpencTBa moraT ga 6baaT paswupsBaHM C HOBM
GYHKLMOHAIHOCTM MO BpPEME Ha aKTMBHATa paboTa Ha cucTemara. [MoHacTosAwem e peannsmpaHa
codTyepHa cucTema 3a ABYCTpaHHO aHOHMMHO (double-blind) napTHbOPCKO oLeHABaHe B KypcoBe No
nporpammpaHe. Ha Bceku CTyAeHT ce Bb3/ara 4a OLEeHN eauH UM NoBeYe NPOEKTU Ha CBOMU Kosern —
NPOEKT B MUCMEH BUA, U/UAN NPOEKT 33 aHOHUMHO peleH3MpaHe. Cuctemata e gobpe npueta oT
noTpebutennTe, HO HeilHaTa pPas3WMPAEMOCT e TpyAaHa 3a nocturaHe. KaTto cnegBalla CTbMKa B
pa3sBUTMETO Ha cUcCTeMaTta npeanarame MeTOA0/I0TUA U MHCTPYMEHTU 33 YCbBbPLIEHCTBAHE W
OUEHABaHe Ha cbliecTByBawaTa codTyepHa cMCTEMA 3a NAPTHbOPCKO OLEHABaHe. B crtatuata e
AeduHMpaHa codTyepHa apxuUTEKTypa 3a Ba/iMAMpaHe Ha cbluecTByBawma codTtyep. Cnen ToBa ca
onuncaHu NPOeKTUpPaHeTo, pa3paboTBaHETO M M3MNOA3BAHETO Ha cucTemaTa. Hakpas ca npeacTaBeHu u
06CbaeHN pe3ynTaTUTe OT HEMHOTO NpunaraHe. EgHa oT OCHOBHUTE Lenn Ha NpeacTaBeHna codpTyep e
Aa [OOKake, 4ye HOBUTE OYHKUMOHA/NHOCTM M HanpaBeHWTE MNPOMEHM Ca CbBMECTUMM CbC
CbLLECTBYBALLMTE WCTOPUYECKM H[aHHKU. Ype3 npoeKTUpaHeTo M pa3paboTBaHETO Ha NoA06HM
WHCTPYMEHTW Ce YCKOPABA KM3HEHMAT LUMKbA Ha pa3paboTKa, KaTo CbliEBpeMeHHO ce nogobpsasart
KayecTBOTO M CUrYpHOCTTa Ha obpasoBaTeiHma codTyep.

[F7.10] Petrov, M., Y. Atanasov, and A. Aleksieva-Petrova. "Restful Web Services for Management,
Visualization, Synthesis and Speech Sharing from Lectures." INTED2018 Proceedings. IATED, 2018.
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Pe3tome. KOMMNIOTbPHUTE TEXHO/IOTMM Ca HABCAKbAE OKOJIO HAC, a YYeHWUMTe We CTaBaT Bce Mno-
3aBUCMMM OT TEXHONOTMYHUA Hanpeabk B bbaelue. KauectBeHOTO 1M epeKTUBHO 0byyeHMe Ha xopaTa
OCTaBa efHa OT Hali-Ba)KHWTE 3aJ4a4M Ha HaleTo Bpeme. 3a o6pa3oBaTeIHU LieIn ca MPOEKTUPAHU U
pa3paboTteHn ronamo pasHoobpasme oT coPTyepHU UHCTPYMeEHTU U yeb ycnyrn. HoBaTa Hacoka B
pa3BMTHETO Ha nogobeH Bua codTyep e Aa Ce HANOXKKN U3MNON3BAHETO HA CUHTE3NPaHU ayaMONEeKLUN
C Len yckopsiBaHe Ha 0byYeHMeTo M pa3Hoobpa3HO Bb3NpMeMaHe OT MUCMEHUTE NEKLUN B Pa3INYHA
dopma Ha ayamnopeu. *KenaHata PyHKLMOHANHOCT Ha Taknea COPTYEPHU CUCTEMM BKIKOYBA, HO He ce
orpaHMyaBa [0O: /IeCHO TeHepupaHe, ynpaB/ieHWe W crnogensaHe Ha JiekuuMuM B ayguodopmar.
HactoAwaTa ctatua onucea codpTyepHaTa apxMTeKkTypa Ha npotoTtuna, 6asmpaHa Ha REST KaueHT-
CbpBbP NpuioxkeHne. Mma gedpuHupaHm paboTHM NPOCTPAHCTBA 3a YNpaB/JeHWE U FpynMpaHe Ha
ayamo nekumm cbe cneumduyHa dannosa cTpyKTypa. CTpPyKTypaTa Ha peyHMKa ce M3non3sBa 3a
aedvHupaHe v npegeduHupaHe Ha Aymu, uucna u dpasu, 3a Aa ce nogobpu KayectBOTO Ha
reHepupaHata ped, ocobeHo 3a cneunduyHM 3a obnacTTa TEPMUHU MAM 33 JIOKA/IM3MpPaHe Ha
NPOW3HOLIEHMETO Ha MMeHaTa Ha JiMuara.

[F7.11] Aleksieva-Petrova, Adelina, and Milen Petrov. "Software Architecture of Semantic
Recommendation Engine Based on Data Analysis in Learning Management Systems." ICERI2018
Proceedings. IATED, 2018.

Pe3stome. CTatuATa npeacTass nogxod W codTyepHa apxXMTEKTypa 3a CEMaHTMYHA MpenopbKa Ha
pasNMYyHM BMAOBE y4yebHU pecypcu, M3MoN3BalKM yyebHW M UTPOBU aHaAAM3M HA TONIeMU LaHHW,
NpoV3BEAEHM OT CbBPEMEHHU NAATGOPMM 33 €/IeKTPOHHO 0by4yeHne 1 obpasoBaTenHn Urpu. 3a 4a
MOXe cucTemaTa Aa NpegocTaBy CEMaHTMYHA NPEeropbKa, We ce U3nosi3Ba HaiMyHaTa MHbopmaums
3a BCEKM o0byyaem, Kakto M o060blieHa CTaTUCTMKA 33 MOBEAEHMETO Ha rpyna obyyaemwm.
NHpopmaumaTa we 6bae m3BnedeHa oT 6as3aTa AaHHM M uYpe3 TeXHWKM 33 MAWWHHO obyyeHue
cucTemMata Lie aHaav3upa U reHepupa JMYHM npenopbku. OT apyra CTpaHa, 3a Aa ce MoCcTUrHe
CEMaHTMYHO TbPCEHE Ha Pecypcu, CbAbP)KAWM MaTepuanu, CBbP3aHM C TEPMMHA 33 TbpCeHe OT
npeaMmeTHaTa 06/1acT, Le ce M3N0/13Ba OHTO/I0MMA 33 MOHATUATA U BPb3KUTE MEXKAY TAX B NpeameTHaTa
06,1acT, B KOATO e cneunannsmpaHa obpasosBaTteniHaTa naatoopma.

[F7.12] Petrov, Milen, Plamen Totev, and Adelina Aleksieva-Petrova. "Software Automation of
Homework Evaluation By Using Virtual Environments." ICERI2018 Proceedings. IATED, 2018.

Pestome. HactoawaTa ctaTua usciaensa MHOBAaTUBHU NOAXOAM 33 OLLEHSIBaHe HA AOMALWHKM paboTu B
06,1acTTa Ha KOMMNIOTbPHUTE HAYKM M COPTYEPHOTO MHKeHepcTBo. OLLeHABAHETO Ha AOMALLIHW 3a43HMUSA
B KypcoBe C ronam 6poii obyyaemu, 4a He rOBOPMM 33 MacOBW OH/IAMH KypCOBE, € OT CbLLeCTBEHO
3HauYeHWe 3a YCMEeLHOTOo YCBOSAABaHE HA 3HAHUA U YMEHUA OT CTyAeHTUTe. PelaBaHeTo Ha NporpamHu
33434 € OCHOBEH eNemMeHT B O0by4yeHWeTo Ha COPTyepHU WHMKEeHepu, Tbi KaTo nognomara
YCBOSAIBAaHETO Ha QYHAAMEHTA/NHM MPUHUMNM Ha aHanu3a, NPOeKTMpaHeTo M pa3paboTBaHEeTo Ha
codTyep. PbYHOTO OoLEeHABaHE Ha NPOrpaMeH Kog MoXKe Aa 6bae TpyA0eMKa M NoAaT/AnBa Ha rpeLku
3a4a4a, a Npy AECETKN UK CTOTULM CTYAEHTU TPYAHOCTUTE HApacTBaT 3HauYUTeNHO. M3non3BaHeTo Ha
aBTOMAaTU3MpPaHM TECTOBE MOXKE CbLLEeCTBEHO Aa Nogobpu npoueca, KaTo NPoBepABa KOPEKTHOCTTA Ha
npepaneHute pewenuns. OT gpyra CTpaHa, CUrYpHOTO M U30/MPAHO U3MbAHEHME Ha NOAafeHMs OT
CTYAEHTUTE Ko NpPeAcTaB/ifBa CEPUO3HO TEXHMYECKO MPeau3BUKaTeNCTBO. BUpTyanHWTe MaluHM
OTZ.aBHA Ce WM3MO0/3BaT 33 M30/IMPaHE Ha M3MbJAHEHMETO Ha KoA, HO Te BbBEXAAT 3HAYUTENHU
AOMbAHUTENIHWN PA3X04M HA PECYPCHU M HE Ca NPAKTUYHO PeLLeHMe 3a U3MbJHEHWE Ha MaK1 MPOrpamMm.
Mopaan Tasu nNpuyYMHa NOBEYETO TPAAMUMOHHM CUCTEMWM 33 aBTOMATM3MPAHO OUEHABaAHe Ha
nporpamMHu 3ag4adyn M3nons3sat T.Hap. ,NAcbyHKU cpean” (sandbox environments). HegocTaTbKbT Ha
Te3un cpeam e TAXHaTa CUHA OrPaHMYEHOCT — HanpUMep NPOrpPamuTe, U3NbAHABAHM B TAX, HE MoraT 4a
OTBapPAT MPEXKOBU COKETU UK dpalinose. Mpes NnocnegHUTe rogMHN KOHTEMHEPUTE Ce YyTBbPAMXA KaTo
NeKo N epeKTUBHO pelleHMe 33 U30/IMPAHO M3MNbJHEHWE Ha npouecu. Te NpeacTaBAABaT MeToZ, 3a
BMPTYyaNM3aumMsa Ha onepauMoHHaTa CUMCTEMA, KOMTO MO3BO/ABA U3MbJAHEHUETO HA MPUNONKEHUE U
HerosuMTe 3aBMCMMOCTM B MPOLECUM C M30/MpaHM pecypcu. [peanoXKeHOTO OT Hac pellieHue
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AEeMOHCTPUPa M3M0A3BaHETO Ha KOHTEHepPU KaTo CPeACTBO 3a M30/MpaHe Ha MpoLeca no TecTBaHe
Ha AOMallHM 3agaHnA. AHaAn3MpaHa u NpoeKkTMpaHa e coPpTyepHa apxXMTeKTYpa, Bb3 OCHOBA Ha KOATO
e pa3paboTeH copTyepeH UHCTPYMEHT, YAeCHABALL, U30/IMPAHETO Ha U3MbAHEHNETO Ha pelleHnsTa u
M3B/IMYAHETO Ha pe3yaTaTuTe OT TAXHOTO oleHABaHe. CucTemaTa e TecTBaHa C HAKOJ/IKO TUNa 3a4auu,
KaTo MoaydYeHWUTe pesynTati ca obHagexaaBawm. B ctatmaTa ce o6Cb)KAaT HanpaBeHUTe U3BOAM,
0CO6EeHOCTUTE Ha NPOEKTUPAHETO, peannsaluuaTa U U3MNOA3BAHETO Ha CUCTEMATA, KaKTo U HerHUTe
orpaHuyeHus.

[F7.13] Aleksieva-Petrova, Adelina, Amoussou Dorothee, and Milen Petrov. "A Survey on ICT usage in
education in Angola high polytechnical school." Proceedings of the 14th International Conferences on
WWW/Internet. 2017.

Pe3tome. OcHOBHaTa LN Ha HaCToOALATa CTAaTMA e A3 ce MpoBede NpoyyBaHe M Aa ce aHanausupar
pe3yntatuTe, CBbp3aHM C M3MO/A3BAHETO W CTeneHTa Ha Mo3HaBaHe Ha WMHPOPMALMOHHWUTE W
KOMYHMKaUuMoHHUTe TexHosoruu (MKT) cped pasnuMuHKM uenesu rpyny notpebuTtenn BbB Buclimsa
NOJIMTEXHUYECKN UHCTUTYT B YUKe, AHrona. 3a NocTMraHeTo Ha Tasu Len ca noabpaHu Han-LWMPOKO
pasnpoctpaHeHuTe UKT MHCTPYMEHTU, KOUTO Ca pa3npeneneHun B cefem OCHOBHM KAaTeropum: CUCTEMU
3a ynpasneHue Ha obyyeHueTo (Learning Management Systems), 610rose, cCouManHU MpPENKU,
WHCTPYMEHTU 3a €N1eKTPOHHWN KHUTU, MHCTPYMEHTU 3a cnogensHe Ha GaiaioBe, YMKU MHCTPYMEHTU U
WMHCTPYMEHTU 3a Buaeoypouu. PesyataTtmte OT uscnesBaHeTo ce OCHOBaBaT Ha 441 NOoNb/IHEHN aHKeTU
OT npenofaBaTenn, agMWHWUCTPATUBEH NEPCOHan, CTyAeHTM B OaKanaBbpCKM W MArMCTbPCKU
NPOrpamu, KakTo U YHUBEPCUTETCKM cayxuTtenn. OCHOBHUTE xapAyepHW cpeacTBa 3a A0CTbM A0
WHTEpPHET Ca pasfeNieHn B ABe rpynu — MOOBUIHW YCTPOMCTBA M HAaCTONIHWM KOMMOTPKU. KaTo pesynTaTt ot
NPOY4YBaHETO Ce YCTAaHOBABA, Ye Hal-4yecTo usnonssaHute UKT MHCTpymeHTH ca yeb-6a3mpaHu u ce
rpynupaT OCHOBHO B [1BE KAaTEFOPMU: COLIMAZIHN MPEXKM N MHCTPYMEHTM 3a cnogensHe Ha dalinose.

b) UHmenuzeHMHU cucmemu U NPUAOHEHUEMO HA U3KYCmeeH uHmesekm 8 obaacmma Ha
KubepcuzypHocmma

[F7.14] Stoyanov, Georgi, Adelina Aleksieva-Petrova, and Milen Petrov. "Analysis of modern security
plugins for wordpress." AIP Conference Proceedings. Vol. 3084. No. 1. AIP Publishing, 2024.

Pe3stome. WordPress e Hali-nonynspHaTta cucTema 3a ynpaB/eHWe Ha CbabprKaHWeTo B ceTa. Mpes
nocnegHuTe roauHu yebcaitoseTe, nanonssawm WordPress, ca nonyaspHa MuleHa 3a XaKkepu
nopaau nonynapHoCTTa Ha naatdopmarta. 3a 4a pewar Tesm npobaemu, notpeburtennTe ce obpbLLAT
KbM MABIMHM 3@ CUTYPHOCT, KOUTO MM NMOMarar fa ce CNpaBAT CbC 3aMn/1axmuTe 3a CUrypHocTTa. Bbnpeku
TOBA HAAIMa 3a4b/160YEH aHa/IM3 HA CUTYPHOCTTA Ha CMCTemaTa OT NabrMHM Ha WordPress. BbB Bpb3Ka
C TOBa CTaTWMATa MMa 33 Uen fa aHaausupa pabotaTta Ha OCHOBHMTE M/BIMHM 3a CUIYPHOCT,
BK/IIOYMTE/IHO aHANN3 Ha KoZa, TECTBAHE C Pas3/IMYHKN BUAO0BE 3anaaxu, NPOBEPKA HA AaHHUTE, KOUTO
Te cbbuMpaT, M OLLEHKA Ha TEXHUTE CUHM M cnabu cTpaHu. OnucaHuW ca NpUHLMNMTE Ha paboTa u
peanusaummnTe Ha CbBPEMEHHUTE MABIMHKU 38 CUTYPHOCT U Ca ONpeaeneHn KputepmuTe 3a M3bop Ha
nscneaBaHUTE NAbLIMHU. PesyntatuTe ca 0606LlLeHN M ca CpaBHEHM MNOAXOAMTe, W3MON3BaHW OT
pPasNUYHUTE NABIUHM.

[F7.15] Stefanov, Martin, Milen Petrov, and Adelina Aleksieva-Petrova. "Analysis of Drone Security."
2024 International Conference on Computing in Natural Sciences, Biomedicine and Engineering
(COMCONF). IEEE, 2024.

Pe3tome. HapacTBalLoTO M3N0A3BaHe Ha 6e3NnA0THM NeTaTeIHM anapaTtu (4POHOBE) yBeANYaBa pUCKa
oT Knbepsannaxu, KOMTO MoraT Aa KOMMNPOMETUPAT TAXHATA CUMYPHOCT. MpuaaraHeTo Ha HageXaHU
MEPKKN 1 CpeacTBa 3a 3alUMTa e OT CbLLEeCTBEHO 3HaYeHMe 33 NpeaoTBpaTABaHe Ha 3/10ynoTpebun u 3a
rapaHTMpaHe Ha 3aWmTaTa Ha IMYHKUTE AaHHK 1 obliecTBeHaTa 6e3onacHoCT. B HacToAwWwaTa cTaTuA ce
nscneaBa MpeXKoBaTa CUTYPHOCT Ypes OuUeHABaHEe Ha YCTOMYMBOCTTA Ha APOHOBE CPELly 4YecTo
cpelaHu KubepaTtaku. M3rpageH e mogen Ha 3aniaxuTe, KOWTo aeHTMdULmMpa Habop OT Bb3MOXKHMU
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BEKTOPW Ha aTaKa, c/lel, KOeTo Ce M3BbPLLUBAT TECTOBE 33 YCTaHOBABAHE Ha NOTEHLMAIHN YA3BUMOCTH
M Bb3MOXKHOCTM 3@ TAXHATa eKcnaoaTauma. [lonydyeHUTe pesyaTaTu €a  LOKYMEHTUMPAHU U
aHA/IM3MpPaHM, KaTo 3a BCEKM MPOBEAEH TECT 338 NPOHMKBAHE Ca HAaMPaBEHW CbOTBETHUTE M3BOAM U
OLLEHKM.

[7.16] Nikolov, Lyuben, and Adelina Aleksieva-Petrova. "Framework for Integrating Threat Modeling
into a DevOps Pipeline for Enhanced Software Development." 2024 International Conference on
Software, Telecommunications and Computer Networks (SoftCOM). |EEE, 2024.

Pe3tome. B ycnoBuATa Ha HenpeKbcHaTa MHTerpaumna n HenpexkbcHaTo BHeapasaHe (Cl/CD) 3awurtara
Ha COTYEPHUTE CUCTEMM € OT CbLLECTBEHO 3HAYEHMeE. VIHTerpMpaHeTo Ha MogeMpPaHeTo Ha 3aniaxu
(threat modeling) 8 DevOps npoueca rapaHTUpa, Ye acnekTUTe Ha CUIypPHOCTTa ca HepasgeiHa YyacT oT
KM3HEHMA UMKbA Ha pa3paboTKa Ha codTyep, KaTo N0 TO3N HAYMH Ce NpeaoTBpPaTABa BHeAPABAHETO
Ha yA3BMMOCTM B MPOAYKUMOHHA cpeaa. HactoawoTo mM3cinenBaHe npeacraBa noapobHa pamKa 3a
MHTErpupaHe Ha MoZesiMpaHeTo Ha 3ansaxu B DevOps npouec, 6asnpaH Ha Jenkins. MNpepnoxeHaTa
pamMKa BK/IlOYBA CbXpaHsBaHe Ha pe3yaTaTuTe OT MOAEeNMPaHEeTO Ha 3ansaxu B 6asa AaHHU U
M3MN03BAaHETO HA Tasn MHbOPMAUMA 33 U3BBPLUBAHE HAa AaBTOMATU3MPaAHW MPOBEPKM 33 CUTYPHOCT.
NaeHTMdMLUMpaHm ca TpM OCHOBHU NPeAN3BMKATENCTBA, CBbP3aHN C UHTErPUPAHETO Ha MeXaHU3MUTe
3a curypHoct B DevOps npoLeca, KOUTO Ca aHaNM3MpPaHM U 06CbAEHM B KOHTEKCTa Ha Npea/ioxKeHaTa
pamka.

[F7.17] Nikolov, L.A., Aleksieva-Petrova, A.P. Action Research on the DevSecOps Pipeline, (2023) 2023
11th International Scientific Conference on Computer Science, COMSCI 2023 — Proceedings

Pe3stome. B Tasu cTaTma HuWe u3cneaBame Bpb3KaTa MeXKAy aBTOMATU3AUMATA M YOBELUKUA OMWUT,
noayepTaBaliku Kak metogonormmute Ha DevSecOps ynecHABAT PaHHOTO OTKPUBAHE M CMEKYaBaHe Ha
YA3BMMOCTUTE, KaTo N0 TO3M HauMH YKPENBaT LLAJOCTHATA MO3ULLMA HA CUTYPHOCTTa Ha codTyepa. Ypes
n3cnefBaHe Ha KyaTypHUTe NpoMeHn, Heobxoanmu 3a npuemaHeTo Ha DevSecOps B opraHusaumuTe,
HWEe XBbp/AsAME CBET/IMHA BbPXy CbBMECTHOTO W bBKABO MUC/IEHe, HeobXoAMMO 3a yCnewHo
BHeapaBaHe. OCBEH TOBa, TO3N AOKYMEHT M3CHSABA Hanpeabka B MHCTPYMEHTUTE U TEXHOIOTUNTE,
KOWUTO Ca yCKOpWaM npuemaHeTo Ha DevSecOps, BKAHOUYUTENHO KOHTEMHEepM3auma, opKecTpauus u
06/1a4HN apXMTEKTYpU. Hue CblLo TaKa uscnenBame Npeams3BUMKaTeNcTBaTa M OrpaHUYeHusaTa, npes
KOUTO Ca W3NpaBeHW NpPaKTUUMTE, KOoraTo Bb3npuemat NpakTMKuTe Ha DevSecOps, BK/OYBaLLM
MOZeNMpaHe Ha 3aniaxu, NPaKTUKM 33 3alMTEHO KogMpaHe WM CbOTBETCTBME C HOPMATUBHUTE
M3nNCcKBaHMA. [lOKyMeHTbT ycTaHoBABa DevSecOps KaTo AMHaMMYHa WM pasBMBallA ce AWUCLMUIMIMHA B
npeceyHata ToyKa Ha paspaboTkaTa, CUIypHOCTTa M onepauunte, opopmsaliKkM 6baeleTo Ha
codTyepHaTa CUIypHOCT Ypes Bb3NpMemaHe Ha CUHepPrMsa U YCTOMYMBOCT.

[F7.18] Aleksieva-Petrova, Adelina, and Milen Petrov. "Empirical Study on Secure Software
Development." 2023 10th International Conference on Dependable Systems and Their Applications
(DSA). IEEE, 2023.

Pe3tome. MHTerpnpaHeTo Ha CUrypHOCTTa B MNpoueca Ha pa3paboTBaHe Ha copTyep Ypes KU3HEHMUSA
UMKbBA Ha paspaboTeaHe Ha codpTyep 3a curypHocT (SSDLC) BKAtOYBA HEMPEKbCHATH YCUAMA OT CTpaHa
Ha XxopaTa W MNPaKTUKM, KOWUTO rapaHTMpPaAT MOBEPUTENHOCTTA, LENOCTTa W HaAMYHOCTTa Ha
NPUNOMKEHUATA. 33 KPUTUYHW NPUNOKEHNUA UAW TaKMBA, KOUTO BOPABAT C YyBCTBUTEHA MHOOPMALMA,
MEpPKUTE 3a cUrypHocT Tpsabea Aa 6bAaT 06MUCAEHO NAAHUPAHU U LWATENHO YNPaBAABaHM Ha BCEKM
€Tan OT KM3HEHMA LMKbA Ha pa3paboTKaTta Ha copTyep, 3a A4a Ce NOCTUrHe MaKcMMasHa epeKTUBHOCT.
LlenTta Ha cTaTuATa e A4a ce NpoyYu NpPMAAraHeTo Ha TO3M NOAX04 U AOKOKO TOM € epeKTUBEH, KaTo ce
pasrnefart NPoeKTUTE Ha CTYAEHTUTE U Cce ONpeaenaT BUAOBETE 3aniaxm 1 ya3BUMOCTU, KOUTO Te ca
OTKPUAWN U OTCTPAHUAW B CBOMTE CUCTEMM 3a KYPCOBWM MPOEKTU Mo codTyep. MOTBbpAUXME TO3M
NnoaxoZ, KaTo aHanMsMpaxme pesynTaTuTe, KOUTO CTYAEHTUTE, KoUTo ce obyyaBaT 3a copTyepHu
WHXKEeHepHU, Noslyuymxa cnes npuaaraHeTo my nNpu NPoOeKTUPAHETO Ha CBOUTE CODTYEPHM NPOEKTH.
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[F7.19] Hristov, G., Aleksieva-Petrova, A., Stankov, |. CyberAttacks and Artificial Intelligence: A
Systematic Mapping, (2023) 2023 11th International Scientific Conference on Computer Science,
COMSCI 2023 - Proceedings

Pestome. C Bce NO-LUMPOKOTO BHEAPABAHE HA U3KYCTBEH UHTE/IEKT B MPOAYKTU, KOUTO Ce M3M0/3BaT B
e)XeZlHeBMETO, Bb3HMKBA 3aM/1axaTa OT M3M03BaHe Ha YA3BMMOCTU B TAX, KOETO MOKe Aa goBeje A0,
NOHAKOra, TPalHW LWeTN 3a cMcTemaTta U noTpebutena. B Tasu cTaTUA ce pasriexaaT Bb3MOXKHUTE
BPb3KM, 3aMaaxu M peannsalmm 3a U3KYCTBEHUA UHTENEKT B KnbepcurypHoctTa. Ta npencrasnssa
MTepaTypeH npernen Ha CbBPEMEHHUTE TeHAEHUMW Ha NPWIOXKEeHuATa W npobremuTe Ha
M3KYCTBEHMA MHTEJIEKT B 06/1aCTTa Ha KMbepcurypHocTTa 3a odaH3mBHa 1 gedaH3mnBHa ynoTpeba, KaTo
ce 06pblla BHUMAHME Ha TEXHO/IOTMUYHATA, KAKTO U Ha eTMYHaTa NnepcnexkTuaa.

[F7.20] Petrov, Milen, Alexander Zarkov, and Adelina Aleksieva-Petrova. "Automated Building of an
Environment for Secure Software Development in Web Technologies Courses." International
Conference on Interactive Collaborative Learning. Cham: Springer International Publishing, 2022.

Pe3stome. Tasu cTaTva M3C/ieABa aBTOMATU3MPAHOTO M3rpaxgaHe Ha BepuduLMpaHu codTyepHU
cpeau, KoMTo MoraT fia ce M3MO0A3BaT B YHUBEPCUTETCKM KypcoBe. Npes nocnefHUTe HAKOKO roANHM
CTaHa ACHO, Ye W3MO/N3BAHETO Ha OH/AWH Ccpeau, BUAEO CPeLLM, BUPTYaJHW JIEKLMMU, OHIAMNH
npernogasaHe U yyeHe He e BbMpocC Ha u3bop. MaHaemMnaTa OT KOPOHABUPYC NPUHYAN BCUYKM YACTM
Ha obpa3oBaTe/IHUTE CUCTEMM U O0PU HA KMBOTA A MPEMUHAT KbM OH/aWH. 3agbnboyaBaHeTo Ha
HayyHuTe M3cneaBaHMA M paspaboTKkuTe B 0b6acTTa Ha aBTOMATU3aUMATA Ha codTyepa MOXKe Aa
foBefe [0 M3MNO0A3BAaHETO Ha Pas/IMYHM HAauYMHU, KOUTO A3 NO3BOJIAT Ha CTyAeHTUTe U obyyaemute B
YHUBEPCUTETUTE Aa ce "AOoKOoCHAT" [0 peanHuTe npobaemun npu paspabortsaHeTo Ha codTyep. Hue
pa3paboTnxme TaKbB NOAXOA, KaTo ONpese/iMxme CTbMKUTE, pa3paboTUXMe U OLLeHUXME KOHKPETHW
npoLecy Ha aBTOMaTM3aLMA Ha M3rparkK4aHeTo Ha cpeja 3a curypHa paspaboTka Ha codTyep.
JdedvHupaxme KakTo PYHKUMOHANHUTE, TaKa U HEePYHKLMOHAHUTE U3NCKBAaHUA KbM TaKaBa CUCTEMA,
KaTo bsixa onpeseneHun 1 pa3paboTeHu ceaBaLLmMTe OCHOBHM CTHIKM B pa3paboTKaTa, KaTo HAaCcTpoiMKa
Ha BWpTyanu3auusaTa, AedUHUpPaHe M Cb3faBaHe Ha BUPTyasHa cpena (BUMPTYanHW MaLWWHK),
KOHUrypupaHe Ha 6asa fAaHHW M ynpaB/ieHWe Ha noTpebuTenckute HacTpolKku. OueHKata e
M3BbpLIEHa B CbLOTBETCTBME CbC cneumduKaTta, onpegeneHa B Kypca no Web TexHonorum, Ho
pesynTatuTe M W3MNOJI3BaHETO MM He ce OrpaHM4yaBaT CcamMo A0 TO3M Kypc. B 3akntouyeHue ca
NnpeAcTaBeHn pesynTaTuTe OT OLEHKaTa, M3BbpLUEHA B N1abopaTopHM YyCIoBUA, U ca AedUHUpPaHU
NoAXOAAWM CUEHAPUM, NPUNOKEHUA M BbaeLa paboTa.

[F7.21] Ivaylo Chenchev, Adelina Aleksieva-Petrova, Milen Petrov, "Authentication Mechanisms and
Classification: A Literature Survey", Intelligent Computing Part of the Lecture Notes in Networks and
Systems book series, vol:Lecture Notes in Networks and Systems , issue:285, editor/s:Kohei Arai,
Publisher:Springer, 2021, pages:1051-1070, ISSN (online):978-3-030-80129-8, ISBN:978-3-030-80128-
1, doi:10.1007/978-3-030-80129-8_69.

Pe3stome. CurypHocTTa TpsabBa ga ce pasr/iexaa OT MOMEHTa, B KOWTO fABa XocCTa Tpabea Aa
KOMYHMKMpPAT NOMENXKAY CU, MPe3 MOMEHTA Ha MOTBbprKAaBaHe Ha aBTEHTUYHOCTTA A0 CUTYPHOTO
ycTaHoBaABaHe. TA e CblWeCcTBEH KOMMNOHEHT Ha BCAKO YA0OCTOBEPABAaHE Ha aBTEHTUYHOCTTA. B o6wmn
C/ly4yait XOCTOBETE KOMYHMKMPAT NO Pas/IMYHM KOMYHMKALMOHHM KaHaiu, KOUTo moraT Aa 6baar B
YacTHU MAM B NYB6AMYHU MpPeXU. MeToamuTe M CNOMKHOCTTa Ha YAOCTOBEPABAHETO BapupaT B
3aBMCMMOCT OT CTPaHUTe, yyacTBallM B KOMYHMKauuaTa. B HacToswaTta cTatma pasrnexgame
pasnuMyHMTE MeToAM 33 YA0CTOBEPABAaHE, OCHOBAHW HAa KOHKPETHW KPUTEPWUM, KaTo Hanpumep
Bb3MOXKHOCT 33 3aMOMHAHE Ha MapoaW; PasiMYyHM rpaduUyHM HauMHM; OCOBEHOCTM Ha TANOTO
(npbcToBM OTNEYaTLLM, ANLE); KOMBUHMPAHE Ha Pa3ANYHKN TEXHUKK (cepTudukaTh, MNUH, undposun
noAnucy, eAHOKPaTHU Naponw, xell-sepuru, 6nokyeitH); QR Kogose (CbLuo 1 € yqacTneTo Ha gobaseHa
peanHocT) 3a NpegaBaHe Ha AbArK Napoau u ap. Llenta HY e Aa HanpaBMM Bb3MOXKHO Hali-nogpobeH
nperneg Ha AuTepatyparta v Aa Knacudumumpame HayMHUTE 3a YA0CTOBEpABaHE.
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[F7.22] Aleksieva-Petrova, Adelina, Ivaylo Chenchev, and Milen Petrov. "Three-Layer Model for Learner
Data Anonymization." INTED2020 Proceedings. IATED, 2020.

Pe3stome. CctemuTe 3a ynpaB/ieHMe Ha obydyeHuneTo (Learning Management Systems — LMS) cbbupat
1 06paboTBaT IMYHM AAHHM 33 PA3IUYHN AEMHOCTM M Nnopaau ToBa TpabBa Aa 6baaT cbobpaseHu c
M3nCKBaHMATa Ha ObLMA pernameHT OTHOCHO 3aliuTaTa Ha gaHHuTe (GDPR). CbbupaHeTo Ha AaHHM 3a
LennTe Ha aHaIM3MPaHETO U U3rOTBAHETO Ha OTYETM NPeACcTaBaABa cneudUYHO NPean3BMKaTENCTBO.
OT egHa cTpaHa, aHa/AM3bT U CTaTUCTMYeCcKaTa ob6paboTka M3UCKBAT A0CTbN A0 rosemu obemu
nHpopmauma, a oT gpyra — opraHmsaummute B EBponemnckma cbios, KOMTO 06paboTBaT IMYHKN AaHHM, ca
3a4b/XKEeHM ga cnassaT usnckBaHmata Ha GDPR. Mopagn ToBa MbpBUYHUTE IMYHM SAHHM HE moraT 4a
6baaT M3MN0A3BaHM AMPEKTHO 3@ aHA/M3, OTYETHOCT U CTAaTUCTMYECKM UenuM uam morat ga 6vaat
M3MN013BaHN CAaMO B OrpaHUYeHa cTeneH. B ctaTuATa ce npegnara metos 3a cbbupaHe, CbXpaHaBaHe U
nogabpiKaHe Ha JIM4HA MHPOPMaLMA, NpeAHA3HaAYeHa 3a aHaAM3 U oTyeTHocT. OCHOBHaTa Len e
npeaCcTaBAHETO HA NPeA/IOKEHMA aHOHMMU3MPAH MOAE 33 3aLLMTA Ha IMYHUTE JAaHHU B CUCTEMMU 33
ynpasneHve Ha obyyeHuneto (LMS Anonymized Privacy Model — APM). MogaenbT e HesaBucum OT
KOHKpeTHa LMS nnatdopma 1 BKAOYBA TP OCHOBHU CNOA: C/IOM 3a CbOTBETCTBME CbC 3aluMTaTa Ha
NmyHuTe gaHHu (Privacy Compliance Layer), cnoit 3a aHoOHMMU3aLMA Ha gaHHMTe (Data Anonymization
Layer) u cnoit 3a aHanu3 u ot4yeTHocT (Analysis & Reporting Layer). B cTatuaTa e npeacraBeHa
noapobHO CTPYKTypaTa U PYHKLMOHANHOCTTA Ha BCEKWU OT Te3u C/I0eBe, KaKTO M TAXHATa pons 3a
ocurypsiBaHe Ha CbOTBETCTBME C HOPMATUBHUTE M3UCKBAHMA Mpu obpaboTKaTa Ha AaHHKM 3a
AHAIMTUYHK Lenu.

[F7.23] Aleksieva-Petrova, A., I. Chenchev, and M. Petrov. "LMS data collection, processing and
compliance with EU GDPR." EDULEARN19 Proceedings. IATED, 2019.

Pestome. B Hawu AHW y4yebHMAT npouec ce nogrnomara OT pPasHOOOPasHU MHCTPYMEHTU Ha
MHPOPMALMOHHUTE U KOMYHUKAUMOHHUTE TexHonornn (UKT), KouTo ocurypsasaT No-roBKaBu MeToam
3a NpeAocTaBsAHe Ha y4ebHO CbAbprKAHUE U OLLeHABAHE HA CTyAeHTUTe. CucTemMUTe 3a yrnpaBieHUe Ha
obyyeHueto (Learning Management Systems — LMS) ce n3nonssaT 3a MHTErpMpaHe Ha WKUPOK Habop
OT NefarorMyeckn MHCTPYMEHTU U CPeACTBa 33 aAMUHUCTPUPaHe Ha y4ebHua npouec. Hal-wmpoko
usnonseaHata LMS nnatdpopma e Moodle. HeliHaTa WHTerpaums C pPasivyHU AONbAHUTENHU
WHCTPYMEHTU nognomara n nogobpsasa obyuntenHma npouec. OCHOBEH KOMMOHEHT Ha CMCTEMATa e
KYpCbT, KOMTO MOXKe ga 6bae opraHuMsuMpaH B pasnnyHM GOpmMaTh M Aa BKAHOYBA Pa3sHOOOpPa3HM
AeiHocTn u pecypcu. CTyoeHTUTE ce 3anucBaT B KOHKPETHM KypcoBe, a C/ef, YCMEeWwHOTO UM
3aBbplIBaHe MoraT a3 6baaT npuaaraHn PasiMYyHM METOAM 33 OLEeHsBaHe, NPeAOCTaBALLM LWMPOKK
Bb3MOXHOCTU 3a aHa/iM3 M npocnegABaHe Ha pesyntatute. EAHO OT npeawsBuKaTencresaTa e
npunaraHeTo Ha MeToAun 3a ydebHa aHanuTKKa (learning analytics), Konto ga nognomaraT B3eMaHeTo
Ha pewweHna U N3BEXOAHETO HA 3aK/IOYEHMA KAaKTO OTHOCHO CbAbPXKAaHWETO HA KypcoBeTe, Taka U
OTHOCHO pe3ynTaTUTe M MOTMBALMATA Ha CTyAeHTMTe. 3a Tasu Len ce cbbupaT, CbXpaHABAT U
06paboTeBat AMYHM faHHKU. OCHOBHATA Len Ha CTaTuATa € Aa HanpaBu npernes Ha U3NCKBAHMATA Ha
Obwua pernameHT OTHOCHO 3aluMTaTa Ha gaHHuUTe (GDPR) M TAXHOTO Npuno)KeHue B peanHa LMS
cuctema — Moodle. CbuiectByBaT pasnnyHM paswmpenuna (plug-ins) 3a ynpasneHne u obpaboTtka Ha
JNIMYHWU JaHHW B pamKuTe Ha Moodle. U3cnenBaHeTo e GOKyCMpPaHO BbPXY peasiHa MHCTafaumMs Ha
Moodle 1 Bbpxy Bb3MOXKHMUTE MECTA 3a CbXPaHEeHWe Ha IMYHa MHPOPMALMA U3BBH cCaMaTa cuctema. B
neTa rnaea e npeAcTaBeH NoAXoAbT Ha aBTOpUTe 3a 06paboTKa Ha AaHHM Ypes ABa OCHOBHM Npoueca
— aHOHMMW3UPAHE Ha AAHHWUTE M CNoAeNAHEe Ha AaHHM C BbHLWHM CUCTEMM, KaTo ce rapaHTmpa
CbOTBETCTBME C U3UCKBAHMATA 32 3alMTa HA IMYHUTE JAHHMU.
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lll. Nly6anKkauum B HepedepupaHu CNUCAHMA C HAYYHO peLeH3npaHe

3.1. Xapakmepucmuka Ha nyb6aukayuume 6 HepepepupaHu HAy4YHU U30AHUA € HAY4YHO
peyeH3upaHe

BkioueHnTe B Tasu rpyna HayyHu nybamKkaumm morat ga 6baat 060cobeHn B HAKOJIKO OCHOBHU
TeMaTUYHW Hanpas/ieHusA: obpa3oBaTe/IHM TEXHONIOTMM U CUCTEMU 3a YNpaBieHMe Ha obydyeHueTo,
CEMAHTUYHN TexHo/lIorTMn U WUHTENUreHTHO TbpCeHe, WHTerpauua W ynpasaeHne Ha AdaHHWU,
KNOEepcurypHocT 1 O/IOKYENH TEXHOJIOTMKM, pPasfno3HaBaHE Ha eMOUUU, KAaKTO U UHTENIUTEeHTHU
codpTyepHU cUCTEMM M aBTOMATU3aLMA Ha obpa3oBaTeiHaTa MHOPACTPYKTypa. KpaTKa XxapaKkTepucTmka
Ha Ny6/MKaLuMuTe No Te3N HanpaB/eHUs e NpeacTaBeHa Nno-40y.

O6pasosamenHu mexHos02UU U CUCMeEMU 30 yrpassaeHue Ha 0byvyeHuemo

CbuiectBeHa 4acT OT nyb/MKauuuTe ca MOCBETEHM Ha MPUIOKEHWETO Ha MHGOOPMALMOHHUTE U
KOMYHWKaUMOHHUTE TEXHONOMMWN B 06pa30BaHMETO U MNO-CMeLMasHO Ha CUCTEMUTE 3a yNpaBaeHUe Ha
obyyeHuneto. B nybamkauma [8.1] e npeacTaBeHO M3N0OA3BAHETO Ha cneuuMannsmpaHa LMS cuctema,
6asunpaHa Ha Moodle, 3a obyyeHne no gucuunamHata ,LMdpoBa enekTpoHWKa” B cneumanHoct
,KomnioTbpHO WHXKeHepcTBO”. WU3cneasaHeto B [[8.4] npeanara eKkcnepMMeHTasHa pamMKa 3a
oLUeHsABaHe Ha Bb3aelcTBueTo Ha WMKT Bbpxy ydyebHMA npouec 4Ypes aHaAM3 Ha CTeneHTa Ha
n3non3BaHe U epeKTMBHOCT Ha pa3INYHM TeEXHONOrMK B 0bpasoBaTenHa cpeda. B [[8.9] e paspaboTeHa
MEeTOA,0/10T1A 332 NPOeKTUPaHe Ha y4ebHO cbabprKaHue No codpTyepHa CUTYPHOCT, MHTerpupatla g4obpu
NPaKTUKU 32 CUFYPHOCT BbB BCMYKM €Tanu OT KM3HEHUA LMKbA Ha pa3paboTkaTta Ha codpTyep. B
ny6amnkauma [[8.19] e npegnoskeH MoAen 3a aBToOMaTU3NPaHe Ha YHUBEPCUTETCKaTa MHOPaACTPYKTypa
3a 0by4yeHMe Ypes N3non3BaHe Ha TEXHO/IOTUM 33 BUPTYan3aumsa U aBTOMaTM3MpPaHO yrnpaBieHue Ha
yuyebHaTa cpega.

CeMaHMUYHU mexHoaA02UU U UHMEAU2eHMHO muvpceHe

BTopa rpyna ny6avKaumm pasrnexaat NnpuioKeHUATa Ha CEMaHTUYHUTE TEXHOI0TMM, OHTONOTUUTE U
WHTENIMreHTHOTO TbpceHe. B [8.2] e npeanoXKeH OHTONOMMYEH MOAEN 33 NPENopbYBaHE Ha Pecypcu
ypes MHTerpupaHe Ha MHGOPMALMA OT COLLMANHU MPEXKMN U CUCTEMM 33 YNpaB/ieHNe Ha 0byyeHneTo.
PaswupeHue Ha Te3n mnaeun e npeacraseHo B [[8.3], KbaeTo e paspaboTeHa codTyepHa pamka 3a
CEMAHTMYHO TbpCEHE M MpPenopbyBaHe Ha y4ebHW pecypcy Ypes aHa/in3 Ha KOHLENnTyasIHOTO U
CEMaHTMYHO CXOACTBO MeXKAY AOKYMeHTU. NMybankauma [[8.10] npeacTaBs meToq, 33 OTKPUBAHE Ha
CEMaHTMYHM yeb ycyru upes U3nosi3BaHe Ha aAropuMTbma Ha [lelKcTpa BbpXy CEMaHTUYHW ONUCaHMA
Ha YCAyru, KaTo AeMOHCTPUPA Bb3MOXKHOCTUTE 32 MHTE/IMTEHTHO TbpceHe B cpega Ha CemaHTUMYHMSA
yeb.

WHmezpayusa u ynpasaeHue Ha OaHHU

My6nmkaummte [[8.5] n [[8.6] ca HacoyeHN KbM NpobAEMUTE Ha MHTErpaumsTa M ynpaBAeHNETO Ha
AaHHM B CNOXHWU MHOPMaLMOHHM cpeaun. B [[8.5] e npeanoxkeHa apxnTeKkTypa 3a UHTErpupaHe Ha
AaHHM OT pasnuYHyn o6pas3oBaTeNHU CUCTEMMU U UHCTPYMEHTHU C LieN OcurypsaBaHe Ha eauHeH A0CTbn
[0 NHPopmauma 1 noaobpasBaHe Ha NpoLecuTe Mo ynpasaeHue Ha obyyeHuneto. B [8.6] e paspaboTeH
MoAden 3a umdposa TpaHchOpMaUMA M LEHTpanM3auMa Ha AaHHM, KOMTO noAanomara aHanausa,
KopenaumaTa 1 B3eMaHeTo Ha pelleHMA Ypes U3non3saHe Ha o0bWwo XxpaHuauie Ha MHGOPMaLUOHHHN

pecypcu.

KubepcuaypHocm u 6a0K4eliH mexHosn02uu

Opyra rpyna nyb6amkaumMm e cBbp3aHa CbC CUFYPHOCTTa Ha AeLeHTpanu3upaHuTe cucTemMn U
NPUNOXKEHUETO Ha 6/10KYeiH TexHonoruute. Nybankaumnte [8.16] u [[8.17] npeacraBAT 0630p Ha
apXUTEKTypaTa, XapaKTepUCTUKUTE U MNPUIOXKEHUATa Ha O/0KYENH TexXHONOrMuUTe, KakTo M
noTeHUManHUTe HanpasaeHMa 3a bbaewm nscneasaxHua. B [8.7] u [8.8] e npeasoxeH MHOBaTUBEH
noaxo, 3a NoBMLLABaHE CUFYPHOCTTa Ha P2P KOMyHMKauMUTe ypes cbxpaHaBaHe Ha SSH ny6anuHn
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KNtoyoBe B OJ/IOKYENH WMHOPACTPYKTYPA, KOETO OCUrypaBa MO-BMCOKA CTEMEH Ha HaAeKAHOCT U
A0BEPUE MEKAY YYaCTHUUUTE B AELEeHTPAIM3NPAHU MPEKM.

Pa3no3sHasaHe Ha emoyuu

MNybnnkaumnte [8.12], [8.13], [8.14] u [[8.15] ca nocBeTeHM Ha obsacTTa Ha adpeKTUBHUTE
n3ynmcneHmna “u aBTOMaATUYHOTO pPaA3NO3HaBaHe Ha 4YOBeWKU emMmOouunwn. B T1aAx ca dHan3nNpPaHn
CbBPEMEHHMTE NoAX0oAM 3a Pa3no3HaBaHe Ha eMoLMK Ypes3 n3obparkeHusa U BUAEeo, NPeasIosKeHn ca
areHTHo-6a3npaHn mogenun 3a obpaboTka Ha MyNTUMOAANIHM AAHHU U e pa3paboTeHa MHOroCc/IoMHa
APXUTEKTypa 3a WHTEUIEeHTHO YynpaB/JeHWe Ha MpoLecuTe Mo pasno3HaBaHe Ha emMoLuu.
MN3cneaBaHUATa AEMOHCTPUPAT NPUNONKEHUETO HA METOAN OT KOMMIOTbPHOTO 3PEHUE N U3KYCTBEHUSA
WHTENEKT 3a Nogob6psBaHe Ha B3aMMOAENCTBMETO YHOBEK—MaLLMHa.

UHmenuzeHmMHuU copmyepHu cucmemu U aa120pUMMUYHU MPUAOHEHUS

MocnegHuTe nNybAMKAUMKM pasrnexnat CbBPEeMEHHW MNoAXo4M 33 U3rpaKaaHe Ha WHTE/IUTEeHTHU
copTyepHU peweHus. B [8.18] e npeasorkeHa METOL0NOMNA N CUCTEMHA APXUTEKTYPA 3@ OTKPMBAHE
Ha aHOMa MK B coGTyepHU NPOAYKTU Ype3 U3MO0A3BaHE HA TEXHUKM 33 MALLMHHO 0byYyeHUe, HaCoYEeHH!
KbM MOBMLUABAaHE HA a4aNTUBHOCTTA M TOYHOCTTA Ha cMcTeMMTe 3a HabatogeHue. Mybankauma [18.11]
npeacTaBa aHaM3 U CpaBHEHWE Ha aaroputmuTe Ha [eiikctpa n Floyd—Warshall 3a ontumunsaums m
ynpasieHWe Ha TPAHCMOPTHM MOTOUM B TFOJEMW TPaLoBe, KaTo [AEMOHCTPUpPA MpPaKTUYECcKo
NPUNOXKEHUE Ha aNTOPUTMUTE 33 HAMMPAHE HA HaW-KPaTKM NbTULWA B UHTEAUFEHTHWU TPAHCMNOPTHM
cUCTEMM.

3.2. Pe3tomema Ha nyb6aukayuume 8 HepedepupaHu Hay4yHU U30aHUSA C HAQY4YHO peyeH3upaHe

[r8.1] Adelina, Aleksieva-Petrova, and Mollov Valentin. "Application of LMS for teaching digital
electronics in Computer engineering." Hay4yHu TpyaoBe Ha Cbto3a Ha yyeHuTe—Tnosams. Cepus b:
EcTecTBeHU M XyMmaHUTapHM Hayku 18 (2018): 108-111.

Pe3stome. CTaTusaTa NpeAcTaBa Bb3MOXKHOCTUTE Ha CNELMANHO afanTUpaHa cMcTemMa 3a ynpasiaeHue Ha
oby4yeHuneTo, 6asnpaHa Ha Moodle, KoATo e cb3gafeHa 3a HYKAUTE Ha CTyaeHTUTe oT PakynTeta no
KOMMIOTBbPHM cuctemn n TexHonormn (OKCT) B TY-Codusa, Bbarapusa. CneunanHo BHMMaHUE e
oTAeNeHo Ha NPUNOXKEHUETO Ha Tasn LMS B obyyeHumeTo no gucumnamHata "Uudposa enekTpoHmka"
3a CTyAeHTM OT 6aKaaBbpCKa cTeneH Ha cneuyanHocT "KoMmnioTbpHO NHXKEHEPCTBO".

[r8.2] Aleksieva-Petrova, Adelina, Plamen Tenev. "Examining Resource Sharing in Social Networks and
Learning Management Systems." Journal “Computer and Communications Engineering”, Vol. 11, No.
2,2017, ISSN 1314-2291.

Pestome: ToBa m3cneaBaHe npeacTaBs naaTdopma, KOATO M3N0/3Ba MHPPOMaLMSA OT coumanHu
mpen (SNS) n cuctemn 3a ynpasneHue Ha obyyeHuneto (LMS). Nnatdopmata npeanara pecypcu Ha
cBOWTE MNOTPEebUTENM Bb3 OCHOBA Ha TEXHWUTE MHTEpPecU M OTHOWeEeHMA. 3a Aa npenocTaBu Tesu
NPenopbkM, € NpPeanosKeH Mogen, KOWTO NpeaocTaBa eNemMeHTM Ha CbAbPMKaHWETOo upes
M3MON3BAHETO Ha OHTONOTMYEH Mogen. Tosu moaen e AOMbAHUTENHO NoAo6peH CbC CeMaHTUYHU
TEXHMKM 33 XapaKTepusMpaHe M BPb3KM MeXay NoTpebutesnckn npoduan, pecypcu u coumanHu
mpexu. Ha 6a3ata To3m moaen ce onpeaenart NPenopbKy, KOMTO Ce OCHOBABAT Ha AaHHU OT CoLManHu
MPEXW, N MOXKe fa ce M3Moa3Ba OT NPENnopbKM 3a PasANYHU MPOAYKTU, KOUTO Ce CbXpaHABaT B
MpeKaTa 1 ¢ Nogo6HM XapaKTePUCTUKM NOMENKAY CH.

[r8.3] Aleksieva-Petrova, Adelina, Plamen Tenev. "Software Framework for Semantic Searching and
Recommendations of Resources." Journal “Computer and Communications Engineering”, Vol. 12, No.
1, 2018, ISSN 1314-2291.

Pestome. CuctemuTe 3a ynpasneHue Ha obydyeHuneTo (LMS) 1 caliToBeTe Ha COLMANHUTE MPEXKU ca ABe
pasNnYHM KaTeropmm nnaTGopMm, KOMTO AHEC Ce M3MO/I3BAT MHOIO LMPOKO 33 06pasoBaTeNHN LEenn.
OcHoBHaTa UeAn Ha cTaTuATa e Aa Npeasioxkun codTyepHa pamka 3a NPEenopbKKM 3a y4ebHU pecypcu.

21



PE3IOME HA HAYYHUTE TPYJOBE AoU. A-P ADENTNHA ANIEKCUEBA-NETPOBA

ba3upa ce Ha MeToAM 3a CEMAHTUYHO M KOHLLENTYa/HO TbPCEHE B AOKYMEHTU U 33 U3YMCNABAHE HA
CEMAHTUYHOTO CXOACTBO MEXKAY A,Ba AOKYMEHTA.

[r8.4] Aleksieva-Petrova, Adelina, Amoussou Dorothee, and Milen Petrov. "Experimental framework
for evaluation of ICT impact on the learning process." International Journal of Education and Learning
Systems 4 (2019).

Pe3stome. CBeTbT AHEC € B CbBCEM HOBO M3MepeHMe, CbCTOALLO Ce OT HOBU NMOHATUA U TEPMUHU KaTo
COLUMaNHNU MPEXKN, OHNAH obLHOCTK, 6aoroBe U MUKPOBIOroBe, MMENNN, ANCKYCUOHHN dOopymM,
€NEeKTPOHHN KHUTU U T.H. BCUUYKM Te3M MHCTPYMEHTM TpsibBa Aa 6baaT aganTMpaHu U Kbm yyebHus
npouec. OCHOBHaTa Uen Ha CTaTuATa € Aa NpeasioKM eKCrnepumeHTasiHa pamKa 3a OLeHKa Ha
Bb3aencTeneto Ha UKT Bbpxy yuebHus npouec. NpeasnaeHun ca ABe He3aBUCMMM M3CNe[BaHMA 33
onpegensiHe Ha cTeneHTa Ha WMHTerpuvpaHe Ha MKT B y4yebHMA npouec: oueHKa Ha CTeneHTa Ha
nosHaBaHe u n3nonssaHe Ha VKT oT pasnMyHK Lenesu rpynm B y4ebHMA npoLec npegm MHTerpupaHeTo
Ha UKT B yuebHKMA npoLec 1 oLeHKa Ha cTeneHTa Ha Bb3gelcTeme Ha UKT B yuebHMA npouec cres,
VMHTErpUpaHeTo um.

[r8.5] Aleksieva-Petrova, A., M. Petrov, N. Bozhkov, V. Bozhinov, Data Integration from Different
Learning Systems, Journal “Computer and Communications Engineering”, Vol. 15, No. 2, 2021, ISSN
1314-2291

Pe3tome. 113n0/13BaHETO Ha CUCTEMM 3a yNpaBaeHMe Ha 0by4YeHNeTo CTaBa BCe NO-PasnpoCTPaHeHo B
0bpasoBaTeNHUTE UHCTUTYUMKU. CUCTemuTe npeanaraT Bb3MOMKHOCTM 3a ynpas/eHue Ha Kypcose,
CTYAEHTU M MpenojasaTesnv, 3a NPOBEXKAAHE Ha M3NUTU U 3a OLEHABAHE M Mpernes Ha MpPoeKTy,
KauyeHu B cucTemaTta. OCHOBHaATa L& Ha Ta3uM CTaTUA e Aa ce NPoyYaT M3UCKBaHMUATa Ha NoTpebuTennTe
M fa ce Npeasioxkun CUCTEMHA apXMTEKTYPA, KOATO MOXKeE @ MHTErpMpa SaHHU OT PasIMYHU CUCTEMU U
WHCTPYMEHTW B 06pa3oBaHMETO. BannamnpaHeTo Ha NpeasioxKeHaTa apxXMTeKTypa e Ypes BHeApsABaHe
Ha NPOTOTMN M TeCTBaHe Ha HeroBaTa GpYHKLMOHAHOCT.

[F8.6] Manov, D., A. Aleksieva-Petrova, Management Through Digital Transformation to the
Centralized Database, Journal “Computer and Communications Engineering”, Vol. 15, No. 2, 2021, ISSN
1314-2291

Pe3tome. B gHelwWwHO Bpeme NoBeyeTo MHPOPMaLMOHHM cUCTEMM B 06N1aCTU KAaTo 34paBE0ONa3BaAHETO U
06pa3oBaHMETO He ca noc/iefoBaTe/lHU U TPYAHO OTroBapAT Ha MPOMEHALWMUTE Ce WM3UCKBAHWUA,
NoCTaBeHM Npeg, TAX OT HOPMATUBHU UM MPUPOLHN NPoMeHU. TpaHchopmaumsaTa Ha Mogena Kbm
uMppoBa LEHTPANM3aUMA Ha AaHHUTE e ecTecTBeH aKTMBATOpP Ha Bb3MOXHOCTWUTE 3a Kopesauwusa
MeXA4y Pas/iMyHM MHPOPMALMOHHU OBEKTU B UCTOPUYECKM MJIaH M MO TO3M HauMH yBe/sM4YaBa B
3HauyMTe/IHa CTEMeH NOTeHLMana 3a B3eMaHe Ha MHPOPMMPAHU PELEHUS OT CTpaHa Ha rnobanHute u
HauMoHanHWTe opraHM. OCHOBHaTa LN Ha HacToAwaTta CcTaTva e fda NpeasioyM Mogen 3a
TpaHchopMauma KbM LEeHTpanusauma Ha umdpoBuUTe AaHHM, YMUTO UHPOPMALMOHHU MACUBU Ce
HaMMpaT B 0610 XpaHUANULLE, 33 Aa ce M36erHaT MHOIO OT TEXHO/IOTMYHUTE PUCKOBE U NPEYKM.

[F8.7] Ivaylo Chenchev, Adelina Aleksieva-Petrova, Secure the Communication in Decentralized
Networks with Blockchain, presented at: First Workshop on Information Security (1Sec2019), 9th
Balkan Conference in Informatics (BCl 2019), 26-28 September 2019, Technical University of Sofia,
Bulgaria; published in: Computer and Communications Engineering, ISSN 1314-2291, Vol. 13, No.
2/2019.

Pe3stome. P2P (Point-To-Point) KOMyHUKaumMATa e CbLLECTBEHA YacCT OT AELEHTPANIM3MPaAHUTE MPEXKM.
Mo NpMHLMN TE3N MPEXKM Ca NYDBJNYHU U He ce ynpaBnaBaT LeHTpanHo. CTaTtusaTa ce poKycupa Bbpxy
nperneaa Ha Bb3MOXKHUTE MeCTa, KbAEeTO Ce U3BbpLIBa 06paboTKaTa Ha AaHHW - OT MpouecuTe B
onepaunoHHaTa cMCTeMa, NPe3 NPEXBbPIAHETO HA Te3N AaHHU KbM OTAanedeH Bb3en (data in transit),
[0 obpaboTKaTa Ha AaHHMTE M HaKpas CbxpaHABaHeTo/3ana3BaHeTo um (data at rest). B ctaTuATa e
npeacTaBeH HOB NOAXOA, 33 OCUTYPABAHE Ha aBTEHTUDUKALMA N KOMYHUKAUMA Npu P2P KomyHMKauma
B AELEHTPaNN3NPaHM MPeXN - NybanYHMUTE KntoyoBe 3a SSH KoMyHMKaLmMa 4a ce CbXpaHABaT U NasaT
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B 6/710K4YeliH, BMECTO B /IoKaseH ¢alin (No npuMHUMN pas/iMyeH BbB BCEKM Bb3es). Bb3MOXKHOTO
NpUAOXKeHWe Ha ToBa NogobpeHNe Ha CUIYPHOCTTa e BbB BCAKA AELEeHTpaM3MpaHa Mpexa, B KoATo
Bb3/IMTE Ca NO3HATU U CU MMaT AoBepUe eanH Ha Apyr. B TakaBa 6/10koBa Bepura 6poaT Ha 610koBeTe
we 6bAe TOYHMAT O6pPOM Ha y4yacTBalLMTE BB3AM M BCEKU BAOK e cbxpaHABa MHbOpmaums 3a
Kntoyosete (Hanpumep nybamdHus(te) SSH kaou(n)) Ha eanH Bb3en.

[F8.8] Chenchev, lvaylo; Aleksieva-Petrova, Adelina. Chapter Seven SSH Security Improvement.
Information Security in Education and Practice, 2020, 99.

Pe3iome. KoMmyHUKaLmMATa OT To4YKa A0 Todyka (P2P) e cbllecTBeHa 4acT OT AeleHTpanu3mpaHuTe
Mpexu. Mo npuHUMN Te3n Mpexu ca NybAMYHUM U He ce ynpasasBaT LeHTpasHo. Tasu cratus
pasrnexna Bb3MOXKHUTE MecTa, KbAeTo ce M3BbpwBa obpaboTkaTa Ha JaHHW - Mpouecu Ha
onepauyoHHaTa cUCTeMa - AOKATO MNPEXBbPAATE AAaHHM KbM OTAasedeH Bb3en (4aHHM B TPaH3UT),
Korato 0b6paboTBaTe AaHHUTE M HaKpaa, Korato rm cCbxpaHasBaTe/3anuceaTe (OaHHW B MNOKOW).
JOKYyMeHTbT npennara HOB NOAXo4 3a ocurypasBaHe Ha P2P KomyHMKauuA B AeueHTpaamnsnpaHu
MpEeXKU: CbXpaHABaHe Ha NybaMYHUTE KNtovoBe 33 KoMyHMKauma Secure Shell nnm Secure Socket Shell
(SSH) B 6n10KueliH. B TakaBa 6/10koBa Bepura bpoAT Ha 610KoBeTe e 6bae paBeH Ha TOYHUA Bpoii
Bb3/1M, y4acTBaLLM B AeLLeHTPaAn3npaHaTa MpexKa, U BCEKM B10K We nasu nHdopmaLma 3a KI4oBeTe
(Hanpumep nybanuHus SSH kntou[oBe]) Ha eauH Bb3es. KnouyoseTe We ce cbxpaHaBaT B 6/10KoBa
Bepwura, BMecTo B JIoKanHu dalinose. OpurmHanHute SSH Kntouosu daiinose (,authorized_keys” n
,known_hosts“) we Tpabsa ga 6bAaT Bb3CTaHOBEHM TOYHO Npeaun BCAKa HOBa BPb3Ka, a NybnyHuTe
K/to4yoBe e 6baaT B3eTU OT B/10KUYEH.

[r8.9] Aleksieva-Petrova, Adelina, and Milen Petrov. "Instructional Design for High Secure Software."
EDULEARN22 Proceedings. IATED, 2022.

Pe3stome. CodTyepHaTa CUIYpHOCT Ce CYMTA 3a KpUTMYHA 33 06pa3oBaHMETO Ha copTyepHuTe
WH}KeHepu. ETo 3alL0 OCHOBHOTO Npeaun3BUKaATE/ICTBO € Aa Ce M3M0A3Ba METOZ 3a NPOEKTUPaAHEeTO Ha
obyyeHueTo, 3a fa ce pas3paboTaT fobpe CTPyKTypupaHo M edeKTMBHO y4ebHO CbabpKaHue U
AelHOCTH 3a Tasun obnacT Ha obpasoBaHMeTo. B cTaTMATa ce Npeasiara MeTo40/10rMsA 3a MPOEKTUPaHe
Ha y4yebHO CbAbpKaHMe, B KOATO Ce W3MOA3BaT Pas/IMYHM MOAEeNU, U ce pa3paboTBa Kypc, KOWTO
BbBEXKA NPAKTUKUTE 3a CUTYPHOCT BbB BCAKA Pasa OT KM3HEHUS LMK HA pa3paboTkaTta Ha codTyep.

[F8.10] Adelina Aleksieva- Petrova, M. Petrov, D. Atanasov, Search Method of Semantic Web Services
Based on Dijkstra's Algorithm, Proceeding of Computer Science 2015, 9-10 September, 2015; ISBN 978-
619-167-177-9; Hau, ped. cnucovk Ne 1179

Pestome. YcyruTe Ha CEMaHTUMYHMA yeb ca paswmnpeHne Ha CEMaHTUYHUTE TEXHOI0TUM U Cb34,3aBaHETO
Ha OHTONOrMK. Te KOMBMHMPAT AAHHU U YCAYTY OT PasNINYHM U3TOYHMUM U 3amna3BaT 3HaYeHMETO Ha
MHPopmaumaTa. OCHOBHaTa LN Ha cTaTuATa e paspaboTBaHETO Ha cucTemMa 3a ynpaB/eHWe Ha
CEMaHTMUYeH yeb, M3NoM3BaLla MEeTod 33 TbPCEHE M HaMWPAHE Ha CEMAHTUMYHO OMMUCAHWU YCAYTW.
Pa3paboTeHNAT NPOTOTMN Ha TbPCayka M3Mo/3Ba YETMPM CBOICTBA, 3a A4a NOKaKe Kak Moxe Aa bbae
HamepeHa aageHa yeb ycnyra ypes HeMHOTO CEMaHTUYHO ONUcaHue. B OCHOBHMA CI0OM Ha afropnTbmMa
3a TbpCeHE Ha CEMaHTUYHM yeb ycayrn e eauH cTap M Aobpe NosHaT afopUTbM - aNTOPUTBMBT Ha
Dijkstra.

[r8.11] Adelina Aleksieva-Petrova, M. Petrov, Optimization and Management of Traffic In Big Cities,
Proceeding of 13th Conference on Challenges in Higher Education and Research in the 21st Century
Conference, Sozopol, 2015; 978-954-580-356-7; Hau. ped. cnmucbk Ne 1162

Pe3tome. OCBeH HyAaTa OT CUCTEMM 33 YNpPaB/ieHNE Ha MbTHWUTE NOTOLM, NPeAn3BMKaHa OT 6bP30TO
pasBUTME Ha MbTHaTa MHPPACTPYKTypa, € HeobxoaMma M CUCTeMaA, KOATO Aa Nomara Ha Bogauute Aa
Ce OPMEHTMPAT B MbTHUTE MPEXKK, 0COBEHO B ronemuTe rpagose. B ctatuaTa we 6b4aT aHaIM3npaHu
WU CpaBHEHM ABa anropuTbma - anroputbmbT Ha Dijkstra u anroputbmbT Ha Floyd Warshall - 3a
HaMMpaHe Ha Hali-KpaTKuTe NbTUwa. Lle 6bae npeacTaBeHo BaMAMPAHETO Ha cUCTeMaTa M Le 6bae
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Hab/lo4aBaHO KaK TA pearMpa U ce OAbPXKM B KOHKPETHM Cydan. B Kpasa Ha crtatusaTa wWwe 6baar
0606LeHM HAKOU Mmucaun U Wwe 6baaT cbbpaHm 6baewm nogobpeHna.

[F8.12] Ralitza Raynova, Milena Lazarova, Adelina Aleksieva-Petrova. "Multi Layered Multimodal
Architecture for Emotion Recognition Processes Management." ABTomatnKa u nHpopmaTmka bpon 4
(2019).

Pe3slome. B cTaTuaTa ca NnpeAcTaBeHn Pas/iMiHM NOAX0AM 33 OTKPMBAHE M Pasno3HaBaHe Ha eMOoLMN.
MpepnoxeHa e cucteMHa MHPACTPYKTYpa 3a pa3no3HaBaHe Ha emoLluMun, basnpaHa Ha MHOrOM/1acToBa
MYNTUMOAa/IHa apPXUTEKTYPa C UHTE/IMTEHTHU areHTwu. AreHTute umat Pa3IM4HN uUenun, n3nonssat
Pa3NUYHU MOAANHOCTU U U3MOA3BAT Pa3IMYHN aATOPUTMU 33 OTKPMBAHE U Pa3no3HaBaHe Ha eMOoLMN.
Bb3 ocHOBa Ha pe3ynTatuTe OT paboTaTa Ha areHTUTe ce reHepupa HeyTpaieH Mogen Ha
MYATUMOAANHUTE BXOAHWN AaHHW, KOMTO ce M3M0/13Ba 3a pa3no3HaBaHe Ha emMouUM Ypes OTKpUBaHe
Ha aedopmaLmm MO OTHOLIEHME Ha PEKOHCTpyupaHua mogen. MpeanoxeHaTa MHOPACTPYKTypa Ha
cucTemata nosBosiAiBa aBTOHOMHa paboTa, M3Non3BaHe HA Hal-noaxoAaluTe anropuTmu 3a
pa3no3HaBaHe 3a onpefeneHn BXOAHU JaHHWU U TeHepupaHe Ha HeyTpasHU MOAENN 3a U3c/enBaHus
obekT.

[r8.13] Ralitza Raynova, Milena Lazarova, Adelina Aleksieva-Petrova, Affective Computing and
Emotion Detection Through Image Analyses, Proc. of 8th International Scientific Conference Computer
Science’2018, Kavala, Greece, 13 - 15 Sept. 2018, pp. 19-25

Pestome. XopaTa M3N0oN3BaT KaKTO BepﬁaﬂHM, TakKa " HEBEPGafIHI/I CUTHaN, Kato n3parXeHume Ha
mMueTo, XKectose, e3nK Ha TANOTO U TOH Ha rnaca, 3a Aa npegasar emoumnunte Ccu. CnocobHocTTa Ha
KOMMNKTbPa Aa pPa3no3HaBa 4YOBEWKUTE emOouMn nonaga B obnact Ha n3cnegBaHe, HapeyeHa
"ad)eKTMBHVI KOMFII'OTpM". EMOUMOHANHUAT aHaIN3 U3UCKBA M3NOA3BAHETO KAKTO Ha NCUXONOMMYECKH,
TakKa U Ha TEXHOJIONMYHN nogxoaun. OTKpVIBaHeTO Ha emMmouunn Ha NnUeTo U TAN10TO Ceé OCHOBABa Ha
dHaIN3n Ha M306pa)KeHMFI, HaCoO4YeHUN KbM 3aCnM4aHE HA MUKPOU3PAXKEHUA, KOUTO NO3BONIABAT Oa Ce
OoUueHn 0OBEPUETO B Ha6op oT emouuun. Cratmnara CbAbpiKa npernen Ha CbBPEMEHHOTO CbCTOAHUE Ha
OTKPUBAHETO Ha EMOLUN Ype3 aHa/IN3 Ha M306pa)KEHMFI.

[r8.14] Raynova R., A. Aleksieva-Petrova, Agent Based Emotion Recognition, Journal “Computer and
Communications Engineering”, Vol. 13, No. 1, 2019, ISSN 1314-2291

Pesiome. M3pa3ﬂBaHETO M Bb3NPUEMAHETO Ha eMOUUN € BaXKHaA YacCT OT 06LI.I,YBaHeTO meXxay xoparta.
Bb3MOXKHOCTTA 32 aBTOMATU4YHO Pa3no3HaBaHe Ha YOBELWKNTE EMOLMN MO3BO1ABA B3aVIMO,CI,EI71CTBMETO
YOBEK-MalWlMHa [Aa HaI'IO,EI,O6F|Ba eCcTeCTBEHNA HAYUH Ha 06LLI,YBaHe mexay Xopata Kato BaXXHO
ﬂO,D,O6p€HM€ Ha MHTepd)eﬁca yoBeK-mawmnHa. OcHOBHaTa Uen Ha cTatMAata e Aa npeanoxu
dBTOMATU3UPAHO OTKPUBAHE U Pa3noO3HaBaHE Ha YOBELWKN emOounn C MOMOLLTaA Ha aFEHTHO-6a3MpaHa
TEXHON0rnA.

[r8.15] Ralitza Raynova, Milena Lazarova, Adelina Aleksieva-Petrova, Image Based Human Emotion
Detection and Recognition, Journal “Computer and Communications Engineering”, Vol. 12, No. 1,
2018, ISSN 1314-2291

Pe3rome: XopaTa M3N0oN3BaT KaKTO Bep6al'IHVI, Taka " HEBep6aJ'IHM CUrHaAn, Kato n3parXeHume Ha
MueTo, XKectoBse, e3NK Ha TANOTO U TOH Ha rnaca, 3a Aa nNpegasart emounnte cu. CnocobHocTTa Ha
KOMMNKOTbpPa Aa pPa3no3HaBa 4YOBEWKUTE emMmouUMn nonaga B obnact Ha n3cnegBaHe, HapeyeHa
"ad)eKTMBHM KOMI'IPOTpM". EMOUMOHANHMAT aHaAn3 N3UCKBA M3NON3BAHETO KAaKTO Ha MCUXOJIOTUYECKMN,
Taka M Ha TexHoJorM4yHM noaxogu. B cratmata e npepcraseH I'Ip06}'IeM'bT 3a OTKpuBaHe U
pPa3no3HaBaHe Ha eMOLUUN Bb3 OCHOBA Ha M306pa)KEHMF| nnn snaeo gaHHU. OTKpVIBaHeTO Ha emouunmn
Ha /IMUETO U TANOTO CE€ OCHOBaBa HAa aHA/IM3U Ha M306pa)+(EHMﬂ, HaCoO4eHN KbM 3aCHh4YaHE Ha
MUKPOU3pPaKeHNA, KOUTO NO3BONABAT Aa CeE OLEHU OOBEPUETO B Ha6op OT emMouunmn. O6c1>mp,a ce
npeagcraBAHETO Ha EMOLUMNNTE, KAKTO U O6LLI,MTe €Tanwu 3a pa3no3HaBaHe Ha YOBELW KN eMOoUnn Ha 6asaTa
Ha MuUEeTo 1 TANoTOo. PasrnesaHn ca OCHOBHUTE U HaVI-I'IOAXOAFILU,MTe noaxoan n metoaun, N3nosisBaHu
B Hay4YHaTa /inTepaTypa B obnacTTa 3a BCEKM OT eTanuTe. MNpeacTaBeHm ca U HAKONKO I'Iy6l'|l/|‘-IHVI Ha60pM
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OT [aHHU 33 M306paXKeHUa U BUAEOKAUNOBE, KOWUTO Ca LUMPOKO M3MN0M3BaHW 33 pasno3HaBaHe Ha
emoumu, 6asMpaHmn Ha IMLETO U No3arTa.

[r8.16] Ivaylo Chenchev, Adelina-Aleksieva Petrova, “Decentralized Networks — Unveil the Technology
behind Blockchain®, 8-th International Scientific Conference “Computer Science’ 2018”, Kavala,
Greece, September 13-15, 2018, ISBN: 978-619-167-359-9, pp.99-105

Pe3stome. Lienta Ha Tasm ctatva e ga obACHU TexHosorMATa 6/10KYElH - KaTo 3amMoYHe HaKpaTKo C
cTaTuATa Ha Yaym o1 1981 r. n HeroBuTe CUTypHU LMdPOBU Napu, NocseasaHa OT M30O6PeTABAHETO Ha
610Kk4eltH. CTaTuATa Cblo Taka 0606WaBa onpeaesieHUETo 3a B/I0KYEH, KaTo pa3KpMBa HErosuTe
aTpubyTM U AaBa LIMPOK CMEKTbP OT Bb3MOXHM MocieguuMm 3a CUTypHOCTTa. TOW CbLWoO TaKa
nogyeprtaBa HAKOM Bb3MOMKHM MO-HATaTbLWHKM U3CNenoBaTeNckM obnacTu: ynpaB/ieHue Ha
HapacTBalMTE CYETOBOAHM KHUTU (CbXpaHeHue, MpexoBM TpaHcdepu); Kpuntorpadckm U xelw
ANrOPUTMU; CUTYPHOCT. M310KEHWN Ca PA3IMYHU Bb3MOXKHU NPUIOKEHUA Ha BIOKYENH.

[F8.17] Ivaylo Chenchev, Adelina Aleksieva-Petrova, “Blockchain Technology: Architecture and
Applications”, Journal “Computer and communications engineering”, Vol.12, No. 1/2018, ISSN 1314-
2291

Pe3tome. B/IOKYeiH TexHoMOrMATa 6bP30 Ce pas3pacTBa MO OTHOWEHME Ha NPWUIOXKMMOCTTa CU B
pasnnyHu obnactu, chepu u Aopu MHAYCTPUK. LlenTa Ha Tasu cTaTus e 43 OnuLLe apXUTEKTypaTa Ha
6710KYelH, fia HanpaBW Nperies Ha peasHuTe ynoTpebu 1 NpuaoKeHUsA B CBETOBEH Mawab. CtatuaTta
CbLo Taka o60buiaBa onpegeneHNeTo 3a BOKYENH, KaTO aHaIM3MPaA NOTOKA OT MHPOPMaLMA Npwu
dopmupaHeTo Ha eamH 610K B 610KYeliH. ToN CbLLO TaKa NoayepTaBa HAKOM peasiHu ynotpebu Ha
6710KUelH 1 faBa MAEeN 3a HAKOJIKO Bb3MOXKHU NPUIOKEHMS.

[r8.18] Lazarova, Milena, Adelina Aleksieva-Petrova, and Antoniya Tasheva. "Machine Learning-Based
Methodology and System Architecture for Anomaly Detection in Software Products." International
Journal 14.9 (2025).

Pestome. OTKpMBaHETO Ha aHOMa MM Ce NPEBBPHA B KNOYOBA M3C/1ef0BaTe/ICKa 061acT B chepu KaTo
KMBEepCUrypHocCTTa, MOHUTOPMHTA Ha CUCTEMMW U COPTYEPHOTO MHKeHepcTBO. CbBpeMeHHUTe Noaxoan
M3M0N3BaT TEXHUKM OT 06/1aCTTa HA MALWMHHOTO ObyYeHue 33 UAEHTMOUUMPAHE Ha aHOMaIUK Ype3
M3y4yaBaHe Ha MoZe/iMTe Ha HOPMa/sHO M OYaKBAHO MoBefeHWe Ha cuctemuTe. HactoawaTa cratus
NnpeacTaBa TEXHUYECKA XapaKTepmUcTMKa Ha aHoMaMmTe B COPTyepHUTE CUCTEMM U NPeanara Noaxos,
3a TAXHOTO OTKpWMBaHe, 6a3npaH Ha aHa/nM3 Ha AaHHKU. Ypes npuaaraHeTo Ha MEeTOAM 33 MALUMHHO
obyuyeHue NpeasioKeHaTa METOA0N0MMA MMa 33 Len ga nogobpu afanTUBHOCTTA, MalLlabupyemocTTa
M TOYHOCTTa Ha MEXaHW3MMTE 33 OTKPMBAHE Ha AaHOMa/IMU B CbBPEMEHHMUTE COPTYEPHU MPOAYKTH.

[F8.19] Martin Nanev, Milen Petrov, Adelina Aleksieva-Petrova. “Course Infrastructure Automation in
University”, J. Electrical Systems 20-10s (2024):3994-4002.

Pe3tome. E4HO OT OCHOBHUTE NpeaM3BMKATENCTBA Npes BUCWINTE yYebHMN 3aBeAeHUNA e Cb34aBaHeTo
Ha nogxogawa paboTHa cpeda 3a NpPOBeXAAaHE Ha KypcoBe MO COPTYEPHO WHMKEHEpPCTBO W
KOMMNIOTbPHU Hayku. MMpenogaBatenute TpAbBa Aa KOHOUIypupaT M noaabpraT HeobxogumuTe
TEXHO/IOTUM N MHCTPYMEHTHU, TaKa Ye pa3paboTBaHUTe OT CTYAEHTUTE NPUAOKEHNA Aa GYHKLUMOHUPAT
KOPEKTHO M B CbOTBETCTBUE C U3UCKBAHMATA Ha y4ebHUA npouec. HacToAWwoTo uscneaBaHe npeacrass
KnacMduKauma Ha OCHOBHMUTE MPOLECH, CBbP3aHW C aBTOMATU3MPAHETO Ha WHQPACTpyKTypaTa 3a
obyuyeHue, ypes naeHTUdMLMpPaHe Ha NOTPEBUTENCKUTE U3NCKBAHUA, AePUHMPaAHE Ha CLEHAPUM 33
nsnonsBaHe M paspaboTBaHe Ha eKcnepuMMeHTasNeH MPOTOTMN 3a aBTOMaTM3auuA. [poToTUNBLT e
peanusnpaH 1 BHeAPEH Ypes3 TEXHOIOTUK 3a CbPBbPHA BUPTYann3aLmsa, KaTo HeroBaTa e(peKTUBHOCT e
Ba/MgMpaHa B peanHa yyebHa cpeaa. M3cneapaHeTo AonpuHacA 3a CUMCTEMATM3MPAHETO Ha
aAMUHUCTPATMBHUTE MNPOLECM, KAaKTO M 3a MoBMILIABaHe Ha e(deKTMBHOCTTA, HAAEKAHOCTTa W
CUTYPHOCTTA MpPU OCUTYPSABAHETO HAa YHUBEPCUTETCKM KypcoBe B 06/1acTTa Ha MHPOPMALMOHHUTE
TEXHO/I0TUM,
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IV.My6anKyBaH yue6HUK, KOUTO Ce U3NO0N3Ba B YHUIULLHATA MpPeXKa
4.1. XapakmepucmuKa Ha y4ebHuUKa

YUYebHUKBT ,,OHTONOMMN N CEMAHTUYHU MPEXKN” e NpeaHa3HayeH Ja OCUrYPU TEOPETUYHU 3HAHUA U
NPaKTUYECKN YMeHMA B 0bBnacTTa Ha CEMaHTUYHUTE TEXHONOTMU, MPEACTaBAHETO Ha 3HaHUA U
M3rpaXKaaHeTo Ha UHTEINTEHTHU MHOOPMALMOHHN cuctemun. Tolh e pa3paboTeH 3a CTyaeHTUTE OT
obpas3oBaTesHO-KBaAMPUKALMOHHA cTeneH ,,6aKanaBbp” B cneunanHocT ,,MHTe/IMreHTHNU CUCTEMU U
M3KYCTBEH MHTeNeKT” oT npodecnoHasnHo HanpassieHne 5.13 06w nH»keHepcTso. CbAbpPKAHMETO Ha
y4yebHMKa e cbobpaseHo c yyebHaTa nporpama no AucumnniamHata ,,OHTOIOMMU U CEMAHTUYHU MPEXKN“
MU NpeaoctaBs CUCTEMATU3IUPAHO M3NOXKEHME Ha KOHUenuuuTe, CTaHAapTUTE U TEeXHONOTMUTe Ha
CeMaHTMYHaTa Mpe’Ka, KaKTo U MeToAu 33 MmogenvnpaHe, NpeacTaBsHe M U3BIMYAHE Ha 3HaHUSA Ypes
OHTOJIOTUU U CBbP3aHU AaHHW.

4.2. Pe3tome Ha CbObPHAHUEMO HA yYebHUKa

E23 ApenvHa Anekcuesa-letposa, OHTONOMMK N cemMaHTUYHU mpexun, N3gaTtenctso Atnacu 2026,
ISBN: 978-619-238-267-4.

Pe3lome: YYebOHMKLT MMa 3a Len Aa NognomMorHe obyy4yeHMETO Ha CTyaeHTUTe B obnactta Ha
CEMAHTUYHUTE TEXHONOTUWN U UHTENUTEHTHUTE MHGOPMALMOHHM CUCTEMM, KaTO NPESOCTaBU LANOCTEH
npernes Ha NPUHUMNUTE, METOAUTE U UMHCTPYMEHTUTE 3a npeacTaBAHe M 0H6paboTKa Ha 3HAHMUA.
PasrnegaHn ca oCHOBHUTE KoHUenuun Ha CeMaHTMYHaATa MpeXKa, apxXMTeKTypaTa U CTaHgapTuTe 3a
onucaHue Ha MHPOPMALMOHHK pecypcn, moaenbT RDF 3a npeacraBaHe Ha 3HaHusA, RDF Schema u
OHTONOTNYHMAT e3nk OWL 3a dopmanHO onmncaHue Ha MOHATUA, CBOMCTBA M BPDH3KU B MPesMeTHU
06nacTu. YuebHUKBLT npeactaBa MeTOAONOMMM 33 MNPOEKTUPAHE WU U3rpaKaaHe Ha OHTONoruUw,
MEXaHM3MM 32 IOTUYECKO Pas3ChbXKAEeHME N aBTOMATMYHO M3BEXKAaHe Ha 3HAHWUA Ype3 AUCKPUNTUBHA
JIOTMKA, KaKTO M NOAXOAM 33 paswWMpABaHE Ha CeMaHTUYHWUTE mogenu 4ypes npasuna. CneumanHo
BHMMAHMeE e OTAENEHO HA KOHLLENLMATA 33 CBbP3aHKN oTBOpeHU aAaHHU (Linked Open Data) n TaxHoTO
NPUNOXKEHUE NPU MHTEFPALMA Ha XeTeporeHHN NHGOPMALMOHHN U3TOYHULM U U3rpaXKaaHe Ha 6a3u
3HaHuA. MpaKTnyeckaTa YacT BKAOYBA pa3paboTBaHe Ha peasiHu OHTOIOTMYHM MOAENN, YNpaBaeHne
Ha CEMaHTUYHU AaHHU M U3B/IMYaHE Ha MHpopMaLMaA Ypes e3mKa 3a 3aaBKkM SPARQL. MpeactaBeHm ca
NPUMepU 3a NPUNONKEHME HA CEMAHTUYHUTE TEXHOIOTUU B UHTEAUTEHTHU cucTemun, obpaboTka Ha
ecTecTBeH e3WK, ynpasjeHue Ha 3HAaHWEeTO, NepCcoHasM3MpaHu MHGOPMALMOHHM NPOCTPAHCTBA U
H613Hec aHanM3n. YUebHUKBT opmMupa y CTYAEHTUTE 3HAHMA M YMEHMUA 33 MOAE/NIMPAHE HA 3HAHUA,
NPOeKTUpPaHe Ha OHTONOMUKU U pa3paboTBaHE Ha CbBPEMEHHW CEMAHTUYHWU MPUNONKEHUA, KOUTO Ca
OCHOBa 33 W3rpa*kAaHeTo Ha C/eABawWwoTO MOKONEHUE WHTE/IMFEHTHU U B3aMMOCBbP3aHu
MHGOPMALMOHHN CUCTEMM.

V. Ny6nukyBaHo yueb6HO nocobue, KOETO ce U3N0N3BA B YYM/IULLIHATA MpeKa
5.1. Xapakmepucmuka Ha ny6aukyeaHo y4ebHo nocobue

YyebHOTO pPbLKOBOACTBO ,MHXKEHEepPCTBO Ha WM3MCKBAHMATA” € MpedHasHayeHo Ja  ocurypu
CUCTEMATM3UPAHN TEOPETUYHWM 3HAHUA W NPAKTUYECKM YymeHMA B obsnacTta Ha aHanusa,
cneunduuMpaHeTo, MOAENNPAHETO M YNPaBAEHMETO Ha COPTYEPHU U3UCKBAHUA. To e paspaboTeHo 3a
CTyaeHTMTEe oOT o06pa3oBaTenHo-KBaAMPUKALMOHHA cTeneH ,bakanasbp” no  cneumanHocT
»VHTENFEHTHN CUCTEMM N MU3KYCTBEH MHTENEKT”, KaTo CbLUEBPEMEHHO MOXKe Aa 6bae nonesHo 1 3a
NPaKTUKYBalWM COOTYEPHN WHMKEHEPU U aHanuszaTopu. CbabprKaHMETO Ha PbKOBOACTBOTO €
cbobpaseHo ¢ mexayHapoaHua ctaHaapT IEEE 29148 1 o6xBallia OCHOBHUTE NPOLLECU M TEXHUKM Ha
WH}KEHEepPCTBOTO Ha M3NCKBAHUATA — OT UAEHTUDULMPAHETO N CbOUPAHETO Ha U3UCKBAHMA A0 TAXHOTO
MoZenvpaHe, BaauanpaHe U ynpaeneHue. YUebHoOTo nocobue cbyeTaBa TEOPETUYHW MOCTAHOBKM,
NPaKTUYEeCKM MPMMEPM U 33hauv 3a camocToATenHa paboTa, KaTo MO TO3W HauMH nognomara
YCBOSAIBAaHETO Ha CbBPEMEHHUTE METOAM 3a pa3paboTBaHe Ha KayecTBEeHM CODTYyepHU CUCTEMM.
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5.2. Pe3iome Ha cbObpHaHuemo Ha nybaukysaHo yye6Ho nocobue

E24 ApenvHa AnekcueBa-MeTpoBa, WHKeHepcTBO Ha WU3MCKBaHUATA (Teopusa, NpaKTUYECcKu
ynpaxHeHus 1 3agaun), ISBN: 978-619-04-0805-5.

Pe3tome: YyebHOTO pbKOBOACTBO MMA 32 Lies Aa NognomMorHe obyyeHMeTo Ha CTyaeHTUTe B ob61acTTa
Ha cOTYEPHOTO MHMKEHEPCTBO Ypes3 NpeacTaBAHEe Ha OCHOBHUTE MPUHLMMM, METOAM U NPAKTUKM Ha
WH)KEHEePCTBOTO Ha W3WUCKBaHWATA. B Hero ca pasrnesaHun npouecute no cbbupaHe, aHanus,
OOKYMEHTUPaHe, MogeNnpaHe, BaingMpaHe M yrnpaBieHUe Ha U3UCKBAHMATA Npes3 Lenna KU3HeH
LMKbA Ha pa3paboTkaTa Ha codpTyepHU cucTemm. MNpeacTaBeHn ca CbBPEMEHHM TEXHUKM 3@ U3BIMYAHE
Ha W3UCKBAHUA, BKAIOYUTE/IHO UHTEPBIOTA, GOKYC rpynu, paboTHU cpeln, HabaoaeHue, Mo3byHa
aTaka, aHaAu3 Ha AOKYMEHTU U aHann3 Ha noTpebutenckn nHtepdeiicn. PasrnepgaHum ca metoanTte 3a
cneunduumpaHe Ha U3NCKBAHUSA YPEe3 eCTECTBEH 31K, NOTPEBUTENCKN UCTOPUM, PEYHUK HA NPOEKTa U1
CTPYKTYpUpaHa goKymeHTauma. OcobeHo BHMMaHWe e OTAENIeHO Ha MOLE/IMPAHETO HA M3MCKBAHUA
ypes UML pguarpamu — guarpamu Ha caydyamte Ha ynoTtpeba, KnacoBu guarpamu, guarpamu Ha
nocnefoBaTesIHOCTTa, AEeNHOCTUTE U CbCTOAHWUATA, KOMTO nognomarat ¢opmasHOTO OnucaHue wm
aHa/iM3a Ha cuctemute. PBHKOBOACTBOTO BK/OYBA METOAM 33 Ba/MZauMa HA W3UCKBAHMATA,
naeHTMdULMpPaHe 1 paspellaBaHe Ha KOHOIMKTU MeXay 3aMHTepecoBaHMTE CTPaHU, KaKTo U NOAX0oAn
3a ynpasaeHue Ha NPOMEHU B U3UCKBAHUATA. TEOPETUYHUAT MaTepman e AONbJHEH C MPaKTUYECKU
npumepw, WA6GMAOHK, CpPaBHUTENHM Tabavunm UM 3adaunm  3a  ynpaxHeHua. Kato ocHoseH
OEMOHCTPALMOHEH NpMMep e M3NON3BaHa CUCTEMA 33 OHIAMH BUBAMOTEKa, KOATO Noc/efoBaTeNHO
WUNOCTPUPA NPUIOKEHMETO Ha pasriiexgaHuTe MeToAM BbB BCUYKM eTanu Ha npouieca. JonbAHUTENHO
ca pa3paboTeHn Kasycu 3a MHTENUIeHTHa CMCTEMA 3a MapKUpaHe, OHMalH MarasvH M cucTema 3a
XOTEJ/ICKM pe3epBaLnmn, KOMTO HacbpyaBaT aHa/IMTUYHOTO MUC/AEHE U MPUAAraHeTo Ha npugobutute
3HAHUA B Pas/IMYHM NpeameTHM obnacTu. Ypes cbueTaBaHETO Ha TEOPETUYHA OCHOBA U MPAKTUYECKH
HACOYEHU ynparKHeHMA y4yebHOTO PbBKOBOACTBO popmMupa Yy CTYAEHTUTE YMEHMA 33 aHanu3 wu
cneunduuMpaHe Ha W3UCKBaHMA, MogenunpaHe Ha codTyepHM cUCTeEMM M MpuaaraHe Ha pob6pu
WHKEHEePHWU NPaKTUKK Npu pa3paboTBaHETO Ha KayecTBEH U HaaexaeH codTyep.

VI.HayuyHu ny6amkauum, nonagawm B Keaptua Ql namn Q2
5.1. Xapakmepucmuka Ha ny6aukayuume

BkntoyeHnTe B Tasu rpyna I'IY6ﬂMKaLI,MM Ca HAaCO4Y€eHU KbM pa3pa60TBaHeTo N NPUNOKEHNETO Ha
UHTEIUTEHTHU CUCTEMU, MALUNHHO o6yqume N aHaIn3 Ha OaHHU B Pa3/INdHU NPUNOHKHU O6ﬂaCTM,
BKIHOYNTENHO MHAYCTPUASTHU CUCTEMUN, MOHUTOPUHT Ha OKOJIHATa cpeda, ANCTaHUMOHHU n3cnhegBaHnA
Ha 3emaATa, CUTYPHO CbXpaHEHUE Ha AaHHUN U 06pa3OBaTeJ'IHM TexHonorun. MscnepsaHmATa
OﬁE,EI,VIHﬂBaT CbBpeEMEHHN noaxoaun oT obnactra Ha NU3KYCTBEHUA UHTENEKT, ,CI,'bII6OKOTO o6yqume,
06pa60TKaTa Ha CEH30PHU OaHHUN U pa3pa60TBaHeTo Ha MHTENTUTEHTHUN MH¢OpMaLI,MOHHM cncremu.

6.2. Peztomema Ha nybaukayuume

[U32.1] Gatev, Vasil, Valentin Mollov, and Adelina Aleksieva-Petrova. "Hardware-Encrypted System
for Storage of Collected Data Based on Reconfigurable Architecture." Applied System Innovation 8.5
(2025): 136.

Pe3tome. HacTosAwaTta cTaTMa e HacouyeHa KbM peasiu3upaHeTo Ha cucTema 3a cbbupaHe Ha AaHHK OT
pPa3NMYHM BULOBE CEH30PU U TAXHOTO CUTYPHO CbXPaHEHWE Ypes KPUNTUPAHE B XapayepHa naatopma
C NPeKoHPUryprpyema apxutektypa. lNpeanorkeHaTa cuctema nNpuTexKaBa YHUKaNHATa Bb3MOXKHOCT
[a KpUNTMPa BXOAALWMTE AaHHM C €4MHCTBEH TaeH KPMNTOrpadCKuM Katou, KOWTO ce CbXpaHABa U3LAN0
B XapAyepHaTa apXuTeKTypa Ha cucTemarta. 10 To3M HaumH c/ied 3aBbpLUBaHE Ha CMHTE3a Ha cucTemara
KNIOYbT OCTaBa HeOoCTbMeH M HepasnosHaBaem 33 HeoTOpU3MpaHW noTpebutenn. Tobil KaTo
KPUNTOrpadCKUAT K04 € MHTErpupaH KaTo 4acT OT UAMOCTHATa apxXMTEKTYpa M He ce CbXpaHABa
OTAEe/HO B onepaTMBHATa NameT MAW B APYr TUM MameT, Bb3MOMKHOCTTA 33 HEroBoTO M3B/MYaHE e
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NPAKTUYECKM €NMMMHMPAHA, KOETO OCUTypABa BMCOKA CTEMEH Ha 3awmTa Ha CbOpaHuTe [aHHM.
MNpepcraBeHaTa cucTema 3a cbbupaHe Ha fJaHHM M3MepBa TemnepaTypa C BMCOKA TOYHOCT,
npeobpasyBa M3MepeHUTE CTOMHOCTU B rpagycy no Llensuii, cbxpaHsaBa NOAyYEHUTE OAHHU U TU
npegasa npu MOWUCKBAHE 4Ype3 CepueH KOMyHMKauuMoHeH uHTepdeiic. lMpean cbxpaHeHMETo
MHpopmaumaTa ce KpUnTMpa ¢ 256-6uToB KoY nocpeacTsom anroputbma AES. [laHHUTE, 3anMCcBaHK
B MameTTa Ha cuctemarta M npegasBaHM Kbm KomnioTbp 4vpe3 UART KOMyHMKauMA, He CbabpXKaT
Kpuntorpadckms Kaod B  MHPOPMALMOHHMA MOTOK, KOETO MpaBU HEBb3MOMXKHO HEroBOTO
Bb3CTAHOBABAHE Ype3 aHa/IN3 Ha NpeAaBaHUTe JaHHW. B cTaTuATa e AeMOHCTpMpaHa MBKABOCTTA HA
paspaboTeHaTa apxuTekTypa npu obpaboTka Ha PasAUYHU TUMOBE CUTHAIM U CEH3OPHU AaHHW.
OcobeH aKUeHT e MocTaBeH BbPXY CUTYPHOTO CbXpaHEHWE W npefaBaHe Ha MHbopmauus,
BKNHOYUTENTHO AaHHU OT MeTeOPOJIOTNMYHU N3MmepBaHUA, HYyBCTBUTE/THU IMYHU AaHHU U 6MOMETle-IHa
nHpopmaumsa. MNonyyeHnTe pesyaTaT NOKa3BaT MPUAOKMMOCTTA Ha NPEeSIOKEHOTO pelleHue 3a
M3rparkaaHe Ha HaZeXAHW M 3alLMTEeHN CUCTEMM 33 CbOMpaHe, CbXpaHeHWe U 0OMEH Ha OaHHM B
cpean C BUCOKM U3UCKBAHUA KbM MHOOPMALIMOHHATA CUTYPHOCT.

[U32.2] Yotov, Ognyan, and Adelina Aleksieva-Petrova. "Data-driven prediction model for analysis of
sensor data." Electronics 13.10 (2024): 1799.

Pe3stome. B ycnosusaTa Ha MHaycTpua 4.0 reHepupaHeTo, ob6paboTKata 1 aHaAM3bT Ha rosemm obemu
OAHHW NpeacTaBnABaT CblLLECTBEHO Npeaus3BuKaTenctso. EAMH OT xapakTtepHuTe npumepu e
MOHUTOPUHIBT HA TEXHUYECKOTO CbCTOAHWE HAa MALIWMHWUTE U NPOTrHO3MPAHEeTO Ha OCTaBalMA UM
nosie3eH eKCnioaTalMOHEH }KUBOT, MPU KOUTO Ce M3MOAN3BAT AaHHW OT PAa3/IMYHU CEH30pU. AHAaNU3BT
Ha Te3n CUrHanAn ypes TPagMLUMOHHU MATEMATUYECKM MEeTOAM 4ecTo e 3aTpyAHEeH Mopagm TAXHaTa
CNOXHOCT 1 ronam obem. Mopaam ToBa aAropUTMUTE 33 MALLMHHO U AbA6OKO 06y4YeHMe HamuMpaT Bce
Nno-LWMPOKO NpuaoxKeHue npm obpaboTkaTa Ha CEH30PHM AaHHW U MOBULLABAHETO Ha TOYHOCTTA HA
NpPoOrHo3HuUTe mogenu. Hactoawara ctatua npegaara U Baamampa mogen 3a nporHosmnpaHe, 6asmpax
Ha fJaHHM (data-driven prediction model), npegHasHayeH 3a aHanM3 Ha CEH30PHWU JAaHHM.
MpeanoXeHUAT NOAXOL BK/OYBA ABa OCHOBHW eTana. MbpBUAT eTan e cBbp3aH ¢ TpaHchopmaLumaTa
Ha JaHHUTE Ypes3 aHanuM3 Ha rnaBHMTe KomnoHeHTu (Principal Component Analysis — PCA), KaTo
epeKTMBHOCTTa Ha NOAX04a e U3caeaBaHa U CPaBHEHA Ypes M3Mnosi3BaHe Ha Pypue TpaHchopmMauma m
Bb/IHOBa TpaHchopmauma. BTopuaTt etan obxBalla M3rpa)kgaHeTo Ha MPOrHO3HM Mogenun 4pes
npunaraHe Ha aAropuTMM 33 MaLIMHHO U ABNOOKO 0byyeHMe. 3a LennTe Ha eKCNePMMEHTAIHOTO
n3cneaBaHe ca M3N0A3BaHM HAKOKO afirOPUTbMA 33 MALLMHHO 0by4YeHMe: perpecusa Yypes ciydaliHa
ropa (Random Forest Regression — RFR), MHO}ecTBeHa iMHenHa perpecus (Multiple Linear Regression
— MLR) u perpecuna upes gbpBo Ha peweHusaTa (Decision Tree Regression — DTR). 3a cpaBHeHue ca
NPWUAOXKEHWN U aArOPUTMM OT 061aCTTa Ha A bNOOKOTO 0ByYeHME, BKAOUMTENHO AbNOOKA perpecMoHHa
HEBPOHHA MpeXa W KOHBOJIIOLMOHHA HEBPOHHA Mperka, 6asmpaHa Ha apxuTekTypaTa LeNet-5.
MonyyeHnTe eKcnepuMmeHTasIHW pe3yaTaTM [MOKas3eaT, 4Ye MpeasioXKeHuTe mogenu nocturat
obeLaBaly pes3ynTaTv Npmv NPOrHo3MpaHe Ha CTOMHOCTMTE Ha M3HOCBAHE HA MALUMHHU KOMMNOHEHTH.
Hali-BMcoKaTa A0oCTMrHaTa TOYHOCT e 92,3% 3a NbpBua Habop OT AaHHM U 62,4% 3a BTOpMA Habop oT
AaHHW. Pe3yntatuTe NoTBbPKAABAT NPUIOKMMOCTTA HA MOAXOANTE 33 MALWMHHO U AbN60KO 0byyeHne
npM aHaAM3 Ha CEeH30PHWM JaHHM W O4YepTaBaT BbB3MOMKHOCTM 3a bObaelwn U3cneaBaHusa wu
YCbBBbPLIEHCTBAHE Ha MOZE/IMTE 3a NPOrHO3HA NOAAPBXKKA U MOHUTOPUHT B UHAYCTPUANHU Cpeau.

[U32.3] Tsokov, Stefan, Milena Lazarova, and Adelina Aleksieva-Petrova. "A hybrid spatiotemporal
deep model based on CNN and LSTM for air pollution prediction." Sustainability 14.9 (2022): 5104.

Pestome. B Hawn gHW 3ambpcABaHETO Ha Bb34yXa € BaXKeH np06neM C OoTpMUuaTesHn Bb3AeﬁCTBMH
BbpXY YOBELWKOTO 34paBe U OKOJIHaTa cpepa. [porHosaTta 3a 3amMbpCcABAHETO Ha Bb34yxa MOXKe Aa
npegocraBsny Ba*XHa MHd)OpMaLl,MFI Ha BCHUYKWU 3aCerHath CTpaHu M No3BO/ABA Aa Ce npeanpuemar
noaxogAawnm MepKu. 3a pa ce pewaT I'IpO6/'IEMMTe C NONb/IBAHETO Ha /innceawuTe CTOMHOCTM BbB
BpemeBuUTE penose, N3No0NA3BaHU 3a MPOrHO3M 3a 3aMbPCABAHETO Ha Bb34yXa, aBTOMATU3IUPAHETO Ha
pa3npeaeneHneTo Ha OonTMMasiHO MNOAMHOXeCTBO OT BXOAHWM NPOMEeHNNBU, 3aBUCMMOCTTA Ha
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KAQuecTBOTO HA Bb3Ayxa Ha onpeaefneHO MACTO OT YCNOBMATA HA OKOJIHAaTa cpefa cpena, KakTo u
aBTOMaTM3aLuMA Ha ONTUMMU3aALMATA Ha MOZLENA, TO3N AOKYMEHT npeanara 4bAb6OK NPoCTPaHCTBEHO-
Bpemesu mogen, 6asnpaH Ha 2D KOHBOIIOLMOHHA HEBPOHHA MpeXKa M MperKa C Abjra KpaTKOCPOUHa
namerT 3a NPOrHO3MpaHe Ha 3aMbPCABAHETO HA Bb3ayxa. MoaensT n3non3sa aBTomaTudeH nsbop Ha
BXOAHM NMPOMEHANBU M ONTUMM3IMPAHE HA XMNepnapameTpu Ypes reHeTMYeH anropuTem. M3nonsea ce
XnbpuaHa ctpaterns 3a UMNyTMPaHe Ha IMMNCBaLlLa CTOMHOCT Bb3 OCHOBA HA KOMBWHAUMA OT IMHENHa
WMHTEPNOMaLMA 1 CTpaTerMa 3a U3nosa3BaHe Ha cpefHaTa CTOMHOCT MeXAy NpeanliHaTa CTOMHOCT U
cpefHaTa CTOMHOCT 3a CblIOTO Bpeme npe3 ApyruM roguMHu. 3a ga ce onpeaeny Hak-gobpata
APXUTEKTYpa Ha MNPOCTPAHCTBEHO-BPEMEBMA MOZLEN, XUNeprnapameTpuTe Ha apXMTEKTypaTa ce
ONTUMM3UPAT Ype3 FeHeTUYEH aNropUTbM C MOAMOULMPAH KPbCTOCAaH OMNepaTop 3a pelleHus ¢
npPoMeHnBa Ab/xKMHA. OcBeH ToBa, 0by4yeHUTe MOAENM Ca BKIOYEHM B Pa3/IMYHM aHCambun, 3a Aa
ce Nnogobpu AONbAHUTENHO ePEKTMBHOCTTA HA NPOrHO3MPAHETO - T BK/IOYBAT aHCaMbaM OT moaenu
C e[1Ha U CbLLA APXUTEKTYPA, BKAOYBALUM Ha-A006paTa apxXUTEKTYpPa, NOy4eHa Ype3 eBO/IOLMOHHATa
ONTUMM3ALMA, U AHCAMDBAM OT Pa3NINYHU MOLENU, BKAOYBALLM k HAl-4,06pM moaena Ha eBOIIOLUMOHHA
onTMMmnsauma. EKcnepMmeHTanHUTe pe3yaTaTi 3a Habopa oT AaHHM 33 KAaYeCcTBOTO Ha Bb3Ayxa B [eknH
Ha MHOFO MecCTa NOKa3BaT, Ye NPeA/IOKEHUAT NPOCTPAaHCTBEHO-BPEMEBM MOAEN 33 NPOrHO3UPaHe Ha
3aMDbPCABAHETO Ha Bb3AyXa NpeaocTaBs AoOpM M NocnenoBaTeNHM pPe3yaTaTM 3a NPOrHOo3upaHe.
CpaBHeHMETO Ha npeanoxeHua mogen ¢ apyrn abnbokn NN moaenu nokassa 3af0BOAUTENHMU
pe3yntatu, ¢ Hail-gobpa npoussoguTenHoct crnopen MAE, Bb3 OCHOBa Ha eKCNepUMEHTaNHUTe
pesynTaty 3a ctaHumaATta 8 Wanliu (16,753 +/- 0,384). MoBeyeTo OT MOAE/NHUTE apXUTEKTYPU, NOSTYYEHU
ypes ONTMMMU3UPAHE Ha XMNepnapameTpuTe Ha MoZesa C MOMOLLTA Ha FreHETUYHUA aITOPUTBM, UMaT
e4MH KOHBOJ/IIOLUMOHEH CNOM C ManbK Bpoi sapa M ManbK pasmep Ha AAPOTO; KOHBOMIOLMOHHUTE
cnoese ca MNocineABaHW OT C/IOM 33 MaKCMManHo obeauHsABaHe WM eauH wau aBa cnoa LSTM ce
M3MN0A3BaT C perynpaHe Ha OTNaZaHeTo, MPUAOKEHO Kbm cioAa LSTM, KaTto ce M3non3sat masku
ctoHoctv Ha p (0,1, 0,2 u 0,3). M3nonssaHeTo Ha aHcambau ot k Hai-pobpe obyyeHn mopena
[ONBAHUTENHO NOJ06pPABa pe3ynTaTUTe OT NPOrHO3MPaHETO U HaAMUHABa APYrM MOAENN 3a AbNOOKO
obyyeHue, cnopen nokasatenmte MAE n RMSE. M3nonseaHata xMbpugHa cTpaterva 3a MUMnyTMpaHe
Ha IMNCBaLLa CTOMHOCT NoaobpaBa pe3ynTaTuTe, 0COHEHO 3a AaHHU C ACHA CE30HHOCT, M NPOU3BEKAA
no-ao6bp MAE B cpaBHeHMe CbC CTpATErMATA, M3NOA3BALLA CPeAHM CTOMHOCTU 3a CbLMA Yac Ha CbLUmA
OEeH 1 mecel B ApYru rogmHun. EkcnepMmeHTanHuTe pesyatatv CblO pa3KpMBaT, Ye NPOM3BOJIHOTO
TbpCceEHe e NpocTa M edeKTUBHA CTpaTerna 3a u3bop Ha BXOAHW npomeHaMBU. OcBeH TOBa,
BK/IIOYBAHETO Ha MPOCTPaHCTBEHa MHPOPMaLMA BbB BXOAHWUTE AaHHM HAa MOZeNa, Bb3 OCHOBA Ha
AaHHMTE 32 MECTHUA KBapTas, 3HAa4YUTENHO NoAobpABa NPOrHO3HUTE Pe3yNTaTh, NOAYYEeHU C MOgeNa.
MonyyeHnTe pe3ynTaTv 4eMOHCTPMPaT NOI3UTE OT BKAOYBAHETO HA NPOCTPAHCTBEHA MHPOPMaLMA OT
Bb3MOKHO Ha-MHOTMO OKOJIHM CTAaHLUMM, KaKTO M M3MON3BAHETO HA Bb3MOXHO Hali-MHOI0 UCTOpMYECKa
MHPopmayms.

[U32.4] Aleksieva-Petrova, Adelina, et al. "Earth-Observation-Based Services for National Reporting of
the Sustainable Development Goal Indicators—Three Showcases in Bulgaria." Remote Sensing 14.11
(2022): 2597.

Pestome. HabnoaeHuneto Ha 3emaATa (EO) ce M3no0n3Ba 33 HabAlOAEHME M OLEHKA Ha CbCTOAHMETO U
NPOMeHMUTEe B NPUPOAHATa M aHTPOMOreHHaTa cpeaa Yypes TEXHON0MMM 3a AUCTaHLUMOHHO HabtoaeHue,
OBMKHOBEHO BKIKOYBAWM CMBTHULM, HOCEWM YCTPOMCTBA 3a M306paxkeHua. MpunorKeHWaTa 3a
HabaogeHMe Ha 3emaTa MPeAoCTaBAT Ba)KHM [OaHHWM Ha NpaBMTENCTBaTa NpW NJAHWPAHETO,
M3NbJAHEHMETO M HAabAOAEHMETO Ha HanpeabKa Ha MporpamaTa Ao 2030 r. 33 YCTOWYMBO pasBUTHE.
3aefHo C Apyru AbpKasu bbarapus ce e aHraxkunpana c BcUUkn 17 uenm 3a ycroiumso passutue (LYP)
M IM e OTpasuia B CTpaTerMyeckuTe cu AOKyMeHTU. EO e eAHa OT NpPUOPUTETHUTE TEXHOOMMUK 3a
Pa3BUTMETO Ha 6BArapCKMA KOCMUYECKM CEKTOP. B TO3M AOKYMEHT ce aHanun3Mpa Kak AaHHuTe ot EO
MOraT 3HauuTe/NHO Aa MOMOrHaT Ha 6bArapckuTe BAACTU NPU MNOCTUTAHETO M HabAlAEHMEeTO Ha
HanpeabKa Ha UEAUTe Ha YCTOMYMBOTO Pa3sBUTME Bb3 OCHOBA Ha pPe3ynTaTUTe OT TPU KOHKPETHWU
NUAOTHM MPOEKTa 3a MOHUTOPUHr Ha EO (showcases), ¢poKycMpaHM noseye BbLPXY nogxoda 3a
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yrnpasneHve Ha MOAUTUKATa, OTKOJKOTO BbpXy HaydyHUTE MOCTUNKeHMA. MMbpBMAT NPOEKT nokasa
Bb3MOXHOCTMTE Ha AaHHMTe oT EO 3a HTerpMpaHe Ha HauMoHanHa (MecTHa) reonpocTpaHcTeeHa 6asa
AaHHN CbC CbLUECTBYBALLMTE MENXAYHAPOAHN MPEXKM 33 MOHUTOPWUHI Ha MpupoaHu 6eacteua u
aBapun. BTOPUMAT NpPOEKT AeMOHCTpMpa WM3NO0/A3BaHETO Ha BpemeBM peaosBe OT AaHHM oT EO 3a
MOHUTOPMHI Ha KayecTBOTO Ha BogaTa. TPeTUAT MPOEKT MHTerpuMpa AaHHM OT AWUCTaHLMOHHM
nscneasaHus ot EO M M3mepBaHUA Ha MACTO C MOMOLIHWN AAHHK, 33 A3 NPeAocTaBn GeHOoNorMUYHO
CbCTOSIHME M NPOrHO3a 3a NPOM3BOACTBOTO HAa KYATYpU B 06LL,a reonpocTpaHcTBeHa 6a3a gaHHW ¢ uen
noAnomaraHe Ha MoAepHM3aUMATa Ha 6bArapCcKMUA CEICKOCTOMAHCKK CEKTOP.

[U32.5] Bontcheyv, B., Vassileva, D., Aleksieva-Petrova, A., & Petrov, M. (2018). Playing styles based on
experiential learning theory. Computers in Human Behavior, 85, 319-328.

Pestome. Mpe3 nocnegHunTe roAMHU U3CiefoBaTeNUTe CbobLLABAT 33 MOJIOKUTENHU Pe3ynTaT u
edeKTU OT MpuiaraHeTo Ha KOMMIOTbPHU Urpu B obpasosaTenHua npouec. MNpegnoctaBkuTe 3a
edekTmBeH yyebeH npouec, 6asnpaH Ha Urpu, BKAOYBAT HAIMYMETO HA BUCOK MHTEPEC KbM YYEHETO U
KenaHue 3a ycbpaHo yyeHe. ETo 3awwo aM3aiHbT Ha 0bpasoBaTesiHM BUAeourpun TpabBa Aa agantupa
urposuAa npouec KbM CTu1a Ha Urpaewna y4eHuK, 1.e. KbM NCUXOKOTHUTUBHUTE CI'IOCO6HOCTVI, Harnacum
W YMEHUA Ha OTAE/IHUA Urpad, 3a A4a Ce HaCbpyu MOTMBALMATA M TBOPYECTBOTO Ha Urpadva. 3a Aa ce
MOCTUrHE Tasu Lesl, e Heobxo4MMO fa Ce HanpaBy Napanen mexay CTUI0BETE Ha YYeHe U CTUI0BETE
Ha Wrpa Ha BMAEOUIPWM M A3 Ce M3CAeABaT Kopenauuute Mexay Tesu Bugose. B cratuata e
npeAcTaBeHO HOBO CEMENCTBO CTWU/IOBE HA UTPa, OCHOBAHO Ha TeOopMATa 3a YUYEHe Ypes NpexnBaABaHe
Ha Konb, koeTo e noaxodsawo Aa ce M3non3sa 3a obpasosaTenHun sugeonrpu. ToBa cemMeincTso ce
CbCTOW OT YETUPM CTUAA Ha urpa: CbeTesaTen, MeuTtaten, Jlormk u CTpaTer U CbOTBETCTBA Ha CTU/IOBETE
Ha yyeHe Ha XaHu 1 Mamdopa, OCHOBaHM CbLLO HA TEOPMATA 3a YUEHe Ypes NPeKMBABAHE, @ UMEHHO:
Aktusuct, Pednektop, TeopeTnk u Mparmatuk. 3a UsMepBaHe Ha YeTUpUTe CTUA Ha urpa bewe
paspaboTeH BbNPOCHMK OT 40 enemeHTa. 3a Aa ce NPOBEpPU NOCAEA0BATENHOCTTA, BaJIMAHOCTTA U
HaZEeXAHOCTTa Ha TO3M BBMPOCHWK KAaTO TOYEH WMHCTPYMEHT 33 pasno3HaBaHe Ha 4YeTupuTe
NPeasioKeHW CTUAa Ha urpauuTe, Belwe npoBefeHO NWAOTHO npoy4ysaHe. CTaTusATa npeacTass
pe3ynTaTuTe, NOJyYeHN OT MPOYYBAHETO, 3ae4HO C TEXHWUA aHaN3 U MPUIOKMMOCT.
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Summary of scientific papers
by Assoc. Prof. Dr. Adelina Plamenova Aleksieva-Petrova
submitted for the participation in the competition for the academic position “Professor”
in the professional field 5.13. “General Engineering”
scientific specialty “Intelligent Systems and Artificial Intelligence,”
announced in the State Gazette No. 30 / March 27, 2026

The candidate participates under this competition with the next scientific papers:
> 10 publications, equivalent to a monograph, cited in the Scopus and/or Web of Science
databases;
» 23 scientific publications in world-renowned databases
(in Scopus and Web of Science);
» 19in non-indexed peer-reviewed journals;
» 1 published textbook;
» 1 published teaching aid;
» 5 scientific publications in Q1 journals.
Note:
1) None of the scientific works submitted for the competition were previously submitted for
the award of a doctoral degree or for appointment to the academic position of “Associate
Professor”;
2) The numbering of the scientific works is presented according to the indicator.

Table 1 below presents summary information on the candidate’s scientometric indicators for
the competition:

Table 1. Summary of scientometric indicators by indicator group

Academic position "Professor"

Number of points by indicator
according to

Group Content Min. national Number of
requirements of points based
PURZAD at TU-Sofia on the
candidate's
indicators

Indicator 1: Dissertation for the award of the
A . " ” 50 50
academic degree of “Doctor

Indicator 3: Habilitation thesis — 10 publications,
B equivalent to a monograph, indexed in the 100 200
Scopus and/or Web of Science databases

Indicator 7: Scientific publication in journals that
are cited and indexed in world-renowned 383.33
scientific databases
250

Indicator 8: Scientific publication in non-
refereed peer-reviewed journals or in edited 161.67
collective works.
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Indicator 12: Citations or reviews in scientific
publications, referenced and indexed in world-

D renowned scientific information databases or in 100 770.0
monographs and collective volumes
Indicator 17: Supervision of a doctoral student
who has successfully defended their 180.0
dissertation.

Indicator 18: Participation in a national scientific
. . 60.0
or educational project.
Indicator 21: Supervision of an international
S . . 120.0
scientific or educational project.

E Indicator 20: Leadership of a national research 220 400
or educational project. ’
Indicator 22: Funds raised for projects led by the

. 47.4
candidate.
Indicator 23: Published textbook

. 40.0
used in the school system.
Indicator 24: Published teaching aid used in the

20.0

school network.
Indicator 30: Number of lecture hours taught

G over the past three years. 120 878
Indicator 31: Hirsch index according to Scopus

z or Web of Science, calculated excluding self- 5 6
citations.

Indicator 32: Number of publications in journals

I falling within the Q1 or Q2 quartile for the 5 5
respective scientific field/professional discipline.

Total 850 2,956.4

I. Habilitation thesis — 10 scientific publications in journals that are cited and indexed in
world-renowned scientific databases

Indicator B includes 10 publications, equivalent to a monograph, cited in the world-renowned
databases Scopus and/or Web of Science.

The publications are thematically grouped under the general title “Intelligent Systems and Artificial
Intelligence.” The presented publications cover results from in-depth scientific research aimed at the
development and application of software architectures based on machine learning methods, deep
learning, evolutionary algorithms, and data analysis.

The article “Multimodal System for Human Emotion Recognition via Intelligent Agents” [B4.1]
examines the problem of automatic human emotion recognition as one of the key tasks in modern
systems that use artificial intelligence (Al). It is emphasized that traditional emotion recognition
systems are often limited in terms of accuracy, adaptability, and the ability to operate in dynamic
environments. To overcome these limitations, a multimodal architecture based on autonomous
intelligent agents is proposed, which allows for the integration of various types of input data—voice,
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visual, and physiological signals. In this way, the system implements the fundamental principles of Al-
based adaptive systems: autonomy, distributed processing, and context-aware decision-making.

Particular attention is paid to the use of multimodal analysis as a distinctive feature of intelligent Al
systems. Speech technologies analyze intonation, timbre, and paralinguistic characteristics of the
voice; visual methods use computer vision to process facial expressions and body movements; and
physiological modules work with biometric signals such as EEG, electrodermal activity, pulse, and brain
electrical activity. Combining different modalities allows the system to build a more complete and
reliable interpretation of a person’s emotional state. This is a typical example of an intelligent system
using machine learning to improve the accuracy and robustness of the analysis.

The main focus of the article is the construction of a multi-agent architecture in which each intelligent
agent performs a specialized function and communicates with the other components through
coordination mechanisms. The agents are autonomous Al modules that perceive information from the
environment via sensors, perform local analysis, and make decisions within the scope of their
specialization. The architecture enables distributed data processing, parallel operation of individual
agents, and adaptive resource management. In this way, the system demonstrates key characteristics
of intelligent systems—modularity, self-organization, scalability, and the ability to operate in real time.

For each modality, specialized Feature Extraction Agents (FEAs) are defined, which perform
preprocessing and feature extraction. Voice agents analyze syntactic-semantic and acoustic
parameters, visual agents use computer vision and image recognition techniques, and physiological
agents process biometric signals using Al algorithms for classification and pattern recognition. The
architecture is built on the “system of systems” model, in which a central manager coordinates the
work of the individual intelligent subsystems. This allows for the dynamic activation and configuration
of agents depending on the available sensors, context, and application environment.

In this way, a comprehensive architecture of an intelligent Al system for human emotion recognition
is built, combining a multi-agent approach, machine learning, and multimodal analysis. The main
advantages of the proposed architecture are its adaptability, modularity, and independence from a
specific type of input data. The system can be applied in fields such as intelligent learning
environments, healthcare, robotics, and human-machine interaction. The research demonstrates how
modern artificial intelligence technologies can be used to build cognitively oriented intelligent systems
capable of understanding and interpreting human emotional behavior in real time.

Following the development of a multi-agent architecture for processing and interpreting multimodal
data, the research focus naturally shifts toward building intelligent systems capable of autonomously
recognizing and analyzing human activity through deep learning and evolutionary artificial intelligence
methods.

In a series of studies [B4.2, B4.3, B4.4] devoted to Human Activity Recognition (HAR), the concept of
building intelligent systems based on deep learning and evolutionary algorithms has been
progressively developed. The main goal of these studies is to create an adaptive Al architecture capable
of automatically analyzing sensor data and recognizing human activities in real time. The application
context includes smart environments, health monitoring, physical activity tracking, and assisting the
elderly in smart homes. Already in the first study [B4.2] , emphasis is placed on the role of various types
of sensors—video cameras, wearable accelerometers, and environment-embedded devices—as
primary data sources for intelligent systems. This defines the architectural framework of the future
system as a multi-layer Al environment for collecting, processing, and analyzing behavioral data.

The initial model uses a one-dimensional convolutional neural network (1D CNN), manually designed
through a sequential semi-automatic process for tuning hyperparameters [B4.2]. The architecture
includes four convolutional layers with ReLU activation, a pooling mechanism, a fully connected layer
with Dropout regularization, and a Softmax classifier. In the context of intelligent systems, this CNN
architecture functions as a core for feature extraction from raw accelerometer signals. The system
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automatically transforms the input time series into abstract representations of movements, without
the need for manually defined features. The results obtained—an average accuracy of 98.86%—
demonstrate that deep learning can be successfully used as a key analytical component in intelligent
systems for human behavior recognition.

The next stage of the research builds upon this architecture by introducing an evolutionary approach
for the automated design of CNN models [B4.3]. The main problem is that manually optimizing the
architecture of neural networks requires significant expertise and is difficult to implement in scalable
intelligent systems. As a solution, an automated approach based on genetic algorithms is proposed for
optimizing the architecture of a one-dimensional CNN trained with accelerometer data.

The proposed method represents CNN architectures as individuals in a population of a variable-length
genetic algorithm, consisting of a convolutional and a fully connected part. The initial population is
generated randomly, after which modified crossover and mutation operators, adapted for solutions of
varying lengths, are applied. To accelerate the evolution, each architecture is trained for only 5 epochs
during optimization, and the best architecture found is fully trained for 100 epochs in the final stage.

The experimental evaluation was conducted on two publicly available accelerometer datasets—
WISDM Actitracker (6 activities, 36 participants) and the Smartphone-Based HAR Dataset (6 main
activities from 30 participants). The results show that evolved architectures achieve an average
accuracy of approximately 97.5% on WISDM and 97.3% on the smartphone-based dataset. Analysis of
the confusion matrices reveals that activities such as walking, running, and lying down are recognized
very well, while sitting and standing, as well as climbing/descending stairs, are more difficult to
distinguish from one another.

The approach demonstrates that genetic algorithms can successfully automate CNN design, reducing
the need for specialized expertise and making deep learning more accessible for solving real-world
problems in the field of intelligent systems.

Article [B4.4] represents an extension of the research with a more in-depth review of related
approaches for the automated design of CNN architectures. The authors categorize existing methods
into three groups: reinforcement learning (Q-learning, Policy Gradient), metaheuristic algorithms
(swarm optimization, PSO, bat algorithm, fireflies), and evolutionary approaches. The review reveals
that most studies focus on image classification rather than activity recognition from inertial sensors,
which highlights the novelty of the proposed approach.

A key addition to the previous study is the detailed description of the encoding of solutions and genetic
operators. Each CNN architecture is represented as a two-part structure—a convolutional and a fully
connected part—with variable length. The crossover probability is dynamic and depends on the
difference in the lengths of the two parent solutions: the more similar they are, the higher the
probability. Mutation decreases linearly from 0.8 to 0.2 as generations progress, and can modify, add,
or remove layers.

A significant new addition is testing on the PAMAP2 dataset—a more complex dataset with 8 activities,
including atypical activities such as ironing and vacuuming. The results on PAMAP2 are more modest
(average F1 around 0.70) compared to the other two datasets, which the authors attribute to the
greater variability and complexity of the activities. The model struggles most with recognizing the
"lying down" position, which is regularly confused with "sitting" and "standing."

Additional experiments compare the evolutionary approach with random search and with evolution
via mutation only (without crossover), using an equal number of evaluated architectures. The results
show that the average values of the three approaches are close, but the evolutionary algorithm with
crossover and mutation demonstrates the highest consistency across individual runs—lower variance
in the results. This confirms that crossover, although it does not dramatically improve the average
accuracy, contributes to more reliable and predictable behavior of the algorithm.
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The use of different datasets across the various studies (WISDM, Smartphone-Based HAR, and
PAMAP2) demonstrates the architecture’s ability to adapt to different types of activities and sensor
environments. Analysis of the results shows that the system recognizes activities such as walking,
running, and lying down with high accuracy, while similar activities such as standing and sitting, or
climbing and descending stairs, remain more difficult to distinguish.

Overall, the three studies present a clear evolution of an intelligent Al architecture—from a manually
designed CNN system to a fully automated evolutionary environment for neural network optimization.
At the core of this architecture lies the idea of autonomy, adaptability, and self-optimization—
fundamental characteristics of intelligent systems and artificial intelligence. The studies demonstrate
how the combination of deep learning, genetic algorithms, and sensor data processing can lead to the
development of highly efficient adaptive systems for analyzing human behavior.

Following the development of intelligent architectures for recognizing human activity through deep
learning and evolutionary algorithms, the research focus has expanded to the development of adaptive
intelligent systems capable of analyzing trainee behavior and generating personalized
recommendations through big data processing and machine learning.

Article [B4.5] examines the application of artificial intelligence in the field of analyzing data generated
from learning, with the aim of adapting and recommending educational content and activities. The
main idea is to use machine learning and the processing of large volumes of information generated by
learning management systems and educational games to improve learners’ outcomes. In this way, the
analysis of learning processes enables the prediction of student success and the provision of
personalized recommendations to both learners and instructors. The research extends the application
of intelligent architectures from human behavior recognition and analysis to adaptive educational
environments capable of making decisions based on accumulated data.

The article presents a multi-layer software architecture for adaptation and recommendations in an
intelligent learning environment. The architecture includes layers for extracting, aggregating, storing,
and processing large volumes of data. Data obtained from educational platforms and games is
collected, structured, and processed in a unified environment, enabling the construction of an
integrated intelligent system. At the heart of the architecture lies an analytical core that performs
statistical, semantic, and text analysis and generates personalized recommendations for learning
content and activities. In this way, the system functions as an adaptive architecture that expands the
capabilities of intelligent systems through automatic analysis and interpretation of learner behavior.

Particular attention is paid to algorithms for predicting the learning process using machine learning
methods. Key challenges in data processing include missing values, varying scales of information, noise,
and categorical attributes. The process of preprocessing, feature extraction, and feature selection—
which are key to building effective predictive models—is described. The presented model for data
processing and building analytical relationships demonstrates how the architecture of an intelligent
system can self-adapt to different types of input information and extract knowledge from complex and
heterogeneous data.

The experimental section uses real data from a learning management system containing over 63,000
events related to student and instructor activities. Key activities such as course viewing, discussions,
grade inquiries, and updates to learning modules were extracted from the system logs. After
preprocessing and encoding the data, a multi-class classification algorithm based on an average
perceptron—a simplified neural network model—was applied. The results show an accuracy of 88.01%
in classifying various learning activities, confirming the effectiveness of the proposed intelligent
architecture.

The study demonstrates how intelligent systems, data analysis, and machine learning can be integrated
into adaptive learning platforms. The proposed architecture extends traditional models of intelligent
systems by adding capabilities for behavior analysis, predictive modeling, and the automatic
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generation of personalized recommendations. This creates a foundation for the development of
intelligent learning environments capable of dynamically adapting to learners’ needs and supporting
the decision-making process through data analysis and artificial intelligence methods.

As a natural continuation of the previous study, the same dataset extracted from the learning
management system is used, containing over 63,000 events and eight main attributes, but the
architecture of the intelligent system is expanded by applying several different machine learning
algorithms [B4.6]. Instead of using a single classification model, methods such as Random Forest, Naive
Bayes, K-Nearest Neighbors (KNN), Logistic Regression, and Support Vector Machines (SVM). In this
way, the system architecture evolves into a more flexible and adaptive environment for analyzing
training data and predicting the behavior of trainees.

The experiments were conducted using a data processing and analysis workflow that enables training,
validation, and comparison of the various models. The best results were achieved by the Random
Forest algorithm, which reached an accuracy of 93.4%, demonstrating high effectiveness in classifying
learning activities. Analysis using ROC curves and confusion matrices shows that the system
successfully recognizes key activities such as viewing courses, reviewing grade reports, and other
actions performed by students and instructors.

This study expands upon the previous intelligent architecture by adding the ability to compare and
select the most appropriate model for analyzing behavior in a learning environment. In this way, the
system acquires the properties of an adaptive analytical platform capable of automatically detecting
patterns in learning processes and generating personalized recommendations. The results confirm that
integrating various machine learning algorithms into a unified architecture enhances the reliability and
effectiveness of intelligent educational systems and lays the foundation for the development of
personalized, data-driven learning.

Following the development of intelligent systems for data processing and analysis, research interest
has gradually shifted toward a new and particularly significant area—software application security and
network security. In this context, artificial intelligence is beginning to be used for automated
vulnerability detection, network traffic analysis, anomaly detection, and the development of adaptive
defense mechanisms against modern cyber threats.

The first study [B4.7] described in the article “Improving the Detection and Prevention of Phishing Sites
through Machine Learning with Image Classification” proposes an innovative method for detecting
phishing based on machine learning and computer vision, implemented as a browser plugin called
NotPwned.

Phishing is one of the most serious problems in the field of computer security —victims are redirected
to fake copies of legitimate websites, most often with the aim of stealing login or payment credentials.
Modern browsers rely primarily on blacklists of known malicious addresses, but attackers easily bypass
this protection by using new domains.

The proposed method for detecting phishing follows a four-step workflow: first, it checks whether the
visited site appears in the list of the top one million websites (Tranco); if not, a classifier determines
whether the page contains a data entry form; if so, the algorithm searches for a known logo of a trusted
platform; and finally, if the logo is found but the URL does not match the original, the site is flagged as
dangerous. A key advantage of this approach is that it operates entirely locally within the user’s
browser, without sending data to external servers, thereby ensuring privacy.

In this study, Al models were trained to recognize login forms by collecting 2,500 positive and 2,500
negative examples in the form of webpage images, and the training was performed using the Microsoft
Custom Vision platform with export to TensorFlow for operation in a browser environment. Multiple
architectures were tested for logo detection—YOLOv7, EfficientNet, MobileNetV3, and Custom Vision
models. YOLOv7 achieves nearly 100% accuracy, but its size of 576 MB makes it impractical for a
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browser plugin. The compromise solution is to use lighter models such as MobileNetV3, with an
accuracy of about 91%, balancing precision and practicality.

NotPwned was compared to eight widely used anti-phishing plugins, including Avast, Bitdefender,
Malwarebytes, and Microsoft Defender. When tested against five artificially created phishing pages
mimicking Facebook, NotPwned was the only plugin to successfully detect all five threats. The other
solutions miss particularly difficult cases—phishing pages that visually differ from the original or use
replaced logos. The detection time is just over 500 milliseconds, and the plugin size is 60.6 MB.

The article demonstrates that combining computer vision, image classification, and local execution of
Al models is an effective approach to protecting against new, unknown phishing attacks. The research
outlines a promising direction for the development of intelligent security systems, in which Al is not
merely an additional tool, but the foundation of the security architecture.

The second study [B4.8] extends this concept to the field of network security by developing a new
NTDP (Network Threat Detection and Prevention) architecture that combines a graph database with
automated detectors to protect networks from device-based threats in real time. The system’s goal is
to analyze the network infrastructure, detect anomalies, and automatically apply defense mechanisms
against potential threats.

The NTDP system consists of five main components: data collection, data management, data analysis,
visualization, and incident response. The data collection component extracts information about
network traffic via a TAP sensor without interrupting device operation. The data is stored centrally in
a Neodj graph database, which enables interactive visualization of the network topology. The analysis
and event response components are integrated via detectors that apply a set of rules defined in YAML
files and automatically enforce restrictions upon detecting threats.

Network devices—hosts, switches, and routers—are modeled as nodes in the graph database, and the
connections between them (CONNECTED_TO, FORWARDS_TO, ROUTES_TO) are represented as edges.
Data is loaded from CSV files containing attributes such as IP address, MAC address, operating system,
protocol, and device status. The choice of a graph database over a relational one is justified by the
natural representation of the network topology and the ease of building a visualization that reflects
dynamic changes in the network in real time.

During the simulation, devices from the external network periodically connect to the test
infrastructure, and the two activated detectors monitor their behavior and enforce restrictions. Device
statuses are visualized using color coding: green for FREE, red for BLOCK, and gray for SUSPEND. The
system processes at least 10,000 events per second, maintains a response time under 1 millisecond,
and achieves a response time of less than 1 second when a new device is added. Results are tracked
simultaneously through graphical visualization and system logs.

The NTDP system demonstrates how graph databases can serve as an intelligent foundation for
network security, combining structured storage, visualization, and automated threat response. The
modular architecture ensures scalability and easy expansion with new functionalities. The authors note
that the current implementation is an initial step, and future development includes the integration of
machine learning algorithms—for anomaly detection and more precise threat recognition—which
would transform the system into a fully-fledged intelligent network security solution.

The two studies [B4.7, B4.8] clearly demonstrate how intelligent systems and artificial intelligence are
gradually becoming a key element in the development of modern cybersecurity solutions. Whether it
involves protecting web applications or analyzing network infrastructure, the core principle remains
the same—automated data collection, intelligent behavioral analysis, anomaly detection, and dynamic
response to threats. In this way, artificial intelligence lays the foundation for a new generation of
adaptive and autonomous security systems capable of protecting complex software and network
environments in real time.



SUMMARY OF SCIENTIFIC PAPERS ASSOC. PROF. DR. ADELINA ALEKSIEVA-PETROVA

In contemporary scientific research, intelligent systems are no longer used solely for the automation
and protection of information systems, but also for solving global problems related to sustainable
development, natural resource management, and environmental protection.

One of these new application areas involves the analysis and prediction of air pollution using intelligent
neural models. The study “Emotional Attention for Trained Convolutional Neural Networks” [B4.9]
proposes a new modular approach to “emotional” attention, which is applied to already trained
convolutional neural networks (CNNs) without changing their parameters, with the aim of improving
accuracy in difficult-to-recognize cases.

The proposed module consists of two submodules. The attention submodule is a single-layer neural
network that learns channel-wise attention through global aggregation (average, maximum, or
combined) of features from the convolutional layer and generates a vector of weights for the channels.
The emotional submodule is a binary classifier that identifies difficult cases—those in which the base
model has an error rate exceeding 20%. When the emotional submodule detects a difficult case, the
channel weights from the first submodule are applied; in all other cases, the feature maps are passed
unchanged to the next layer.

The approach was validated on a CNN-LSTM model trained to predict PM,.s concentrations at the
Wangliu weather station in Beijing, using the Beijing Multi-Site Air-Quality dataset. The system uses
historical air quality data and performs spatiotemporal analysis of pollution through deep learning. The
results show that adding the intelligent attention mechanism improves forecast accuracy and enables
better recognition of complex and unstable patterns in the data.

Crucially, the study demonstrates how artificial intelligence can support sustainable environmental
management through early pollution forecasting, analysis of atmospheric processes, and support for
environmental monitoring systems. Intelligent data analysis algorithms can be used to build early
warning systems that assist institutions and citizens in making decisions related to health and quality
of life.

The second article extends this approach to the sustainable management of water resources and
ecosystem services. The study [B4.10] “Extraction and Storage of Data Related to Users of Water
Ecosystem Services in Bulgaria” examines the development of an intelligent system for extracting,
processing, and storing data related to users of water ecosystem services in Bulgaria.

In Bulgaria, 85% of water resources originate in mountain watersheds dominated by forest vegetation,
and forests cover approximately 4 million hectares. Despite the significant contribution of forests to
the generation of clean water, their water conservation function is economically undervalued, and the
forestry sector is deprived of the corresponding compensation. To institutionalize the water ecosystem
service as a productive function, it is necessary to identify water users and analyze the quantities
consumed. The article proposes a method for extracting and storing heterogeneous data on water
users in Bulgaria.

The main input data is contained in numerous Excel documents with varying structures, including
information on the population by municipality, drinking water consumed by households, water
supplied, water abstraction, and water used by sector. The proposed method uses the ETL process
(extract, transform, load) as a reference model and includes four stages: detection of missing and
incomplete data; data normalization; detection of contradictory and misleading data through
clustering; and final loading into a unified structure. The goal is to consolidate data from various
sources into a centralized repository with a unified format.

The system uses intelligent mechanisms for data processing and validation, including clustering
algorithms such as k-means to detect anomalies and inconsistent data. Machine learning is used to
analyze different water consumption patterns across regions and economic sectors. In the
experimental part, data for various regions of Bulgaria were examined, and the results allow for the
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detection of similar consumption patterns and the identification of specific deviations in industrial
water use.

Itis particularly important that the developed system serves as a foundation for future smart platforms
for the sustainable management of natural resources. Through automated processing, visualization,
and analysis of environmental data, government institutions, municipalities, and organizations can be
supported in water resource planning, ecosystem service assessment, and decision-making related to
environmental protection.

In conclusion, the studies reviewed [B4.1-B4.10] outline a consistent development of a research line
aimed at building intelligent systems based on methods of artificial intelligence, deep learning,
machine learning, and data analysis. The studies span various application areas—human activity
recognition, multi-agent systems, adaptive learning environments, cybersecurity, and sustainable
environmental management—demonstrating how intelligent architectures can be adapted to a variety
of real-world tasks. The common concept underlying all developments is the construction of
autonomous, adaptive, and scalable systems that collect, process, and analyze large volumes of data,
discover patterns, and support the decision-making process. A particularly significant contribution is
the integration of evolutionary algorithms, attention mechanisms, multi-agent architectures, and
analytical models, which expand the capabilities of traditional information systems and transform
them into intelligent cognitive environments. Taken as a whole, these studies demonstrate how
artificial intelligence is gradually establishing itself as a key technological paradigm for developing
adaptive systems in areas of high societal importance—healthcare, education, security, and
sustainable environmental development.

Scientific publications presented, equivalent to a monograph:

[1]. Raynova, Ralitza, Adelina Aleksieva-Petrova, and Milena Lazarova. "Multi-agent Multimodal
Human Emotion Recognition Architecture." 2020 28th National Conference with International
Participation (TELECOM). IEEE, 2020.

[2]. Tsokov, S., M. Lazarova, and A. Aleksieva-Petrova. "Accelerometer-based human activity
recognition using 1D convolutional neural network." IOP Conference Series: Materials Science
and Engineering. Vol. 1031. No. 1. IOP Publishing, 2021.

[3]. Tsokov, Stefan, Milena Lazarova, and Adelina Aleksieva-Petrova. "Evolving 1D convolutional
neural networks for human activity recognition." Proceedings of the 22nd International
Conference on Computer Systems and Technologies. 2021.

[4]. Tsokov, Stefan, Milena Lazarova, and Adelina Aleksieva-Petrova. "An evolutionary approach to
the design of convolutional neural networks for human activity recognition." Indian J. Comput.
Sci. Eng 12.2 (2021): 499-517.

[5]. Aleksieva-Petrova, Adelina, Veska Gancheva, and Milen Petrov. "Software Architecture for
Adaptation and Recommendation of Course Content and Activities Based on Learning
Analytics." 2020 International Conference on Mathematics and Computers in Science and
Engineering (MACISE). IEEE, 2020. (Scopus, WOS)

[6]. Aleksieva-Petrova, A., Gancheva, V., Petrov, M. APTITUDE framework for learning data
classification based on machine learning, International Journal of Circuits, Systems and Signal
Processing 14, pp. 379-385, 2020

[7]. Kaloyan Manev, Milen Petrov, Adelina Aleksieva-Petrova. “Enhancing Phishing Site Detection
and Prevention Through Machine Learning with Image Classification”, International Journal on
Information Technologies and Security (IJITS), Issue No. 4 (Volume 17), December 2025.

[8]. "Lyubenova, Simona, Milen Petrov, and Adelina Aleksieva-Petrova. ""A graph database
intrusion detection and prevention system."" The Eurasia Proceedings of Science, Technology,
Engineering & Mathematics (EPSTEM) 29 (2024): 182-191.
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[9]. Tsokov, S., Lazarova, M., Aleksieva-Petrova, A. Emotional Attention for Trained Convolutional
Neural Networks, (2020) 2023 11th International Scientific Conference on Computer Science,
COMSCI 2023 — Proceedings.

[10]. Aleksieva-Petrova, Adelina, Nevena Shuleva, and Ralitsa Peycheva. "Extraction and Storage of
Data Related to Users of Water Ecosystem Services in Bulgaria." 2022 26th International
Conference on Circuits, Systems, Communications and Computers (CSCC). IEEE, 2022.

Il. Scientific publications in journals that are cited and indexed in world-renowned
databases (Scopus and Web of Science)

2.1. Characteristics of the publications

The scientific publications included in this group focus primarily on two interrelated scientific fields—
A) intelligent systems and the application of artificial intelligence in technology-assisted learning, and
B) intelligent systems and the application of artificial intelligence in the field of cybersecurity. The
publications examine modern methods for learning analysis, personalization of educational content,
integration and processing of educational data, as well as approaches to developing secure software
systems and managing cyber risks. Brief descriptions of the publications in both fields are presented
below.

Intelligent Systems and the Application of Artificial Intelligence in the Field of Technology-Enhanced
Learning

A significant portion of the publications is devoted to the development of intelligent methods and
software solutions to support the learning process through learning analytics, the adaptation of
educational content, and the integration of various educational technologies. In publications [G7.1],
[G7.3], [G7.4], [G7.5], and [G7.11], models and architectures are proposed for collecting, integrating,
and analyzing data from various educational environments, as well as methods for predicting learner
outcomes and generating personalized recommendations through data analysis techniques, semantic
models, and machine learning.

Publications related to the development and evaluation of new educational platforms and
technologies also make a significant contribution. In [G7.2], an analysis of existing systems for
educational escape room environments is conducted, and the main requirements for their design are
formulated. In [G7.9], an architecture is proposed for the validation and development of a system for
bilateral anonymous peer assessment, and in [G7.12], a software architecture is developed for the
automated assessment of programming assignments using virtualized environments and containers.
Publication [G7.10] presents an architecture for managing and sharing synthesized audio lectures via
REST-based web services, aimed at improving the accessibility and effectiveness of learning.

Another group of studies focuses on the integration of information and communication technologies
in education. Publications [G7.7], [G7.8], and [G7.13] present results from empirical studies on the use
of ICT and open educational resources in various educational institutions. A metamodel for integrating
ICT tools into the learning environment has been developed, and the factors determining their impact
on the learning process have been analyzed.

Publications [G7.6], [G7.22], and [G7.23], dedicated to personal data protection and compliance with
GDPR requirements in learning management systems, hold a special place. They develop models for
data anonymization, methods for the secure sharing of information, and architectural solutions for
aligning learning analytics with current regulatory requirements for personal data protection.

Intelligent Systems and the Application of Artificial Intelligence in Cybersecurity

The second group of publications examines various aspects of cybersecurity, secure software
development, and the application of intelligent methods for protecting information systems.
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Publications [G7.16], [G7.17], [G7.18], and [G7.20] investigate current practices for integrating security
into the software development lifecycle through SSDLC, DevSecOps, and threat modeling approaches.
Frameworks for the automated implementation of security mechanisms in DevOps processes and
methods for building secure environments for software engineering education are proposed.

Security issues related to specific technology platforms are addressed in [G7.14] and [G7.15]. The first
publication provides a detailed analysis of modern security plugins for WordPress, including an
assessment of their protection mechanisms and resilience to attacks. The second publication analyzes
the security of unmanned aerial vehicles by building a threat model and conducting penetration tests
to identify vulnerabilities.

The research in [G7.19] examines the interrelationship between artificial intelligence and cybersecurity
through a systematic review of current Al applications for both defensive and offensive purposes. It
analyzes technological trends, potential risks, and ethical aspects of using intelligent algorithms in
cybersecurity.

Publication [G7.21] complements this line of research through a detailed analysis and classification of
existing authentication mechanisms, including biometric methods, cryptographic solutions, digital
signatures, one-time passwords, blockchain-based approaches, and multi-factor authentication
schemes. The study systematizes existing solutions and outlines prospects for their development in
the context of growing information security requirements.

2.2. Abstracts of the publications

A) Intelligent Systems and the Application of Artificial Intelligence in the Field of Technology-Enhanced
Learning

[G7.1] Aleksieva-Petrova, Adelina. "Students’ Attitudes toward Personal and Learning Data Usage in
Aptitude Project Learner Taxonomy." Proceedings of the 14th Conference on Information Systems and
Grid Technologies, ISGT. 2021.

Abstract. Learning analytics (LA) is a process that collects and analyzes learner data and activities to
provide predictive indicators and improve learning effectiveness. This article proposes a learner data
taxonomy used in the Aptitude project to define the main objects in learning analytics. Based on this
taxonomy, a study was designed and conducted to investigate students’ attitudes toward the use of
personal and learning data for LA purposes. The results show that most of them would provide
information related to their academic preparation and their learning experiences.

[G7.2] Petrov, Milen, et al. "System Review and Requirements Analysis for Escape Classroom System."
International Conference on Methodologies and Intelligent Systems for Technology-Enhanced
Learning. Cham: Springer Nature Switzerland, 2023.

Abstract. In today’s digitalized world, educational games are used in many areas of our lives, regardless
of age. Today, escape rooms with puzzle games are very popular and widespread, as they are suitable
for both live, real-time play and online play. The main objective of the game is for players to solve a
series of different types of “puzzles” within a limited time frame. This article examines existing systems
for this type of game and attempts to classify and identify the key requirements for the design and
development of software that supports this type of learning platform, as a combination of several
types of software systems.

[G7.3] Aleksieva-Petrova, Adelina, and Milen Petrov. "Data Merging for Learning Analytics in Learning
Environments." International Conference on Interactive Collaborative Learning. Cham: Springer
International Publishing, 2022.

Abstract. To ensure effective learning analytics, most systems and tools track student behavior.
Typically, there is no interoperability between different learning systems or tools. Without data
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exchange, it is not possible to use integrated information for learning analytics from these systems.
The aim of this article is to propose a data integration method that includes two main phases: data
preprocessing and data integration. The preprocessing phase uses data from generated system logs as
input and performs three operations: data cleaning, data anonymization, and data encoding. It is
necessary to verify that all files containing useful information from the training systems have been
processed correctly. The data integration phase involves two main operations: parameter definition
and various approaches, such as data aggregation or data merging. As a result, the consolidated file is
incorporated into the defined data processing workflow. As proof of concept for validating the
proposed method, two different system log files are used for learning analysis: Moodle and an existing
web-based peer assessment and review system.

[G7.4] Aleksieva-Petrova, Adelina, and Milen Petrov. "A Case Study for Analysis and Prediction in
Learning Using a Peer Learning System." (2022) International Conference on Applied Computing 2022
and WWW/Internet 2022, pp. 241-246.

Abstract. The use of data from various learning systems and tools to analyze and predict student
achievement and behavior is a method for improving the effectiveness of learning. This article presents
a peer assessment and review system used to simulate the processes of analysis and prediction in a
learning environment. Aggregation and sorting methods are applied in the analysis process. The
"Decision Tree" classification method is applied and evaluated to predict the outcome.

[G7.5] Aleksieva-Petrova, Adelina, and Milen Petrov. "Recommendation engine of learning contents
and activities based on learning analytics." Interactive Mobile Communication, Technologies and
Learning. Cham: Springer International Publishing, 2021. 372-378.

Abstract. Recommendation systems are increasingly being integrated into e-learning systems. This
article proposes a software architecture for recommending learning content and activities, which has
been validated through a case study. The main goal of this architecture is to achieve better
recommendations for learning content and activities not only within these systems but also in similar
e-learning environments.

[G7.6] Aleksieva-Petrova, Adelina, and Milen Petrov. "Survey on the importance of using personal data
for learning analytics and of data privacy." 2020 International Conference on Automatics and
Informatics (ICAI). IEEE, 2020.

Abstract. The adaptation and recommendation of learning content and workflows represent one of
the main challenges in technology- . The main objective of this paper is to assess the importance of
using personal data for learning analytics and data privacy, particularly for the purposes of adapting
and recommending educational content and activities. To achieve this objective, a survey was designed
and conducted. The results of the study are based on 137 responses collected from students in the
Bachelor’s program in “Computer and Software Engineering.”

[G7.7] Minkovska, Daniela, Lyudmila Stoyanova, and Adelina Aleksieva. "An analysis of integrating e-
learning and open educational resources into the classroom." 2019 Il International Conference on High
Technology for Sustainable Development (HiTech). IEEE, 2019.

Abstract. This article presents the results of a study on the use of information resources in several
schools across three countries. The main objectives of the article are to present the methodology of
the study on open educational resources (OER) and to describe the analysis of the results obtained.
With the use of OER, the educational system undergoes a qualitative change as a result of changes in
the actual content and teaching methods. The conclusions are presented.

[G7.8] Aleksieva-Petrova, Adelina, Amoussou Dorothee, and Milen Petrov. "Meta-model of the
teaching and learning environment based on ICT integration in e-learning systems." Proceedings of the
9th Balkan Conference on Informatics. 2019.
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Abstract. In a globalizing world driven by the rapid development of information and communication
technologies (ICT), the educational system faces the challenge of quickly identifying and implementing
appropriate methods that can be introduced into the classroom. The main objective of this article is to
examine the degree of ICT integration in the learning process. A meta-model for integrating ICT tools
into the learning environment is defined. A methodology is proposed for assessing the level of
knowledge and use of ICT and the impact of ICT on the learning process following the implementation
of the proposed model. Finally, the results obtained from the study are analyzed appropriately.

[G7.9] Petrov, M.; Damyanov, D.; Aleksieva-Petrova, A. "Peer Review Software Evaluation," Published
Jul 2019, International Conference on Education and New Learning Technologies - EDULEARN (WQOS).

Abstract. The research and development of new software tools that significantly help engage students
in the learning process always present a challenge. It is also a complex task to create interactive tools
for teaching and assessment in the field of computer science using various assessment methods, as
well as to demonstrate that these tools can be expanded with new functionalities while the system is
in active use. Currently, a software system for double-blind peer assessment in programming courses
has been implemented. Each student is assigned to evaluate one or more projects by their peers—a
written project and/or a project for anonymous review. The system has been well-received by users,
but its scalability is difficult to achieve. As a next step in the system’s development, we propose a
methodology and tools for improving and evaluating the existing peer-review software system. The
article defines a software architecture for validating the existing software. The design, development,
and use of the system are then described. Finally, the results of its implementation are presented and
discussed. One of the main goals of the presented software is to demonstrate that the new
functionalities and changes made are compatible with existing historical data. The design and
development of such tools accelerate the development lifecycle while improving the quality and
security of educational software.

[G7.10] Petrov, M., Y. Atanasov, and A. Aleksieva-Petrova. "Restful Web Services for Management,
Visualization, Synthesis, and Speech Sharing from Lectures." INTED2018 Proceedings. IATED, 2018.

Abstract. Computer technologies are all around us, and students will become increasingly dependent
on technological advances in the future. Providing high-quality and effective education remains one of
the most important tasks of our time. A wide variety of software tools and web services have been
designed and developed for educational purposes. The new trend in the development of such software
is to promote the use of synthesized audio lectures to accelerate learning and provide a diverse
alternative to written lectures in the form of audio speech. The desired functionality of such software
systems includes, but is not limited to: easy generation, management, and sharing of lectures in audio
format. This article describes the software architecture of the prototype, based on a REST client-server
application. Workspaces are defined for managing and grouping audio lectures with a specific file
structure. The dictionary structure is used to define and redefine words, numbers, and phrases to
improve the quality of the generated speech, especially for domain-specific terms or for localizing the
pronunciation of personal names.

[G7.11] Aleksieva-Petrova, Adelina, and Milen Petrov. "Software Architecture of Semantic
Recommendation Engine Based on Data Analysis in Learning Management Systems." ICERI2018
Proceedings. IATED, 2018.

Abstract. This paper presents an approach and software architecture for semantic recommendation
of various types of learning resources, using educational and gaming big data analytics generated by
modern e-learning platforms and educational games. To enable the system to provide semantic
recommendations, available information about each learner will be utilized, as well as aggregated
statistics on the behavior of a group of learners. The information will be extracted from the database,
and the system will analyze and generate personalized recommendations using machine learning
techniques. On the other hand, to achieve semantic search for resources containing materials related
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to the search term within the subject domain, an ontology will be used for the concepts and
relationships between them in the subject domain in which the educational platform specializes.

[G7.12] Petrov, Milen, Plamen Totev, and Adelina Aleksieva-Petrova. "Software Automation of
Homework Evaluation By Using Virtual Environments." ICERI2018 Proceedings. IATED, 2018.

Abstract. This article explores innovative approaches to homework grading in the fields of computer
science and software engineering. Grading homework assignments in courses with a large number of
students, not to mention massive open online courses (MOOCs), is essential for students’ successful
acquisition of knowledge and skills. Solving programming problems is a fundamental element in the
training of software engineers, as it facilitates the mastery of fundamental principles of software
analysis, design, and development. Manually grading program code can be a labor-intensive and error-
prone task, and with dozens or hundreds of students, the difficulties increase significantly. The use of
automated tests can significantly improve the process by verifying the correctness of the submitted
solutions. On the other hand, the secure and isolated execution of the code submitted by students
poses a serious technical challenge. Virtual machines have long been used to isolate code execution,
but they introduce significant additional resource costs and are not a practical solution for executing
small programs. For this reason, most traditional systems for automated assessment of programming
tasks use so-called “sandbox environments.” The drawback of these environments is their severe
limitations—for example, programs running within them cannot open network sockets or files. In
recent years, containers have established themselves as a lightweight and effective solution for
isolated process execution. They represent a method of operating system virtualization that allows an
application and its dependencies to run in processes with isolated resources. Our proposed solution, ,
demonstrates the use of containers as a means of isolating the homework testing process. A software
architecture has been analyzed and designed, based on which a software tool has been developed to
facilitate the isolation of solution execution and the extraction of results from their evaluation. The
system has been tested with several types of tasks, and the results obtained are encouraging. The
article discusses the conclusions drawn, the specifics of the system’s design, implementation, and use,
as well as its limitations.

[G7.13] Aleksieva-Petrova, Adelina, Amoussou Dorothee, and Milen Petrov. "A Survey on ICT usage in
education in Angola high polytechnical school." Proceedings of the 14th International Conferences on
WWW/Internet. 2017.

Abstract. The main objective of this article is to conduct a study and analyze the results related to the
use and level of familiarity with information and communication technologies (ICT) among various
target user groups at the Higher Polytechnic Institute in Uige, Angola. To achieve this objective, the
most widely used ICT tools were selected and categorized into seven main groups: Learning
Management Systems (LMS), blogs, social networks, e-book tools, file-sharing tools, wiki tools, and
video tutorial tools. The study’s findings are based on 441 completed questionnaires from faculty,
administrative staff, undergraduate and graduate students, as well as university employees. The
primary hardware devices used to access the internet are divided into two groups—mobile devices
and desktop computers. The study found that the most frequently used ICT tools are web-based and
fall primarily into two categories: social media and file-sharing tools.

B) Intelligent Systems and the Application of Artificial Intelligence in the Field of Cybersecurity

[G7.14] Stoyanov, Georgi, Adelina Aleksieva-Petrova, and Milen Petrov. "Analysis of modern security
plugins for WordPress." AIP Conference Proceedings. Vol. 3084. No. 1. AIP Publishing, 2024.

Abstract. WordPress is the most popular content management system in the world. In recent years,
websites using WordPress have been a popular target for hackers due to the platform’s popularity. To
address these issues, users turn to security plugins that help them deal with security threats. However,
there is no in-depth analysis of the security of WordPress plugins. In this regard, this article aims to
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analyze the operation of the main security plugins, including code analysis, testing against various
types of threats, examination of the data they collect, and an assessment of their strengths and
weaknesses. The principles of operation and implementations of modern security plugins are
described, and the criteria for selecting the plugins under study are defined. The results are
summarized, and the approaches used by the various plugins are compared.

[G7.15] Stefanov, Martin, Milen Petrov, and Adelina Aleksieva-Petrova. "Analysis of Drone Security."
2024 International Conference on Computing in Natural Sciences, Biomedicine and Engineering
(COMCONF). IEEE, 2024.

Abstract. The growing use of unmanned aerial vehicles (drones) increases the risk of cyber threats that
can compromise their security. Implementing robust security measures and safeguards is essential to
prevent misuse and ensure the protection of personal data and public safety. This article examines
network security by assessing the resilience of drones against common cyberattacks. A threat model
was developed to identify a set of possible attack vectors, followed by tests to identify potential
vulnerabilities and opportunities for their exploitation. The results obtained are documented and
analyzed, with corresponding conclusions and assessments made for each penetration test conducted.

[G7.16] Nikolov, Lyuben, and Adelina Aleksieva-Petrova. "Framework for Integrating Threat Modeling
into a DevOps Pipeline for Enhanced Software Development." 2024 International Conference on
Software, Telecommunications and Computer Networks (SoftCOM). IEEE, 2024.

Abstract. In the context of continuous integration and continuous deployment (CI/CD), the security of
software systems is of paramount importance. Integrating threat modeling into the DevOps process
ensures that security aspects are an integral part of the software development lifecycle, thereby
preventing the introduction of vulnerabilities into the production environment. This study presents a
detailed framework for integrating threat modeling into a Jenkins-based DevOps process. The
proposed framework includes storing the results of threat modeling in a database and using this
information to perform automated security checks. Three main challenges related to the integration
of security mechanisms into the DevOps process have been identified and are analyzed and discussed
in the context of the proposed framework.

[G7.17] Nikolov, L.A., Aleksieva-Petrova, A.P. Action Research on the DevSecOps Pipeline, (2023) 2023
11th International Scientific Conference on Computer Science, COMSCI 2023 — Proceedings

Abstract. In this article, we explore the relationship between automation and human expertise,
highlighting how DevSecOps methodologies facilitate the early detection and mitigation of
vulnerabilities, thereby strengthening the overall software security posture. By examining the cultural
shifts required for DevSecOps adoption within organizations, we shed light on the collaborative and
agile mindset necessary for successful implementation. Furthermore, this paper clarifies the
advancements in tools and technologies that have accelerated the adoption of DevSecOps, including
containerization, orchestration, and cloud architectures. We also explore the challenges and
limitations practitioners face when adopting DevSecOps practices, including threat modeling, secure
coding practices, and regulatory compliance. The paper establishes DevSecOps as a dynamic and
evolving discipline at the intersection of development, security, and operations, shaping the future of
software security through the adoption of synergy and resilience.

[G7.18] Aleksieva-Petrova, Adelina, and Milen Petrov. "Empirical Study on Secure Software
Development." 2023 10th International Conference on Dependable Systems and Their Applications
(DSA). IEEE, 2023.

Abstract. Integrating security into the software development process through the Secure Software
Development Life Cycle (SSDLC) involves continuous efforts by people and practices that ensure the
confidentiality, integrity, and availability of applications. For critical applications or those handling
sensitive information, security measures must be carefully planned and meticulously managed at every
stage of the software development lifecycle to achieve maximum effectiveness. The aim of this article
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is to examine the implementation of this approach and its effectiveness by reviewing the students’
projects and identifying the types of threats and vulnerabilities they discovered and addressed in their
software course project systems. We validated this approach by analyzing the results that students
training to become software engineers obtained after applying it in the design of their software
projects.

[G7.19] Hristov, G., Aleksieva-Petrova, A., Stankov, |. CyberAttacks and Artificial Intelligence: A
Systematic Mapping, (2023) 2023 11th International Scientific Conference on Computer Science,
COMSCI 2023 - Proceedings

Abstract. With the increasingly widespread implementation of artificial intelligence in products used
in everyday life, there is a threat of vulnerabilities in these products being exploited, which can
sometimes lead to permanent damage to the system and the user. This article examines the possible
connections, threats, and applications of artificial intelligence in cybersecurity. It provides a literature
review of current trends in artificial intelligence applications and challenges in the field of cybersecurity
for both offensive and defensive use, with a focus on both the technological and ethical perspectives.

[G7.20] Petrov, Milen, Alexander Zarkov, and Adelina Aleksieva-Petrova. "Automated Building of an
Environment for Secure Software Development in Web Technologies Courses." International
Conference on Interactive Collaborative Learning. Cham: Springer International Publishing, 2022.

Abstract. This article explores the automated construction of verified software environments that can
be used in university courses. Over the past few years, it has become clear that the use of online
environments, video meetings, virtual lectures, and online teaching and learning is no longer a matter
of choice. The coronavirus pandemic has forced all parts of educational systems—and even daily life—
to move online. Advances in research and development in the field of software automation can lead
to the use of various methods that allow university students and trainees to “get a feel” for the real-
world challenges of software development. We developed such an approach by defining the steps,
designing, and evaluating specific processes for automating the creation of a secure software
development environment. We defined both the functional and non-functional requirements for such
a system, and the following key development steps were identified and implemented: configuring
virtualization, defining and creating a virtual environment (virtual machines), database configuration,
and user settings management. The evaluation was conducted in accordance with the specifications
defined in the Web Technologies course, but the results and their application are not limited to this
course alone. In conclusion, the results of the evaluation conducted under laboratory conditions are
presented, and appropriate scenarios, applications, and future work are defined.

[G7.21] Ivaylo Chenchev, Adelina Aleksieva-Petrova, Milen Petrov, "Authentication Mechanisms and
Classification: A Literature Survey," Intelligent Computing (part of the Lecture Notes in Networks and
Systems book series), vol.: Lecture Notes in Networks and Systems, issue: 285, editor(s): Kohei Arai,
Publisher: Springer, 2021, pages: 1051-1070, ISSN (online): 978-3-030-80129-8, ISBN: 978-3-030-
80128-1, doi:10.1007/978-3-030-80129-8 69.

Abstract. Security must be considered from the moment two hosts need to communicate with each
other, through the authentication process, to the establishment of a secure connection. It is an
essential component of any authentication process. In general, hosts communicate over various
communication channels, which may be on private or public networks. The methods and complexity
of authentication vary depending on the parties involved in the communication. In this article, we
examine the various authentication methods based on specific criteria, such as the ability to remember
passwords; various graphical methods; physical characteristics (fingerprints, face); and combinations
of different techniques (certificates, PINs, digital signatures, one-time passwords, hash chains,
blockchain); QR codes (including those involving augmented reality) for transmitting long passwords,
etc. Our goal is to provide the most comprehensive review of the literature possible and to classify
authentication methods.
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[G7.22] Aleksieva-Petrova, Adelina, Ivaylo Chenchev, and Milen Petrov. "Three-Layer Model for
Learner Data Anonymization." INTED2020 Proceedings. IATED, 2020.

Abstract. Learning Management Systems (LMS) collect and process personal data for various activities
and must therefore comply with the requirements of the General Data Protection Regulation (GDPR).
Collecting data for analysis and reporting purposes presents a specific challenge. On the one hand,
analysis and statistical processing require access to large volumes of information; on the other hand,
organizations in the European Union that process personal data are required to comply with the GDPR.
Therefore, raw personal data cannot be used directly for analysis, reporting, and statistical purposes,
or can only be used to a limited extent. This article proposes a method for collecting, storing, and
maintaining personal information intended for analysis and reporting. The main objective is to present
a proposed anonymized model for protecting personal data in learning management systems (LMS
Anonymized Privacy Model — APM). The model is independent of any specific LMS platform and
comprises three main layers: a Privacy Compliance Layer, a Data Anonymization Layer, and an Analysis
& Reporting Layer. The article presents in detail the structure and functionality of each of these layers,
as well as their role in ensuring compliance with regulatory requirements when processing data for
analytical purposes.

[G7.23] Aleksieva-Petrova, A., I. Chenchev, and M. Petrov. "LMS data collection, processing, and
compliance with the EU GDPR." EDULEARN19 Proceedings. IATED, 2019.

Abstract. Today, the learning process is supported by a variety of information and communication
technology (ICT) tools that provide more flexible methods for delivering educational content and
assessing students. Learning Management Systems (LMS) are used to integrate a wide range of
pedagogical tools and resources for managing the learning process. The most widely used LMS
platform is Moodle. Its integration with various additional tools supports and enhances the learning
process. A key component of the system is the course, which can be organized in various formats and
include a variety of activities and resources. Students enroll in specific courses, and upon successful
completion, various assessment methods can be applied, providing extensive opportunities for
analyzing and tracking results. One of the challenges is the application of learning analytics methods
to support decision-making and draw conclusions regarding both course content and student
outcomes and motivation. To this end, personal data is collected, stored, and processed. The main
objective of this article is to review the requirements of the General Data Protection Regulation (GDPR)
and their application in a real LMS system—Moodle. There are various plug-ins for managing and
processing personal data within Moodle. The study focuses on a real-world Moodle installation and on
potential locations for storing personal information outside the system itself. Chapter 5 presents the
authors’ approach to data processing through two main processes—data anonymization and data
sharing with external systems—while ensuring compliance with personal data protection
requirements.

Ill. Publications in non-indexed peer-reviewed journals
3.1. Characteristics of publications in non-indexed peer-reviewed scientific journals

The scientific publications included in this group can be categorized into several main thematic areas:
educational technologies and learning management systems, semantic technologies and intelligent
search, data integration and management, cybersecurity and blockchain technologies, emotion
recognition, as well as intelligent software systems and automation of educational infrastructure. A
brief description of the publications in these areas is presented below.

Educational Technologies and Learning Management Systems

A significant portion of the publications is devoted to the application of information and
communication technologies in education, and in particular to learning management systems.
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Publication [G8.1] presents the use of a specialized LMS system based on Moodle for teaching the
course “Digital Electronics” in the “Computer Engineering” program. The study in [G8.4] proposes an
experimental framework for assessing the impact of ICT on the learning process through an analysis of
the degree of use and effectiveness of various technologies in an educational environment. In [G8.9],
a methodology for designing educational content on software security was developed, integrating best
security practices into all stages of the software development lifecycle. Publication [G8.19] proposes a
model for automating university learning infrastructure through the use of virtualization technologies
and automated management of the learning environment.

Semantic Technologies and Intelligent Search

A second group of publications examines the applications of semantic technologies, ontologies, and
intelligent search. In [G8.2], an ontological model for resource recommendation is proposed by
integrating information from social networks and learning management systems. An extension of
these ideas is presented in [G8.3], where a software framework for semantic search and
recommendation of learning resources is developed by analyzing the conceptual and semantic
similarity between documents. Publication [G8.10] presents a method for discovering semantic web
services by applying Dijkstra’s algorithm to semantic service descriptions, demonstrating the
capabilities for intelligent search in a Semantic Web environment.

Data Integration and Management

Publications [G8.5] and [G8.6] address the challenges of data integration and management in complex
information environments. In [G8.5], an architecture is proposed for integrating data from various
educational systems and tools to ensure unified access to information and improve learning
management processes. In [G8.6], a model for digital transformation and data centralization is
developed, which supports analysis, correlation, and decision-making through the use of a common
repository of information resources.

Cybersecurity and Blockchain Technologies

Another group of publications is related to the security of decentralized systems and the application
of blockchain technologies. Publications [G8.16] and [G8.17] provide an overview of the architecture,
characteristics, and applications of blockchain technologies, as well as potential directions for future
research. In [G8.7] and [G8.8], an innovative approach is proposed to enhance the security of P2P
communications by storing SSH public keys in a blockchain infrastructure, which ensures a higher
degree of reliability and trust among participants in decentralized networks.

Emotion recognition

Publications [G8.12], [G8.13], [G8.14], and [G8.15] focus on the field of affective computing and the
automatic recognition of human emotions. They analyze current approaches to emotion recognition
using images and video, propose agent-based models for processing multimodal data, and develop a
multi-layer architecture for intelligent control of emotion recognition processes. The research
demonstrates the application of computer vision and artificial intelligence methods to improve
human—machine interaction.

Intelligent Software Systems and Algorithmic Applications

Recent publications examine contemporary approaches to building intelligent software solutions. In
[G8.18], a methodology and system architecture are proposed for detecting anomalies in software
products using machine learning techniques aimed at improving the adaptability and accuracy of
monitoring systems. Publication [G8.11] presents an analysis and comparison of the Dijkstra and
Floyd—Warshall algorithms for the optimization and management of traffic flows in large cities,
demonstrating the practical application of the algorithms for finding the shortest paths in intelligent
transportation systems.
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3.2. Abstracts of publications in non-indexed peer-reviewed scientific journals

[G8.1] Adelina, Aleksieva-Petrova, and Valentin Mollov. "Application of LMS for teaching digital
electronics in Computer Engineering." Scientific Works of the Union of Scientists—Plovdiv. Series B:
Natural and Human Sciences 18 (2018): 108-111.

Abstract. The article presents the capabilities of a specially adapted learning management system
based on Moodle, which was created for the needs of students at the Faculty of Computer Systems
and Technologies (FCST) at TU-Sofia, Bulgaria. Special attention is given to the application of this LMS
in the course “Digital Electronics” for undergraduate students majoring in “Computer Engineering.”

[G8.2] Aleksieva-Petrova, Adelina, Plamen Tenev. "Examining Resource Sharing in Social Networks and
Learning Management Systems." Journal “Computer and Communications Engineering”, Vol. 11, No.
2,2017,ISSN 1314-2291.

Abstract: This study presents a platform that utilizes information from social networks (SNS) and
learning management systems (LMS). The platform offers resources to its users based on their
interests and relationships. To provide these recommendations, a model is proposed that delivers
content elements using an ontological model. This model is further enhanced with semantic
techniques for characterizing and linking user profiles, resources, and social networks. Based on this
model, recommendations are determined that are based on data from social networks, and it can be
used for recommendations for various products stored on the network that share similar
characteristics.

[G8.3] Aleksieva-Petrova, Adelina, Plamen Tenev. "Software Framework for Semantic Searching and
Recommendations of Resources." Journal “Computer and Communications Engineering”, Vol. 12, No.
1, 2018, ISSN 1314-2291.

Abstract. Learning Management Systems (LMS) and social networking sites are two distinct categories
of platforms that are widely used today for educational purposes. The main objective of this article is
to propose a software framework for recommendations of learning resources. It is based on methods
for semantic and conceptual search in documents and for calculating the semantic similarity between
two documents.

[G8.4] Aleksieva-Petrova, Adelina, Amoussou Dorothee, and Milen Petrov. "Experimental framework
for evaluation of ICT impact on the learning process." International Journal of Education and Learning
Systems 4 (2019).

Abstract. Today’s world has entered a whole new dimension, consisting of new concepts and terms
such as social networks, online communities, blogs and microblogs, emails, discussion forums, e-books,
etc. All these tools must be adapted to the learning process. The main objective of this article is to
propose an experimental framework for assessing the impact of ICT on the learning process. Two
independent studies are planned to determine the degree of ICT integration into the learning process:
an assessment of the level of knowledge and use of ICT by various target groups in the learning process
prior to the integration of ICT, and an assessment of the degree of impact of ICT on the learning process
following its integration.

[G8.5] Aleksieva-Petrova, A., M. Petrov, N. Bozhkov, V. Bozhinov, Data Integration from Different
Learning Systems, Journal “Computer and Communications Engineering”, Vol. 15, No. 2, 2021, ISSN
1314-2291

Abstract. The use of learning management systems is becoming increasingly widespread in educational
institutions. These systems offer capabilities for managing courses, students, and instructors, for
conducting exams, and for evaluating and reviewing projects uploaded to the system. The main
objective of this article is to investigate user requirements and propose a system architecture capable
of integrating data from various systems and tools in education. The proposed architecture is validated
through the implementation of a prototype and testing of its functionality.
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[G8.6] Manov, D., A. Aleksieva-Petrova, Management Through Digital Transformation to the
Centralized Database, Journal “Computer and Communications Engineering”, Vol. 15, No. 2, 2021, ISSN
1314-2291

Abstract. Today, most information systems in fields such as healthcare and education are inconsistent
and struggle to meet the changing requirements imposed on them by regulatory or natural changes.
The transformation of the model toward digital data centralization is a natural catalyst for the ability
to correlate different information objects historically, thereby significantly increasing the potential for
informed decision-making by global and national authorities. The main objective of this article is to
propose a model for transitioning to the centralization of digital data, with data sets stored in a shared
repository, in order to avoid many of the technological risks and obstacles.

[G8.7] Ivaylo Chenchev, Adelina Aleksieva-Petrova, "Secure Communication in Decentralized Networks
with Blockchain," presented at: First Workshop on Information Security (1Sec2019), 9th Balkan
Conference on Informatics (BCl 2019), September 26—-28, 2019, Technical University of Sofia, Bulgaria;
published in: Computer and Communications Engineering, ISSN 1314-2291, Vol. 13, No. 2/2019.

Abstract. P2P (Point-To-Point) communication is an essential part of decentralized networks. In
principle, these networks are public and not centrally managed. The article focuses on reviewing the
possible locations where data processing takes place—from processes in the operating system,
through the transfer of this data to a remote node (data in transit), to data processing, and finally its
storage/retention (data at rest). The article presents a new approach to ensuring authentication and
communication in P2P communication within decentralized networks—public keys for SSH
communication are stored and safeguarded on the blockchain, rather than in a local file (which is
typically different on each node). This security enhancement can be applied in any decentralized
network where the nodes are known to and trust one another. In such a blockchain, the number of
blocks will be exactly equal to the number of participating nodes, and each block will store information
about the keys (e.g., the SSH public key(s)) of a single node.

[G8.8] Chenchev, lvaylo; Aleksieva-Petrova, Adelina. Chapter Seven SSH Security Improvement.
Information Security in Education and Practice, 2020, 99.

Abstract. Peer-to-peer (P2P) communication is an essential part of decentralized networks. In
principle, these networks are public and not centrally managed. This article examines the possible
locations where data processing occurs—operating system processes—while transferring data to a
remote node (data in transit), when processing the data, and finally, when storing/saving it (data at
rest). The paper proposes a new approach to enabling P2P communication in decentralized networks:
storing the public keys for Secure Shell (SSH) communication on the blockchain. In such a blockchain,
the number of blocks will equal the exact number of nodes participating in the decentralized network,
and each block will store information about the keys (e.g., the public SSH key([s]) of a single node. The
keys will be stored in a blockchain rather than in local files. The original SSH key files (“authorized_keys”
and “known_hosts”) will need to be restored immediately before each new connection, and the public
keys will be retrieved from the blockchain.

[G8.9] Aleksieva-Petrova, Adelina, and Milen Petrov. "Instructional Design for High Secure Software."
EDULEARN22 Proceedings. IATED, 2022.

Abstract. Software security is considered critical to the education of software engineers. Therefore,
the main challenge is to use an instructional design method to develop well-structured and effective
learning content and activities for this field of education. This paper proposes a methodology for
designing educational content that utilizes various models and develops a course that introduces
security practices into every phase of the software development life cycle.

[G8.10] Adelina Aleksieva-Petrova, M. Petrov, D. Atanasov, Search Method of Semantic Web Services
Based on Dijkstra's Algorithm, Proceedings of Computer Science 2015, September 9-10, 2015; ISBN
978-619-167-177-9; National Ref. List No. 1179
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Abstract. Semantic Web services are an extension of semantic technologies and ontology creation.
They combine data and services from various sources and preserve the meaning of the information.
The main objective of this article is to develop a Semantic Web management system that uses a
method for searching and finding semantically described services. The developed search engine
prototype uses four properties to demonstrate how a given web service can be found through its
semantic description. At the core of the semantic web service search algorithm lies an old and well-
known algorithm—Dijkstra’s algorithm.

[G8.11] Adelina Aleksieva-Petrova, M. Petrov, Optimization and Management of Traffic in Big Cities,
Proceedings of the 13th Conference on Challenges in Higher Education and Research in the 21st
Century, Sozopol, 2015; 978-954-580-356-7; National Ref. List No. 1162

Abstract. In addition to the need for traffic management systems driven by the rapid development of
road infrastructure, there is also a need for a system that helps drivers navigate road networks,
especially in large cities. This article will analyze and compare two algorithms—Dijkstra’s algorithm and
Floyd-Warshall’s algorithm—for finding the shortest paths. The validation of the system will be
presented, and its behavior in specific cases will be observed . At the end of the article, some thoughts
will be summarized and future improvements will be outlined.

[G8.12] Ralitza Raynova, Milena Lazarova, Adelina Aleksieva-Petrova. "Multi-Layered Multimodal
Architecture for Emotion Recognition Processes Management." Automation and Informatics, Issue 4
(2019).

Abstract. The article presents various approaches for emotion detection and recognition. A system
infrastructure for emotion recognition is proposed, based on a multi-layered multimodal architecture
with intelligent agents. The agents have different goals, use different modalities, and employ different
algorithms for emotion detection and recognition. Based on the results of the agents’ work, a neutral
model of the multimodal input data is generated, which is used for emotion recognition by detecting
deformations relative to the reconstructed model. The proposed system architecture enables
autonomous operation, the use of the most appropriate recognition algorithms for specific input data,
and the generation of neutral models for the object of study.

[G8.13] Ralitza Raynova, Milena Lazarova, Adelina Aleksieva-Petrova, Affective Computing and
Emotion Detection Through Image Analysis, Proceedings of the 8th International Scientific Conference
Computer Science’2018, Kavala, Greece, September 13-15, 2018, pp. 19-25

Abstract. People use both verbal and nonverbal cues, such as facial expressions, gestures, body
language, and tone of voice, to convey their emotions. The ability of a computer to recognize human
emotions falls within a field of research called “affective computing.” Emotional analysis requires the
use of both psychological and technological approaches. The detection of facial and bodily emotions
is based on image analysis aimed at detecting micro-expressions, which allow for the assessment of
confidence in a set of emotions. This article provides an overview of the current state of emotion
detection through image analysis.

[G8.14] Raynova R., A. Aleksieva-Petrova, Agent-Based Emotion Recognition, Journal “Computer and
Communications Engineering”, Vol. 13, No. 1, 2019, ISSN 1314-2291

Abstract. The expression and perception of emotions are an important part of human communication.
The ability to automatically recognize human emotions allows human-machine interaction to resemble
the natural way people communicate, representing a significant improvement in the human-machine
interface. The main objective of this paper is to propose automated detection and recognition of
human emotions using agent-based technology.

[G8.15] Ralitza Raynova, Milena Lazarova, Adelina Aleksieva-Petrova, Image-Based Human Emotion
Detection and Recognition, Journal “Computer and Communications Engineering”, Vol. 12, No. 1,
2018, ISSN 1314-2291
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Abstract: People use both verbal and nonverbal cues, such as facial expressions, gestures, body
language, and tone of voice, to convey their emotions. The ability of a computer to recognize human
emotions falls within a field of research called “affective computing.” Emotional analysis requires the
use of both psychological and technological approaches. This article presents the problem of detecting
and recognizing emotions based on image or video data. The detection of facial and bodily emotions
is based on image analyses aimed at detecting micro-expressions, which allow for the assessment of a
range of emotions. The representation of emotions is discussed, as well as the general stages for
recognizing human emotions based on the face and body. The main and most appropriate approaches
and methods used in the scientific literature in the field for each of the stages are examined. Several
public datasets of images and videos, which are widely used for emotion recognition based on the face
and posture, are also presented.

[G8.16] Ivaylo Chenchev, Adelina-Aleksieva Petrova, “Decentralized Networks — Unveil the Technology
behind Blockchain,” 8th International Scientific Conference “Computer Science’ 2018,” Kavala, Greece,
September 13-15, 2018, ISBN: 978-619-167-359-9, pp. 99-105

Abstract. The purpose of this article is to explain blockchain technology—beginning briefly with
Chaum’s 1981 paper and his secure digital cash, followed by the invention of blockchain. The article
also summarizes the definition of blockchain, revealing its attributes and providing a broad spectrum
of possible security implications. It also highlights some potential areas for further research:
management of growing ledgers (storage, network transfers); cryptographic and hash algorithms;
security. Various possible applications of blockchain are outlined.

[G8.17] Ivaylo Chenchev, Adelina Aleksieva-Petrova, “Blockchain Technology: Architecture and
Applications,” Journal “Computer and Communications Engineering,” Vol. 12, No. 1/2018, ISSN 1314-
2291

Abstract. Blockchain technology is rapidly expanding in terms of its applicability across various fields,
sectors, and even industries. The aim of this article is to describe the architecture of blockchain and to
review its real-world uses and applications on a global scale. The article also summarizes the definition
of blockchain by analyzing the flow of information during the formation of a block in the blockchain. It
also highlights some real-world uses of blockchain and offers ideas for several potential applications.

[G8.18] Lazarova, Milena, Adelina Aleksieva-Petrova, and Antoniya Tasheva. "Machine Learning-Based
Methodology and System Architecture for Anomaly Detection in Software Products." International
Journal 14.9 (2025).

Abstract. Anomaly detection has become a key research area in fields such as cybersecurity, system
monitoring, and software engineering. Modern approaches use machine learning techniques to
identify anomalies by studying patterns of normal and expected system behavior. This article presents
a technical characterization of anomalies in software systems and proposes a data-driven approach for
their detection. By applying machine learning methods, the proposed methodology aims to improve
the adaptability, scalability, and accuracy of anomaly detection mechanisms in modern software
products.

[G8.19] Martin Nanev, Milen Petrov, Adelina Aleksieva-Petrova. “Course Infrastructure Automation in
University,” J. Electrical Systems 20-10s (2024):3994-4002.

Abstract. One of the main challenges facing higher education institutions is creating a suitable working
environment for teaching software engineering and computer science courses. Instructors must
configure and maintain the necessary technologies and tools so that the applications developed by
students function correctly and in accordance with the requirements of the educational process. This
study presents a classification of the main processes related to the automation of the educational
infrastructure by identifying user requirements, defining usage scenarios, and developing an
experimental automation prototype. The prototype was implemented using server virtualization
technologies, and its effectiveness was validated in a real educational environment. The research
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contributes to the systematization of administrative processes, as well as to improving the efficiency,
reliability, and security of delivering university courses in the field of information technology.

IV.Published textbook used in the school network
4.1. Description of the textbook

The textbook “Ontologies and Semantic Web” is designed to provide theoretical knowledge and
practical skills in the field of semantic technologies, knowledge representation, and the development
of intelligent information systems. It has been developed for students pursuing a Bachelor’s degree in
the major “Intelligent Systems and Artificial Intelligence” within the professional field 5.13 General
Engineering. The textbook’s content aligns with the curriculum for the course “Ontologies and
Semantic Web” and provides a systematic overview of the concepts, standards, and technologies of
the Semantic Web, as well as methods for modeling, representing, and extracting knowledge through
ontologies and linked data.

4.2. Summary of the textbook’s content

E23 Adelina Alexieva-Petrova, Ontologies and Semantic Web, Atlas Publishing 2026, ISBN: 978-619-
238-267-4.

Summary: The textbook aims to support student learning in the field of semantic technologies and
intelligent information systems by providing a comprehensive overview of the principles, methods,
and tools for representing and processing knowledge. It covers the main concepts of the Semantic
Web, the architecture and standards for describing information resources, the RDF model for
knowledge representation, RDF Schema, and the OWL ontology language for the formal description of
concepts, properties, and relationships in domain areas. The textbook presents methodologies for
designing and building ontologies, mechanisms for logical reasoning and automatic knowledge
extraction using descriptive logic, as well as approaches for extending semantic models through rules.
Special attention is given to the concept of Linked Open Data and its application in the integration of
heterogeneous information sources and the construction of knowledge bases. The practical
component includes the development of real ontological models, semantic data management, and
information retrieval using the SPARQL query language. Examples are presented of the application of
semantic technologies in intelligent systems, natural language processing, knowledge management,
personalized information spaces, and business analytics. The textbook equips students with the
knowledge and skills to model knowledge, design ontologies, and develop modern semantic
applications, which form the foundation for building the next generation of intelligent and
interconnected information systems.

V. Published textbook used in the school network
5.1. Description of the published textbook

The textbook "Requirements Engineering" is designed to provide systematic theoretical knowledge
and practical skills in the field of analysis, specification, modeling, and management of software
requirements. It has been developed for students pursuing a Bachelor’s degree in “Intelligent Systems
and Artificial Intelligence,” while also being useful for practicing software engineers and analysts. The
content of the guide is aligned with the international standard IEEE 29148 and covers the main
processes and techniques of requirements engineering—from the identification and collection of
requirements to their modeling, validation, and management. The textbook combines theoretical
concepts, practical examples, and exercises for independent study, thereby facilitating the mastery of
modern methods for developing high-quality software systems.

5.2. Summary of the content of a published textbook
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E24 Adelina Alexieva-Petrova, Requirements Engineering (Theory, Practical Exercises, and
Assignments), ISBN: 978-619-04-0805-5.

Summary: The textbook aims to support student learning in the field of software engineering by
presenting the fundamental principles, methods, and practices of requirements engineering. It covers
the processes of requirements gathering, analysis, documentation, modeling, validation, and
management throughout the entire software system development lifecycle. It presents modern
techniques for requirements elicitation, including interviews, focus groups, workshops, observation,
brainstorming, document analysis, and user interface analysis. Methods for specifying requirements
using natural language, user stories, a project glossary, and structured documentation are discussed.
Particular attention is given to modeling requirements using UML diagrams—use case diagrams, class
diagrams, sequence diagrams, activity diagrams, and state diagrams—which support the formal
description and analysis of systems. The guide includes methods for validating requirements,
identifying and resolving conflicts among stakeholders, as well as approaches for managing changes in
requirements. The theoretical material is supplemented with practical examples, templates,
comparison tables, and exercises. An online library system is used as the main demonstration example,
which consistently illustrates the application of the methods discussed at all stages of the process.
Additionally, case studies have been developed for an intelligent parking system, an online store, and
a hotel reservation system, which encourage analytical thinking and the application of acquired
knowledge in various subject areas. By combining a theoretical foundation with practical exercises, the
textbook equips students with the skills to analyze and specify requirements, model software systems,
and apply good engineering practices in the development of high-quality and reliable software.

VI.Scientific publications falling within the Q1 or Q2 quartiles
5.1. Characteristics of the publications

The publications included in this group focus on the development and application of intelligent
systems, machine learning, and data analysis in various application areas, including industrial systems,
environmental monitoring, remote sensing, secure data storage, and educational technologies. The
research combines modern approaches from the fields of artificial intelligence, deep learning, sensor
data processing, and the development of intelligent information systems.

6.2. Publication Abstracts

[132.1] Gatev, Vasil, Valentin Mollov, and Adelina Aleksieva-Petrova. "Hardware-Encrypted System
for Storage of Collected Data Based on Reconfigurable Architecture." Applied System Innovation 8.5
(2025): 136.

Abstract. This article focuses on the implementation of a system for collecting data from various types
of sensors and securely storing it through encryption on a hardware platform with a reconfigurable
architecture. The proposed system has the unique capability to encrypt incoming data using a single
secret cryptographic key, which is stored entirely within the system’s hardware architecture. In this
way, once the system synthesis is complete, the key remains inaccessible and unrecognizable to
unauthorized users. Since the cryptographic key is integrated as part of the overall architecture and is
not stored separately in RAM or any other type of memory, the possibility of its extraction is practically
eliminated, which ensures a high level of protection for the collected data. The presented data
collection system measures temperature with high accuracy, converts the measured values to degrees
Celsius, stores the obtained data, and transmits it upon request via a serial communication interface.
Before storage, the information is encrypted with a 256-bit key using the AES algorithm. The data,
recorded in the system’s memory and transmitted to a computer via UART communication, does not
contain the cryptographic key in the data stream, making it impossible to recover it by analyzing the
transmitted data. The article demonstrates the flexibility of the developed architecture in processing
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various types of signals and sensor data. Particular emphasis is placed on the secure storage and
transmission of information, including meteorological measurement data, sensitive personal data, and
biometric information. The results obtained demonstrate the applicability of the proposed solution for
building reliable and secure systems for data collection, storage, and exchange in environments with
high information security requirements.

[132.2] Yotov, Ognyan, and Adelina Aleksieva-Petrova. "Data-driven prediction model for analysis of
sensor data." Electronics 13.10 (2024): 1799.

Abstract. In the context of Industry 4.0, the generation, processing, and analysis of large volumes of
data pose a significant challenge. A typical example is the monitoring of the technical condition of
machines and the prediction of their remaining useful service life, which involves the use of data from
various sensors. The analysis of these signals using traditional mathematical methods is often difficult
due to their complexity and large volume. Consequently, machine learning and deep learning
algorithms are finding increasingly widespread application in the processing of sensor data and the
improvement of the accuracy of predictive models. This article proposes and validates a data-driven
prediction model designed for the analysis of sensor data. The proposed approach involves two main
stages. The first stage involves data transformation using Principal Component Analysis (PCA), and the
effectiveness of the approach is investigated and compared using Fourier transform and wavelet
transform. The second stage involves the development of predictive models through the application
of machine learning and deep learning algorithms. For the purposes of the experimental study, several
machine learning algorithms were used: Random Forest Regression (RFR), Multiple Linear Regression
(MLR), and Decision Tree Regression (DTR). For comparison, deep learning algorithms were also
applied, including a deep regression neural network and a convolutional neural network based on the
LeNet-5 architecture. The experimental results show that the proposed models achieve promising
results in predicting the wear values of machine components. The highest accuracy achieved is 92.3%
for the first dataset and 62.4% for the second dataset. The results confirm the applicability of machine
learning and deep learning approaches in the analysis of sensor data and outline opportunities for
future research and refinement of predictive maintenance and monitoring models in industrial
environments.

[132.3] Tsokov, Stefan, Milena Lazarova, and Adelina Aleksieva-Petrova. "A hybrid spatiotemporal deep
model based on CNN and LSTM for air pollution prediction." Sustainability 14.9 (2022): 5104.

Abstract. Today, air pollution is a significant problem with negative impacts on human health and the
environment. Air pollution forecasting can provide important information to all stakeholders and
enable appropriate measures to be taken. To address the challenges of imputing missing values in the
time series used for air pollution forecasts, the automation of the allocation of an optimal subset of
input variables, the dependence of air quality at a specific location on environmental conditions, as
well as the automation of model optimization, this paper proposes a deep spatiotemporal model based
on a 2D convolutional neural network and a long short-term memory network for air pollution
forecasting. The model employs automatic selection of input variables and hyperparameter
optimization via a genetic algorithm. A hybrid strategy for imputing missing values is used, based on a
combination of linear interpolation and a strategy that uses the average value between the previous
value and the average value for the same time in other years. To determine the best architecture of
the spatio-temporal model, the architecture’s hyperparameters are optimized using a genetic
algorithm with a modified crossover operator for variable-length solutions. Furthermore, the trained
models are incorporated into various ensembles to further improve forecasting performance — these
include ensembles of models with the same architecture, comprising the best architecture obtained
through evolutionary optimization, and ensembles of different models, comprising the k best models
from evolutionary optimization. Experimental results for the Beijing multi-site air quality dataset show
that the proposed spatiotemporal model for air pollution forecasting provides good and consistent
forecasting results. A comparison of the proposed model with other deep NN models yields satisfactory
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results, with the best performance according to MAE, based on the experimental results for the Wanliu
station (16.753 + 0.384). Most of the model architectures obtained by optimizing the model’s
hyperparameters using the genetic algorithm have a single convolutional layer with a small number of
kernels and a small kernel size; the convolutional layers are followed by a max-pooling layer, and one
or two LSTM layers are used with dropout applied to the LSTM layer, using small values of p (0.1, 0.2,
and 0.3). The use of ensembles of the k best-trained models further improves the forecasting results
and outperforms other deep learning models, according to the MAE and RMSE metrics. The hybrid
missing value imputation strategy used improves results, especially for data with clear seasonality, and
produces a better MAE compared to the strategy using average values for the same hour of the same
day and month in other years. The experimental results also reveal that random search is a simple and
effective strategy for selecting input variables. Furthermore, incorporating spatial information into the
model’s input data, based on local neighborhood data, significantly improves the forecast results
obtained with the model. The results demonstrate the benefits of incorporating spatial information
from as many surrounding stations as possible, as well as using as much historical information as
possible.

[132.4] Aleksieva-Petrova, Adelina, et al. "Earth-Observation-Based Services for National Reporting of
the Sustainable Development Goal Indicators—Three Showcases in Bulgaria." Remote Sensing 14.11
(2022): 2597.

Abstract. Earth observation (EO) is used to monitor and assess the state and changes in the natural
and human-made environment through remote sensing technologies, typically involving satellites
carrying imaging devices. Earth observation applications provide important data to governments in
planning, implementing, and monitoring progress toward the 2030 Agenda for Sustainable
Development. Along with other countries, Bulgaria has committed to all 17 Sustainable Development
Goals (SDGs) and has incorporated them into its strategic documents. EO is one of the priority
technologies for the development of the Bulgarian space sector. This document analyzes how EO data
can significantly assist Bulgarian authorities in achieving and monitoring progress toward the
Sustainable Development Goals based on the results of three specific EO monitoring pilot projects
(showcases), which focus more on the “ ” approach to policy management than on scientific
achievements. The first project demonstrated the potential of EO data to integrate a national (local)
geospatial database with existing international networks for monitoring natural disasters and
accidents. The second project demonstrated the use of time series of EO data for monitoring water
quality. The third project integrates remote sensing data from EO and in-situ measurements with
auxiliary data to provide phenological status and crop yield forecasts in a common geospatial database
to support the modernization of the Bulgarian agricultural sector.

[132.5] Bontchev, B., Vassileva, D., Aleksieva-Petrova, A., & Petrov, M. (2018). Playing styles based on
experiential learning theory. Computers in Human Behavior, 85, 319-328.

Abstract. In recent years, researchers have reported positive results and effects from the use of
computer games in the educational process. The prerequisites for an effective game-based learning
process include a high level of interest in learning and a desire to study diligently. Therefore, the design
of educational video games must adapt the gameplay to the student’s learning style—that is, to the
individual player’s psychocognitive abilities, attitudes, and skills—in order to foster the player’s
motivation and creativity. To achieve this goal, it is necessary to draw a parallel between learning styles
and video game play styles and to explore the correlations between these types. The article presents
a new family of play styles based on Kolb’s experiential learning theory, which is suitable for use in
educational video games. This family consists of four play styles: Competitor, Dreamer, Logician, and
Strategist, and corresponds to Haney and Mamford’s learning styles, also based on experiential
learning theory, namely: Activist, Reflector, Theorist, and Pragmatist. A 40-item questionnaire was
developed to measure the four play styles. To verify the consistency, validity, and reliability of this
guestionnaire as an accurate tool for identifying the four proposed player styles, a pilot study was
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conducted. The article presents the results obtained from the study, along with their analysis and
applicability.
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