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JlucepTanMOHHUAT TPY/ € 00CHIEH U HACOUYCH 3a 3amuTa oT Karenpenus cbBer
Ha KaTeapa ,,KoMmyHHKaMOHHU Mpexu™ kbM dakynrera Mo TeJICKOMYHHUKAITUU Ha
TY-Codus Ha penoBHO 3acenanue, nposeaeHo Ha 06.04.2026 r.

[TyOnuynHaTa 3ammTa Ha AUCEPTAIMOHHUS TP/ 1ie ce cheTou Ha 24.07.2026 .
(etwK) ot 13:00 4. B koH(pepeHnTHaTa 3a1a Ha BUL] Ha TeXHUYECKN YHUBEPCUTET —
Codus Ha oTkpuTO 3acenanue Ha HaydHoTo xypw, ompejeneHo cbe 3amoBen No
OX-5.3-35 ot 23.04. r. Ha Pexropa Ha TY-Codust B cbcTas:

1. nou. a-p unx. Kupun Mapunos KbeceB — npencenaren

2. nou. a-p unx. ['eopru Pymenos LlodeB - HayueH cekperap
3. mpod. a-p umxk. Cranumup Muxaiinos CaauHoB

4. mpod. 1-p umx. 'abpuena JIruesapoBa AtanacoBa

5. mou. a-p uwxk. UBenuna CredanoBa banabanosa

Pe3epBHu uneHoBe:

1. mpod. nu unxk. MBaitno iBanoB ATtaHacos
2. npod. n-p umxk. Banentuna Unuea Mapkosa

Penenzenru:

1. nou. n-p umx. Kupun MapunoB Knces
2. ipod. n-p unwxk. ['abpuena JIvuezapoBa AranacoBa

Marepuanure mo 3aluraTa ca Ha pas3loJIOKEHHE Ha WHTEPECyBallUTE C€ B
KaHienapusita Ha @akynrer mo tenekomyHukanuu Ha TY-Codus, O6mox Ne 1,
kabuneT Ne 1306.

JIucepTaHThT € 3a0Y€H JOKTOPAHT KbM Karenpa ,,KoMyHUKalmoHHU Mpexu
Ha @akynaTeT IO TeleKOMyHUKauuu. HM3cnmensanusta mno AucepTalMOHHATA
pa3paboTKka ca HampaBEHUW OT aBTOpPA, KAaTO HIKOM OT TSAX Ca MOJKPENEHU OT
HAay4YHOM3CIICOBATEIICKH IIPOCKTH.

ABTOp: Mar. uHx. Mapuan Xpuctos

3arnasue: M3cnensane Ha 06auH0-0a3upaHa cCUCTEMa 3a HaOII0ICHUE U aHAJTH3
Ha CHLOUTHA

Tupax: 30 6pos

Otneuarano B UIIK na Texuuuecku ynusepcurer — Codus



. OBIIA XAPAKTEPUCTUKA HA TUCEPTAIIMOHHUSA TPY ]|
AKTYyaJIHOCT Ha npodJieMa

CoBpemenHara mudposa Tpancopmainus, yckopeHa ot Industry 4.0, Boau 10 Bce MO-TsCHA
uHTerpanus Mexay unpopmarmonunure texnonoruu (IT) u omeparuBuute Texuonoruu (OT),
KakTo W 10 MacoBo BbBexkgaHe Ha loT/IloT ycTpoiicTBa M oTganiedyeHa CBBP3aHOCT B
Wnpyctpuanaute Mpexu. ToBa moBuiIaBa  e(eKTHBHOCTTa, MamabupyeMmocTra U
aBTOMAaTH3alMAITa Ha MPOLECUTE, HO €THOBPEMEHHO C TOBAa Pa3IIUPsiBa BH3MOXKHUTE TOUKH 3a
aTaka U yBeJIM4YaBa BEPOSTHOCTTA OT KMOCPUHLMICHTH C OmnepaTHUBEH U Qu3mdecku edekr. 3a
pasznuka ot knacudeckute [T cpemu, komnpomerupane Ha OT/ICS mHbpacTpykTypa MOXe na
JIOBEJie HE camMoO JI0 M3THYaHE Ha JAaHHM WM (PUHAHCOBM IIETH, a M JO INPEKbCBaHE Ha
TEXHOJIOTUYHU MPOLIECH, PUCKOBE 32 0€30MaCHOCTTA M OTEHIIMATHO 3aCTpalllaBaHe Ha YOBEIIKHS
JKUBOT.

B Ta3u cpenu HabmroneHunero, cbOMpaHETO U aHAJIM3bT HA CHOUTHUS CE€ MPEBPBIIAT B KIHOYOB
dakrop 3a kubepyctoiunBoct. Ha mpaktuka obade MHIYCTpHAIHUTE OPTaHHU3AIMU YECTO CE
cObCKBAT € HAKOJIKO CUCTEMHHU Ipenu3BUKarencTa. [IspBo, romsima yact ot OT ycrpoiicTBara
HE [103BOJIIBAT MHCTAJIMPAHE HA ar€HTH, 8 aKTUBHOTO CKAHUPAHE MOXKE J1a HAPYILIHU I€TEPMUHHU3MA
Ha IIpolieca, KOETO Hajara MacUBHH, MPEXKOBO-0a3upaHU MOAXOAM 3a BHIMMOCT. BTopo,
cpOUTHATA M TeleMeTpusita ujaBar oT XxereporeHHM wu3TouHuuM (OT ceH3opu, MpeKOBU
YCTPOMCTBA, 3alIUTHU CHUCTEMH, JIOTOBE OT IUIAT(GOPMHU M TPHIOKEHUS), KOETO YCIIOXKHSBA
KOpeJanusaTa U MPEBPBLIAHETO Ha JIETEKUUUTE B SICHHM, ONEpaTUBHM AeWcTBus. Tpero, nopu
KOTaTO ChUIECTBYBAaT MEXaHU3MH 3a JETEKIHs, YECTO JIUIICBA HAACKIAHA M JOCTATHhYHO OBp3a
Bpb3Ka MEXIYy JETEeKIUs M peakuus - TOECT CBOEBPEMEHEH KaHaj 3a YyBEAOMSBAHE U
CTPYKTYpPHUPaH MPOLEC HA PEaKLUs U HEYTPAIU3UPAHE 3a CKUIIUTE 110 CUTYPHOCTTA.

JIOBIHUTETHO PEIU3BUKATENICTBO € HAJeKIHOCTTa HAa CaMOTO HAOMIOICHHUE: TIPU BHEAPSBaHE
Ha pelIeHHs 3a MaCUBEH, 0€3 areHT MOHUTOPUHT Bb3HHKBA KPUTHYHUAT BBIPOC “KOM HaOIr0/1aBa
cucTtemara 3a HaOmoieHne?”. 3arydarta Ha BUIMMOCT MOPaau MpoOIeM B CEH30p, MHTETPaIlHs WK
UHPPACTPYKTYpa MOKE J]a OCTaBH CpejaTa He3allUTeHa TOYHO B MOMEHT Ha HACTBHIIBAIlA aTaKa.
Hape):[ C TOBa, CBBPEMCHHHUTC HU3BBPIOIHUTCIN Ha 3JIOHAMCPCHU HeﬁCTBHﬂ BCC€ IIO-4ECTO
3JI0YMOTPEOSBAT C JICTUTUMHU (DYHKIIMOHAIIHOCTH W TPOIIECH, 32 JIa MPUKPUBAT 3JIOHAMEPECHU
newctBusl, - HarpuMmep firmware downgrade, Mackupan kaTo HopMajeH update mporiec - KOeTo
Ch371aBa ,,CUMETPHUS" MEXAY JETUTUMHU U HEJICTUTUMHH OIepallii U MOBHILIABA CIOXKHOCTTA Ha
JIETEeKIUATA, aKO JIUICBA KOHTEKCTHO-OPUEHTHPaHa aHATUTUYHA JIOTHKA.

[Topagn Te3w MPUYMHU HW3CIEABAHETO M pa3paboTBaHETO Ha oOMayHO-Oa3WpaHa cHucTeMa 3a
HaAOII0/IEHUE U aHATIN3 HA CHOUTHS € aKTyaJeH Hay4YHO-TIPUIIoKeH podsieM. OOIauHUST MOAX O/
MPEA0CTaBsl BB3MOXKHOCTH 3a IIEHTpaIM3alvs, MalmadupyeMOCT, WHTErpaius Ha MHOXKECTBO
VM3TOYHUIM Ha TEJIEMETPHs, aHAINTHUKA B PEAJTHO BPEME M aBTOMAaTH3alusi Ha peaknusTta. B
CBIIOTO BpeMe ToW wu3uckBa crnenuduunn pemenus 3a OT KOHTEKCT: MAaCHBHOCT, BHUCOKA
HAJEKJTHOCT HAa MOHHUTOPWHTA, KOHTEKCTHO oOOOTraTsBaHe Ha aJlapMHUTE U MEXaHU3MHU 3a
pa3rpaHnYaBaHe Ha JETUTUMHU OT 3JIOHAMEPEHH akTUBHOCTU. CIeI0BaTEeHO, pa3pabOTBAHETO U
BaJIMIUPAHETO HAa apXUTEKTypa U MEXaHW3MH 3a 00JadyHO-0a3MpaH MOHHUTOPUHT M aHAIHU3 Ha
CHOUTHS, IPUIIOKUMHU KbM MHIYCTpUATHUTE MPEXH, IPEACTABISABA 3HAUUM U aKTyaJIeH MPUHOC
KbM MOBHIIIaBaHE HA KHOEPYCTOMYMBOCTTA HA KPUTUYHU CPEJIH.



HCJI HAa TUCEPTALUOHHUSA TPYA, OCHOBHH 3aJa41 U ME€TOAHU 3a U3CJICABAHE

Hacrosimus nqucepranmoHeH TpyJ MMa 3a OCHOBHA 1I€J1 pa3pa0oTBaHeTO W M3IPAkKIAHETO Ha
HAJIOCTHA CHCTeMa 32 HaOJ0JeHHe M aHAJIU3 HA CHLOUTHATA B MHAYCTPUAJIHU MPEKH
(OT/ICS), kaTo ce cTpeMHu Ja MOJ00PH HMBOTO HA CHUTYPHOCT HA OpPraHU3alUUTE 4pe3
NMOBHMIIABAHE HA MPEKOBATA BHIUMOCT M CBOEBPEMEHHO OTKPHBaHe Ha 3aIliaxu. 3a
MOCTUTaHE HA Ta3u LeJ € HEOOXO0JUMO J1a C€ UIBIHSAT CICAHUTE 3aJauH:
1. Wnpentudunupane Ha 3amiaxu 1 ocHOBHU puckoBe B OT/ICS;
2. AHanu3 Ha ChIIECTBYBAIUTE PELICHHUS 3a CIIPaBSIHE C TAX;
3. IlpoyuBaHe Ha TEXHOJOTHUH 32 MOHUTOPHUHT U aHaiau3 Ha crouTusaTa B OT/ICS;
4. Pa3paborBane Ha cucrema 3a HaOmonenue Ha OT/ICS OGasupana Ha pe3ynTaTHTE OT
HAMpaBEHOTO 33bJI00UEHO MPOYIBAHE;
5. Peanuzanus Ha npeIoKEHOTO TEXHUYECKO PEIICHNE B TECTOBA U peajlHa UHAYCTpUAIIHA
cpena;
6. OueHka Ha epeKTUBHOCTTA Ha pa3paboTeHaTa CUCTEMA Ype3 MPAKTHUECKH EKCIIEPUMEHTH,
TECTOBH IMOAXO/U U peanHa paboTHa PyHKIIMOHAIHOCT;
7. PazpaborBane Ha Mmeromoiorus 3a omneHka Ha pucka B OT cpenu, Oazupana Ha
pa3paboTEeHOTO TEXHUYECKO PEIIeHHE U YCTAHOBEHH MPAKTUKU U CTAaHAApPTH U 00JacTTa.

MeToa0J10rHYHA OCHOBA

MertomosiorusiTa Ha U3CICIBAHETO B JUCEPTALIMOHHUS TPY/ BKIIOYBA U3IOJI3BaHE HA aHATUTUIHU
U eKCIIEPUMEHTATHO-TIPUIIOKHHU TIOJIXOIM. AHATUTHYHUSAT TOJXO0/ € TIPHIIOKEH IIPH Tperjieia Ha
CBhCTOSIHMETO Ha MpobiiemMa, GpopMylimpaHe Ha U3UCKBaHUS KbM OOJIAYHO-Oa3MpaHa CHUCTEMa 3a
HAOJIO/ICHUE ¥ aHAJIN3 HA CHOUTHS M ONIPEIeIIsTHE Ha KPUTEPHH 32 OIICHKA Ha €)EKTUBHOCTTA U B
OT/ICS KOHTEKCT.

ExcriepuMeHTaTHO-TIPIIIOKHUSAT TOAXO0J] € M3IOJI3BAH MPH MPOEKTUPAHETO, PEATM3UPAHETO H
BAIUJUPAHETO Ha TMPEIJIOKEHUTE TEXHUYECKH MEXaHU3MHM 4Ype3 KOHTPOJIMPAHU TECTOBU
CIICHApHH ¥ TIPAKTUIECKO U3ITBIIHEHHE B TECTOBA M/WiK peanHa VHaycTpraiHa - IpOu3BOICTBEHA
- cpena. Ha Ga3a ekcriepuMeHTH € OlLleHeHa paboTOCIOCOOHOCTTAa Ha HMHTErpalusra Mexay
nacuBHusi OT Monutopusr (D41oT), SIEM wyactra (Microsoft Sentinel) u aBTOoMaTu3zauuure
(Azure Logic apps), kKakTo U e(heKTUBHOCTTA Ha PCATU3UPAHUTE MEXAHU3MH 32 YBEIOMJICHUS B
peanHo Bpeme, health/operational MoHuTOpMHr W version-aware AeTeKuus Ha firmware
downgrade.

Hayuyna HoBocr

Hayynata HOBOCT B HACTOAIIMS JTUCEPTAIIMOHEH TPYI € CBBpP3aHA C W3CIEIBAHETO U
pa3paboTBaHeTO Ha O0OJNayHO-O0a3uWpaHa cUCTeMa 3a HAONIOJCHHE W aHAIW3 Ha CHOUTUSA B
unaycrpuaiaau (OT/ICS) mpexu, cboOpa3eHa cbC CrieUPUIHUTE OTPAHUYEHUS U U3MCKBAHUS HA
OT cpenmata (macWBHOCT, JUICAa HA areHTH, BHCOKM M3UCKBAaHUS 32 HEMPEKHCBAEMOCT U
Oe3omacHOCT). B mucepranmoHHuMs TpyJ € W3BBPIICH aHAIW3 Ha CHBPEMEHHUTE 3aIulaxyd M
cucteman cinaboctu B OT/ICS, koiTO cimyku KaTo OCHOBA 3a AeQUHHpAHE HA aApPXUTEKTypHU
MIPUHITAITN ¥ G YHKITUOHATHN U3UCKBAHUS KbM CHCTEMaTa 32 MOHUTOPUHT M aHAIM3 Ha CHOUTHS.

Karo HayuyHa HOBOCT ce pa3riexja U pa3pabOTBaHETO HAa MHOTOKOMIIOHEHTEH IOAXOJ 3a
MOBUIIIABAHE HAJICKTHOCTTAa Ha MOHHUTOPWHTA 4pe3 HE3aBHCHMH MEXaHW3MH 32 OTKPHBAaHE Ha
Jerpajanus Wik 3ary0a Ha BUAUMOCT. JIOMBIHUTENHO, MPEJICTaBeHa € aHAIWTUYHA JIOTHKA,
cbhoOpa3eHa ¢ BepcuHTe, - VErsion-aware - KosSTO MO3BOJIABA pa3rpaHWYaBaHE Ha JICTUTHMHU
GbBpMyepHU MPOMEHU OT MOTEHIMAIHO 370HaMepenu firmware downgrade nelcTBuUSs, BBIIPEKH
BHCOKaTa MPWIMKA MEXIy Tporecute. lIpennokeHnuTe moaxoau AEMOHCTpUpAT MpaKTUYecKa
e(eKTUBHOCT Ype3 BaIHIMpaHe B TECTOBA W/WJIH peaHa MHAYCTpHUAaHa - IPOU3BOJICTBEHA - Cpeia
¥ BOJIAT JI0 TI0-ObP30 OTKPUBAHE W PEAKIUS NIPH HHIUJICHTH | JI0 HaMaJIIBaHEe Ha HEPEJIICBAaHTHU
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aJIapMHU, KaToO 10 TO3W HAYWH CC NOBHUIIIaBa YCTOﬁqHBOCTTa Ha Ha6JHOI[eHI/ICTO " yIpaBJIICMOCTTa
Ha pucka B OT/ICS undpactpykrypu.

IpakTnyecka NpUIOKUMOCT

Bcunukn pazpaboTeHn MeXaHM3MU M KOMIIOHCHTH Ha TpeioKeHaTa 001aqyHo-0a3upaHa cucremMa
3a HAOMIOJEHNE W aHAIW3 Ha CHOUTHS ca pealM3WpaHd W BATUAUPAHU 4Ype3 NPAKTHUECKU
EKCIICPUMEHTH B TECTOBA M/HMJIM peallHa WHyCTPUAIHA - TIPOM3BOJCTBEHA - cpena. M3BbpIeHo e
OIICHsSIBaHE Ha €()EKTUBHOCTTA HA MHTETpalMsITa MEX1y macuBHus, 6e3 arent, OT MoHUTOpPHHT
(D410T), SIEM ugactra (Microsoft Sentinel) u aBTomaTuzanuute (Azure Logic apps), KakTo U Ha
JOITBITHUTEITHU MEXaHU3MH 32 OTIEPAaTUBHO HAOIOACHHUE U JMATHOCTHKA.

[IpennoxeHuTe penieHus ca NPUIOKUMU B pealHd MHaycTpuanHu Mpexu, KbACTO ca HAJINLE
OTpaHUYECHUS 32 AKTUBHU CKAaHUPAHUS U MHCTAJIMPAHE HA AT€HTH, U KBJETO CE U3UCKBA HAJEKIHO
yBeJIOMsIBaHE M Obp3a peakuus Npu MHUUAEHTH. Peanmu3upanuTe MexaHU3MU MoraT Ja Obaar
M3I0JI3BaHU KaKTO 3a OIEPATUBHO U3BECTSIBAHE M HAYAJIHO Pa3CIC/IBAHE, TAKA U 3a IIOBULIABaHE
YCTOMUYMBOCTTAa HA MOHUTOPHMHIA 4Ype3 OTKPHBAaHE Ha Jierpajanus Wi 3aryda Ha BHIUMOCT U
pasrpaHryaBaHe Ha BUCOKOPUCKOBH CHOUTHS (Harmpumep GbpMyepHO MOHIKABAHE) OT PYTUHHU
IIPOMEHH.

Hyoankanun

OCHOBHHTE TOCTMXKEHMSI M PE3yATaTH OT JUCEPTALMOHHUS TPYA ca IpeACcTaBeHu B oOuio 6
aBTOPCKH MyOJIMKallUY, €Ha OT KOUTO € MyOJIMKyBaHa B MEX/JyHAapOAHO HayyHO crircanue B Q2.
[ler ot HayyHuTe MyOIMKAIMK ca MPEICTABCHU U ITyOJIMKYBaHU B COOPHUIIM OT MEXITYHAPOTHH
HayYHU KOH(EpPEeHLUMH W HalMOHAIHU KOHQpEpeHIMH C MeXIyHapoaHo ywactue. [ler ot
nyOJIMKAalMUTE ca B ChaBTOPCTBO C HAyYHHUTE pbKoBoauTenn. Hanmnyam ca o6mio 49 nutupanus,
BCHYKH OT KOUTO Ca B UHACKCUPAHU U3JaHUs.

Meaxcoynapoonume nayunu xougpepenuyuu ca: 2021 IEEE 20th International Symposium on
Network Computing and Applications (NCA), 2023 14th National Conference with International
Participation (ELECTRONICA), 2023 XXXII International Scientific Conference Electronics
(ET), 2023 31st National Conference with International Participation (TELECOM), 2025 33rd
National Conference with International Participation (TELECOM).

Medxcoynapoonomo nayuno cnucanue e: MDPl Symmetry, 2025.
CTpykTypa U 06eM Ha TUCEPTANMOHHUS TPY

JlucepTalluOHHUAT TPY/A € HalucaH Ha OBJIrapcku e3uk v uma obeM ot 194 crpanuuu A4 u
ChIbpXKa BHBEJCHUE, YETHPHU TJIABH, 3aKIOYCHHE C OCHOBHUTE NMPUHOCH, HACOKH 3a Obaenia
paboTa, CIMCHK Ha aBTOPUTE IMyOJIMKAIMM, CIIUCHK HA M3IMOJ3BAaHUTE CHKPAILEHHs, CIIUCHK Ha
¢urypu, cnuchbk Ha TaOJNWIM, CIUCHK Ha HM3MOJ3BaHATa JIMTEpaTypa. JnucepTaMoHHUAT TPYX
cbpabpxka 155 ¢urypu u 5 tabmumm. M3nomsBanu ca 240 nutepaTypHM M3TOYHMKA, BCUUKH Ha
aHmmiickn e3uk, 95% OT KOMTO ca OT mocieaHuTe aecetr roguHu. Homepara Ha durypute u
TabauuTe B aBTopedepara OTroBapsAT Ha TE3U B TUCEPTALIUATA.

1. CbABPKAHUE HA TUCEPTALIMOHHUS TPY

I'TABA 1. TEOPETUYHA OCHOBA U APXUTEKTYPHHU IPUHLIUIINU
HA OBJIAYHO-BABUPAHU CUCTEMM 3A HABJIOAEHUE U AHAJIN3
HA CbBUTHUSA HPUJIOXKUMHU B UHAYCTPUAJIHUTE MPEXKHU

1.2 OcHOBHHM NpeaU3BUKATEICTBA

I/IHIly'CTpI/IaJIHI/ITe Cpeau CC OT/IIM4aBart C pcanna OCO6CHOCTI/I, KOHUTO IPaBAT KPI6epCI/IPypHOCTTa n
MOHUTOPHHTAa CBIICCTBCHO ITO-pa3jMdHU OT IT xontexcta. OCHOBHUTE MMPEAN3BUKATCIICTBA Ca:
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HEO0OXOMMOCT OT HEMIPEKHCBAEMOCT Ha MpoIieca U 0e30MacHOCT, HATMYKE Ha yCTPOUCTBA C IBIBT
KM3HCH [UKBJ, OTPAHUYCHU BPEMEBU MPO3OPIM 3a TNAuyBaHE M PECTapT, KAKTO M PUCK OT
HapylIaBaHe Ha JCTCPMUHU3MA TIPU AKTUBHU CKaHHpaHus. YecTo € HEBB3MOXKHO Ja ce
HHCTaJMpaT arcHTH BbpXy THnudauTe ycrpoiictBa - PLC/RTU/HMI - wiu ToBa € HEIOMyCTHMO
Mopajy MPOU3BOJICTBEHN OTPAHMUYEHUS, KOCTO HaJlara MacuBHU, MPEXKOBO-0a3upaHu METOIU 3a
BUAMMOCT. JIOITBIHUTEIIHO, UHIYCTPUATHUTE HHPPACTPYKTYpH CTpaaT OT CUCTEMHHU CIIab0oCTH
KaTo OTpaHHYeHa BHJIMMOCT, HEJIOCTAThYHA CETMEHTAIINS, HEKOHTPOJIMPAH OTJAICUeH JOCTHI U
cnogenenn IT-OT xpenenmrsHu. Karo pesynrar, nopu mnpu HajiudMe Ha TEXHOJOTHU 32
MOHHTOPHHT, YeCTO ce HabJIoJaBa pa3MUHABaHE MEXKIY JCTEKIHITa U PEATHUTE ONEPaTUBHU
JIEHCTBUS, KOCTO 3a0aBs pEakIiiITa U YBEINYaBa PUCKa OT eCKalalusl.

1.4 HabnroneHue 1 aHAJIU3 HA CHLOUTHA B UHIYCTPHAIHHA MPeXu

Ha6nmronennero n anamu3bT Ha crouTtHsa B OT/ICS Mpexu € KIF0YOB MEXaHHW3bM 3a paHHA
JIETEKIIMs HA aHOMAJIMU U pearupaHe mpu MHIUIACHTH, HO € 3aTPYJAHEH OT XETePOreHHOCTTa Ha
M3TOYHUIIMTE HA JAHHU U OTPAHUYCHUSTA 32 aKTUBHU MeTOJU. EQEKTUBHUAT MOAXO] M3UCKBA
[EHTPATU3UPAHO CHOMpPaHE Ha TEIeMETpHs, - MacHBeH aHanmu3 Ha Tpadwuka, amapmu ot OT
MOHHMTOPHHT CEH30pH, cucTeMHu jorose, IPS/IDS crbutus - Hopmanuzanus u kopenaus B SIEM
iatopma, KakTo B KOHTEKCTHO O00OoTraTsIBaHE - HAPUMED JIOKAIUs, KPUTUYHOCT HA CUCTEMATa,
CMDB cnpaska, TI/OSINT mnposepka. ChblmecTBeH MpoOJeM € HAAEKIHOCTTA HAa camara
BUJIUMOCT - TIPH OTKa3 Ha CEH30p, 3aryda Ha 00JladHa CBbP3aHOCT HIIM MPOOJIEM B HHTETPAIUsATA
MoraT Jia Bb3HUKHAT “TUXH 0TKa3u . CIe10BaTeIHO, OCBEH JIETEKIIN, € HEOOXOIUM U ONIEPaTUBEH
MOHUTOPUHI Ha MOHUTOPHHI CHCTeMaTa, KOWTO Jila CHUTHaJu3upa IMpU Jerpajanus Ha
TeJIeMEeTpHsTa U J]a MPeJOTBPaTH HEYCTaHOBEHA 3ary0a Ha Ha0JII0ICHUETO.

1.5 UmniaeMeHTauMss Ha MeXaHHM3bM 3a YBeIOMJEHHS NPH OTKPUBaHe HAa 3JI0BpeleH
coTyep B HHAYCTPUAIHU MPeEXKHU

1.5.3 Peasiu3anusi Ha TEXHUYECKOTO pelieHue

[Tpenio’keHOTO MHXKEHEPHO TEXHIUUECKO PEUICHUE 32 YBEIOMSIBAaHE IIPH OTKPUBAHE Ha 3JI0BPEICH
copryep B HAycTpHamIHU MpEXHU € pealu3npaHo 4pe3 TpU B3aUMOCBBP3aHH KOMITOHEHTa: (1)
aHAIMTUYHO TpaBuiio B Microsoft Sentinel 3a nerexuus u reHepupaHe Ha MHIUAEHT, (2) Azure
Logic apps mieii0yk 3a aBTOMAaTu3UpaHo M3IMpaiiaHe Ha uMmein yBemomuieHus u (3) Sentinel
Automation rule, KOHTO CBbp3Ba MHIMJAEHTa C IJIEHiOyka U Mapkupa oOpadOTEHUTE CIydau.
Pemennero m3non3Ba kato Bxoj amapmure oT Industrial malware aHanuTH4HUS MOJyn Ha
Microsoft Defender for IoT (D410T), kouto ce BHenpsiBaT B Sentinel mocpeacTsom ,,Microsoft
Defender for IoT“ data connector. OcHOBHaTa Haed € TEXHHYECKATa JETEKIUd aa Oblae
TpaHcopMHUpaHa B KpaTKO, KOHTEKCTHO M OIEPATUBHO TPHIIOKUMO YBEIOMIICHHE KbM
SOC/CTAC, xoeTo 1a yCKOpH peaklusTa, JAa MOANOMOTHE MbPBOHAYATHOTO pa3cie/iBaHe U Ja
Hamanu pucka ot eckanauus B OT/ICS cpena.

1.5.3.1 AHATUTHYHO MPABHUJI0, OTKPUBAIIO 3J10BpeeH coPpTyep

[TBpBHUAT KOMIIOHEHT € aHAIMTUYHO MPaBUIIOo B Sentinel, koeTo ThpcH 1 kopenupa D4IoT anapmu,
CBBP3aHH CbHC 3JIOBpeAHA akTUBHOCT. [IpaBuioTo ce ch3maBa OT MeHIO ,,Analytics”, kato
I'bPBOHAYAITHO CE 3a7aBaT UMe U omucanue B cekuwus ,,General®. Cnen ToBa ce nepunupa Kusto
Query Language (KQL) 3asBka, koATO u3moi3Ba TaOimmara SecurityAlert W orpanmdaBa
pesyntatute A0 D4loT amapmu upe3 ycmoBueto ProviderName == "loTSecurity". 3a nma ce
cenektupa KoHkpeTHO Industrial malware ananutuaaus moayn Ha D41oT, B 3asaBKkara ce n3nckBa
ProductComponentName == "MALWARE". Ilo To3u HauMH mpaBWIOTO (OKycHpa aHaIN3a
BBPXY @JIAPMH, OTpa3sBallly MOTCHIMAIIHA KOMIIPOMETAIUs, KaTO U3KIrouBa octaHaiute D4IoT
monyiau (POLICY VIOLATION, ANOMALY, OPERATIONAL, PROTOCOL_VIOLATION),
KOUTO UMAT pa3fInyeH XapakTep U LeJ.



Crnen ¢unrpanusta ce m3nonsBa KQL onepatopsT extend 3a mHUIIMANM3aMs Ha TIPOMEHIIMBH,
KOMTO M3BJIMYAT KJIFOYOBU aTpUOYyTH OT ajlapMara — JJIOTHYECKH aJJpecy Ha y4acTBALUTE CUCTEMH,
UICHTU(PHUKATOP/UME Ha CEH30Pa, KAKTO U JIOMBJIHUTEITHU CBOMCTBA, HEOOXOIMMH 32 ITOCIIEABAIIO
yBenoMsiBaHe. M3BinuaHeTo ce peanusupa upes3 tostring() um parse json(), ThH Karo yact OT
nanaute ca BrokeHH B JSON ctpykrypa. CienBa BakHa CTHIIKA 32 KOHTEKCTHO OOoOraTsiBaHe:
ype3 pyHKIMs case() ce BbBEXJa MAIMHI MEX1y MM€e Ha CeH30p U (usnuyecka jokauus. Taka
HarmpuMmep Ha mpomMeHirBa Location ce mpucBosiBa CTOMHOCT ,,Sofia™ mpu ceH30pH, YHETO UMe
cbhabpxa ,,sof . IlogoOHa soruka mo3BoisiBa ajgapMHUTE Ja ObJaT NPEBbPHATH OT YUCTO
TEXHUYECKO CHOMTHE B CUTHAJ C ONEPATUBEH KOHTEKCT, KOETO € 0COOCHO BaYKHO B pa3mpe/iesiCHH
UHYCTPUAJIHU CPeAM C MHOXKeCTBO Jokanuu. PuHaiHO, ype3 omeparopa project ce n30upa
MOJMHOXECTBO OT aTpuOyTH (HampuMmep BpeMe, THIl ajlapMa, COpC CHCTEMa, CEH30p, JOKaLus),
KOMTO Ca JOCTaThYHU 32 MHLUUACHT U 3a MOCJIE/IBAI0 UMENH yBeIOMIICHHE.

Cnen nepunupane va KQL yorukara ce npemMuHaBa KbM CeKIus ,,Incident settings®, kbpero ce
aKTUBHpA CH3/1aBAHETO HA MHIUJICHTH IIPU ChBIIaIcHUE. ToBa € ChIIECTBEHA HACTPOUKA, Thil KATO
MMEHHO UHIIUJEHTHT Ce U3I0JI3Ba KaTo TPUTep 3a aBToMaruzanuara. Cien Banuaupane u ,,Save
B ,,Review + create* nmpaBuioTo € HaMU4YHO B Analytics u 3amouBa ja reHepupa UHIUACHTU PU
oTkpuBaHe Ha malware amapmu ot D4IoT. Ilo TO3M HauWH TBPBUAT KOMIIOHEHT OCHTYpsSiBa
HaJIeKJICH MeXaHu3bM 3a mnpeBpblnaHe Ha D4loT amapmu B SIEM MHIMAEHTH C MOAXOMSAI]
OPUOPUTET, KOUTO MoTaT J1a Obaat oopadborBanu ot SOC mporecure.

1.5.3.2 Mexanu3bM 3a yBeIoMJIEHHE NIPH OTKPUBaHe Ha 3JI0Bpe/ieH codpTyep

Bropust xommoneHt ¢ Azure Logic apps miedOyk, KOWTO H3Mpaina aBTOMAaTHYHU HMEHI
YBEIIOMJICHHS TIPY Ch3/1aJICH WHIMICHT 32 3JI0BPEIHA aKTUBHOCT. PoJisTa Ha TO3M MEXaHU3bM € J1a
CBhKpaTH BPEMETO 32 M3BECTSIBAHE M Ja OCUTYpU OBP30 BKJIFOYBAHE HA IMO-ONMUTHH CIICIUATHACTH
(Incident Responders) mpu Hanmuuue Ha TOJO3PUTEIHH CHOUTHS B HMHIyCTpUAIHATA MpEXKa.
[Ipaktuueckara moruka ¢ SOC aHanM3aTOpPBT HA CMsHA Ja TOJIy4aBa CTPYKTYPHUPAHO
YBEJIOMJICHHE C KJIFOUOBaTa WH(popMaIys, 6e3 a ce Hajlara mbpBO PHYHO JIa ThPCH U Pa3Koupa
netainure B SIEM koH304aTa.

Cw3naBanero Ha Logic apps 3amouBa ¢ u360p Ha xocTHHT miaH (Standard win Consumption) u
3ajaBaHe Ha Subscription, Resource group, mme u perwoH. Ciea yCHENIHOTO Ch3JaBaHE
CTpYKTypara ce u3rpaxjaa mnpes ,,Logic app designer” kato mociaenoBaTeIHOCT OT ONEPATOPH.
TpurepsT Ha meidyka e onepanus ,,Microsoft Sentinel incident®, kosiTo cTapTUpa U3MI'BIHEHNE
NPY HAJTMYMETO Ha UHIIUAEHT, TIOPOJIEH OT aHATMTHYHOTO mpaBuiio ,,D4IoT — Malware Identified
in Industrial Network®”. ToBa ocurypsiBa nupexktHa uHTerpanus mexay SIEM unnmneHrta u
aBTOMaTH3alMATA.

Cnen craptupane, miueiOyKbT U3BbpLIBA pa3bop (parsing) Ha AAHHUTE, KOUTO C€ ChIBPXKAT B
WHIUICHTa. Ba)KHO apXUTEKTYpHO peIlleHUe €, Y€ aHATUTHYHOTO MPABUJIO TPYIIHUPa MHOKECTBO
malware ajmapMu 1o copc cucteMa (MMOTEHIHAITHO KOMIIPOMETHPAHOTO YCTPOMCTBO), TaKa 4Ye MpH
HAJIMYWeE Ha TIOBEYE OT eHa JCTEKIHs 3a €Ha U ChIlla MallliHAa /1a ce TeHepupa eIWH WHIIUJICHT,
BMecTo MHOXecTBO. [lopamu ToBa Logic apps u3mon3Ba mUKIMYEH omepartop ,,For each alert®,
KOWTO TpeMHHaBa Mpe3 ajapMuTe B WHIOMIEHTa. JlanHute B cekuusara ,,Custom Details* ce
obpabotBaTr upe3 ,,Parse JSON®, kaTto ce u3MoN3Ba MpeaBapuTeIHO nepuHUpaHa cxema 3a
KOPEKTHO U3BIMYaHE Ha ToJieTara. ToBa Mo3BosiBa TMHAMUYHUTE CTOMHOCTH (TUI ajlapma, Copc
ajzipec, CeH30p, JIOKAIHS U JIp.) 1a ObJIaT U3MOJ3BAHU B CIICABAIINTE CTHIIKH.

Odunannata yact Ha Logic apps e omeparop ,,Send an email”, koliTo u3mpaia yBeIoMICHUE C
BHCOKa Ba)XHOCT. TSJIOTO Ha MMeWia KOM6I/IHI/Ipa CTaTU4YCH TCKCT U AWHAMWYHH IIPOMCHJIUBH,
Taka 4e MOJy4aTessaT Ja MOJyYyd MHHHMAIHUS, HO JOCTaThueH KOHTEKCT 3a 3alo4yBaHe Ha
pascneaBane: Tum nerekmnus (Hanpumep ,,Malware Test File Detected* mnu ,,Connection Attempt
to Known Malicious IP*), 3acerHara cucrema, (u3nMvecka JIOKAIMs W JIPYTHd PEJICBaHTHH



atpu6Oytu. [lo TO3M HAUMH YBEOMJICHUETO € KPaTKO, OPUEHTUPAHO KbM PEaKIHs M TOIAXOIAII0
3a orepaTHBHA yrnoTpeoa.

1.5.3.3 [IpaBuiio 3a apTomaTu3upane B Sentinel

TperustT kommoHeHT € Sentinel Automation rule, koiTo mpeacTaBisiBa ,,CBBP3BaIl €JIEMEHT
MEXJy TeHepHpaHUTe WHIHISHTH u Logic apps mueiOyka. [IpaBmioTo ce ch3gaBa B CEKIUS
»Automation® u ce koHpurypupa ma ce 3americtsa npu ,,When incident is created*. 3a ma ce
rapaHTupa, 4e IeHOyKbT I11e Ce U3MBIHIBA CAMO 33 PEJICBAHTHU MHIIUCHTH, CE 33/1aBaT YCIIOBUS:
»Analytic rule name* ce orpanuvaBa n0 ,,D4IoT — Malware Identified in Industrial Network®.
ToBa mpenoTBpaTsBa HEHYKHU YBEIOMIICHUS TIPU APYTH THIIOBE MHIIMICHTH W 3ama3Ba Qokyca
BbpXY Industrial malware nerexnuu.

Crnen 3amaBaHe Ha yCIIOBUATA c€ KOHPUTYpHUpaT JACWCTBHUATA HAa aBToMaru3anusaTa. OCHOBHOTO
nericteue € ,,Run playbook®, xoeto craprupa Logic apps MexaHu3Ma 3a UMEHJI yBeIOMsBaHE.
Crnen w3mpaimaHeTo Ha UMEiIa aBToMaTu3anusaTa 100aBs Tar KbM HHIUACHTA — ,,Email Sent®.
ToBa nMa Be mpakTU4HU Noyi3u: (1) mo3BossiBa ObP30 pasrpaHUMyaBaHe HA UHIUACHTH, IO KOUTO
BEUE € H3BBPIICHO YBEIOMsBaHEe, W (2) moamomara OTYETHOCTTAa M MPOCIECIUMOCTTa Ha
obpaboTkara.

B 00001menue, peanmzanuara Ha TEXHHYECKOTO PEIICHUE U3TPAXKIA [SJIOCTHA BEpUTA ,, IS TCKITUS-
WHLUJIEHT-aBTOMaTu3aus-ysenomsBane, npu kosito D4IoT ocurypssa nacunara OT-aware
netekius, Sentinel mpenocraBs SIEM kopenanus v MHIIUACHTEH Mo, a Logic apps peanu3upa
aBTOMATHU3MpaHa KOMYHUKAllUig KbM ONEpaTUBHUTE eKUMH. Taka ce peayuupa BpeMeToO 3a
yBEIIOMSIBaHE, OCUTYpsIBa C€ KOHTEKCT 3a OBp30 triage Havyao u ce ch3JaBa MPaKTHIECKa OCHOBA
3a Mo-e(peKTUBHA peaKklys MPH 3JI0BPEIHN aKTUBHOCTH B UHYCTPHATHU MPEKHU.

1.5.4 TectBaHe HA pabOTOCIOCOOHOCTTA HA TEXHUYECKOTO pellieHne

3a 1a ce mpoBepH U J0Ka)ke paboTOCIIOCOOHOCTTA Ha MPEIIOKEHOTO TEXHHUECKO PEIIeHHe, ca
MIPOBEJICHHU TECTOBE B JIBa €Tara, BKIrounTeaHo u3noi3pane Ha EICAR Tect ¢aiin. B nbpBus erar,
B HENPOU3BOJCTBEHA Cpela Ha MPOMHUIUIEHO MpEeANnpusiTHEe (MHCTalalMs 3a NpeABapUTETHO
BBBex1aHe B excrutoatanus), EICAR ¢aiinbt e usrerneH Ha paboTHA CTaHIUS, YUIUTO MPEKOBU
Tpaduk e HabmonaBaH upe3 D41oT. JleiictBueto e 3aceueno u D4loT renepupa anapma ,,Malware
Test File Detected — EICAR AV Success“. Anapmara e usnparena kbM Azure D41oT, mocTenBa
B Microsoft Sentinel u 3azxeiictBa pa3zpaboTeHHs MeXaHU3bM 3a yBenomsBaHe. B Sentinel ce
BU3YaIM3UPAT KIFOYOBU aTprOyTH KaTo BpeMe, UMe Ha allapMara, y4acTBalll YCTPOICTBa, CEH30p
Y JIOKaLus.

Cren BHepsiBaHe Ha anapmara nocpejcTBoM data connector U aHAIUTUYHO MPABHIIO, B PAMKHTE
Ha MPUOIM3UTEITHO JIBE MUHYTH ce reHepupa uHuuaeHT ,,D4loT — Malware Identified in Industrial
Network® ¢ Bucok npuoputer. ToBa aBTOMaTHYHO aKTHBHpa MOCJIE0BaTeNIHO automation rule u
Azure Logic apps, B pe3yiTaT Ha KOETO C€ M3Ipalla UMEW YBEIOMJICHUE JI0 TPEIABAPUTEITHO
3ajaieHuTe noiaydarenu. UIMelnsT cbbpka MUHMMAJEH, HO ONEPAaTUBHO 10CTaThbu€H KOHTEKCT:
TUT ajmapma, 3acerrara cucrema (192.168.10.1) u ¢pusuyecka noxarus (Sofia). JombaHurenHo,
MHIMJIEHTBT C€ TarBa aBTOMaTU4HO ¢ ,,Email Sent*, koeTo moamnomara pasrpaHuyaBaHeTo Ha Bede
00paboTeHHUTE Cilydan U yleCcHsBa paboTaTa Ha aHaiM3aTopa Ha cMsHA. EkcepuMeHTaHHTE
pesynraTu ca npeacraseHa Ha Gur 1.30, 1.31 u 1.32.

Results  Chart

[_‘ TimeGenerated [UTC] 71 AlertMame Source Destination Sensor Location

E ¥ 1/8/2026, 12:54:22.827 BPM Mahware Test File Detected - EICAR AV Success 192.168.10.1 192.168.10.2 mhh-sof-sens001 Sofia

Duz 1.30 “Malware Test File Detected - EICAR AV Success” arapya ¢ Sentinel



Crnen noka3BaHe Ha pabOTOCTIOCOOHOCTTA HA PEIICHUETO, 00OXBATHT € PA3IIMPEH 3a TOKPHUBAHE HA
1sIaTa MUHAYCTpUaaHa Mpexa, kato Bcuuku D41oT cenzopu usnpamar anapmu kbM Azure D4IoT
u Sentinel, a Te3u ot Industrial malware aHanmuTHUHUA MOIYn 3aaelcTBAT MEXaHU3Ma 3a
yBEJIOMSIBaHE. BTOpHAT €KCIEpUMEHT IeNId Ja BaMaupa e(DEeKTHBHOCTTA TPHU PEATMCTHYCH
WHAMKATOP 32 KOMIIPOMETHPAaHE — OMUT 32 KOMYHHUKaIUs ChC 3JI0HaMepeHa cucreMa. PaboTHara
cranius (192.168.10.1) npaBu onut 3a nocrei a0 IP aapec 111.15.15.66. Komynuxkanusra e
OJIOKMpaHa OT 3alllMTHA CTEHA, HO M3MPATEHUTE IMAKETH BOJAT JO TCHEpUpaHE Ha ajiapMma
,Connection Attempt to Known Malicious IP“ or D4IloT censzopa. Ilourm MHTHOBEHO
AQHAJTUTUYHOTO TMpaBwio B Sentinel reHepupa BTOPU HMHIMACHT C BHUCOK TNPHOPUTET, a
aBTOMATH3AIMATA H3MpaIa UMEIII ¢ JeTaiu (THIT ajlapMa, U3TOYHHK U JIOKAIHS) U TTOCTaBs Tar

2. D4loT - Malware Identified in Industrial Network
—
Incident number 226

A Hristov, Marian New ~ | High

product names

* Microsoft Sentinel

Duz 1.31 “D41oT — Malware Identified in Industrial Network™ unyudenm

D4loT — Malware Identified in Industrial Network

. . S| 9[> H
Hristov, Marian @ | ~ 2 &

M To Hristov, Marian 1505
(&) This message was sent with High importance.

There is a detection for “Malware Test File Detected - EICAR AV Success” involving
system “192.168.10.1", which is located in the plant in “Sofia”™

Duz 1.32 “D4IoT — Malware Identified in Industrial Network” umeiin yeedomnernue

»Email Sent“. EkcriepumenTaaaure pe3ynratu ca npeacraBena Ha @ur 1.34, 1.35 u 1.36.

Results

[:] TimeGenerated [UTC)

O

>

1 AlertMName Source Destination Sensor

1,/9/2026, 2:16:12.875 PM Connection Attempt to Known Malicious IP 192.168.10.1 111.13.13.66 mhh-sof-s2ns001

@Guz 1.34 “Connection Attempt to Known Malicious IP" arapma

& D4loT - Malware Identified in Industrial Network
||
Incident number 228
A Hristov, Marian MNew ~ | High

Status

duct names
ficrosoft Sentinel

@uz 1.35 Bmopu “D4IoT — Malware Identified in Industrial Network” unyudenm

Location

Sofia



D4loT — Malware Identified in Industrial Network
o | € 5
a Hristov, Marian @ 9|9 > @
*“j. To Hristov, Marian 16:18
(D This message was sent with High importance.

There is a detection for “Connection Attempt to Known Malicious IP” involving system
“192.168.10.17, which is located in the plant in “Sofia”.

Duz 1.36 Hueiin yeedosmnenue omuocto sacunane wa “Connection Attempt to Known Malicious IP”

[Tony4eHOTO yBEIOMIJIGHHE CIYXXH KaTO HadajlHa TOYKA 32 CTPYKTYPHPAHO ITbPBOHAYAIHO
pa3cnenBane (triage). Kato mbpBa cThIKa 3acerHatata BBTpEIIHA CHUCTEMa MOXE Ja Oble
npoBepeHa B CMDB c¢ 1ien onpeziensiHe Ha npeiHa3HAYCHUE U KPUTUYHOCT; IPH HEKPUTUIHOCT €
IOPENOPBhUNUTENTHO HM30JUpaHEe/KapaHTHHA C LeJ1 OrpaHWYaBaHE Ha pPA3MPOCTPAHEHHE WU
excuTpanus, 6e3 1a ce ch3aBa JOIBIHUTEICH PUCK 3a HHIyCcTpUaiHus mporec. Creapamara
CThIIKAa € aHanu3 Ha AectuHanmara upe3 Threat Intelligence u OSINT nposepku. Ilyonuunu
uztoununy (Hanpumep GreyNoise, Cisco Talos u AbuseIPDB) kateropusupar 111.15.15.66 xato
3nmoHamepeH anpec; cnopen GreyNoise e HaOIr01aBaHa aKTUBHOCT KAaTO CKaHUPAHE W OMUTH 3a
ataku o SSH (mopT 22), koeTo MOTBBpKJaBa BaJIMIHOCTTa Ha JETEKIUATAa M IOJIoMara
NPUOPUTH3AIMATA Ha peakuusaTa. B 06001eHme, TeCTOBETE MMOKa3BaT, 4e MPeI0KEHOTO PEIICHNE
OCUTYpsIBAa HaJIe)K/THA BEPUTA ,,ICTEKIUA-HHIUICHT-YBEAOMIBaHE , IPEIOCTaBI MUHUMAJICH, HO
nocraTbueH KoHTekeT 3a SOC u nmoanomara 0bp30 U apryMEHTHPAHO B3€MaHE Ha PELICHUS 3a
peaKkius B MHAYCTPHATIHA Cpea.

1.5.5 3akiarouenne

[IpencraBenata mnpobOisematuka B [nmaBa 1 oT aucepTalmoHHUs Tpyad OOOCHOBaBa, ue
cpBpeMmennuTe 3armiaxu 3a OT/ICS opranuzanuu He ce orpaHnyaBaT OO0 Kpax0a Ha JTaHHU
(uHTENeKTya’Ha coOCTBEHOC) WM (PUHAHCOBM HM3MaMH, a MOraT Ja JOBEAaT [0 peallHu
ONEPAaTUBHU TPEKHbCBAHUS W (PU3MUECKU IOCIECACTBUS 3acTpallaBallld YOBCIIKUS >KUBOT W
6e3onacHocT. [Ipumepu ot Omu3koTo MuHamo Kato Stuxnet, Industroyer m oco6eno TRITON
JEMOHCTPHpPAT €BOJIONMS Ha KMOepaTakuTe HACOUYEHUW KbM KPUTHYHHU MPOILIECH U CHCTEMH 3a
0€30IacHOCT, KaTo MoaYepTaBaT He0OOXOAMMOCTTa OT Obp3a AETEKIUS U KOOPIUHUPAHA PEaKIIHS
e MaKCHUMAaJTHO CMEKYaBaHe Ha TMOCIEACTBHUATA 3a MHAYCTpUaIHaTa cpeia. B TO3u KOHTEKCT,
KITFOYOBO TIPEIM3BUKATEIICTBO 32 MHOTO KOMIIAaHUHM B OTpachia HE € JIMIcaTa Ha MEXaHW3MH 3a
JNETEeKIUs, a HEHAIMYNETO Ha HAJIekKACH U JIOCTaThYHO OBp3 crocob 3a yBeqoMsiBaHe, KOHTO Aa
CBbp3Ba TCXHUYCCKHA ACIICKT Ha ACTCKIUATA C PCATHUTC HeﬁCTBHﬂ npeanpueT OT CKUIIa 3a

pearupasne (SOC).

[TpenoXkeHOTO TEXHUYECKO pEeIllIeHUE aJpecupa MMEHHO TO3U ACPUIMT 4Ype3 M3rpaxJaHe Ha
MEXaHU3bM 332 HOTHU(HKAIMS B PEATHO BpEeME OTHOCHO 3aCHYAHETO Ha 3JIOBpeleH copTyep B
MHAYCTpUaIHaTa Mpeka, MbpBOHauaIHO OTKpUT nocpeactBoM D4loT u HaarpaneH ¢ uHTerpanus
Ha Microsoft Sentinel u Azure Logic apps aBromaru3zanus. KomOuHanusaTa Mex,1y MacUBHOTO,
6e3 arent, mpexoBo HabmogeHue Ha D4loT u SIEM ¢ynkuuute Ha Sentinel mo3BossiBa
IOPEBPBIIAHETO HAa ajlapMH B CTPYKTYPUPAHHU, OINEPATUBHO IIOJIE3HUW YBEIOMJICHHS, KOUTO
JOCTHUTAT JIO IIEHThpa 32 HHPOPMAIIMOHHA CUTYPHOCT OYTH MUTHOBEHO. ChIllecTBeHa J0OaBeHa
CTOMHOCT € oboraTsiBaHeTO Ha KOHTekcTa upe3 KQL moaudpukanuu, - uzsnuyane Ha Sensorld u
nedunupane Ha Location - koeTo BHocieAcTBUE MPaBU UMEIN YBEIOMIICHHUETO €IHOBPEMEHHO
KpaTko U ¢ (OKyC BBPXY peakuusTa, ChIbPKAWKH: THUI JETeKIHs, JOTMYEeCKH ajpec Ha
a(eKTUPAHOTO yCTPOMCTBO/CcUCTEMA U (DPHU3UIECKA JIOKAITHSI.

TecTBaHETO - MbPBOHAYAIHO B HEMTPOU3BOJCTBEHA, a B TIOCIEJCTBUE U B PeaJIHA MPOU3BOICTBEHA
cpela - AEMOHCTpHpa MpakThyeckaTa e(peKTUBHOCT Ha MOAXOJAa, a UMEHHO MpHU 3acHYaHe Ha
MOJO3PUTENTHU JEHUCTBUS - HAPUMEpP OMUT 3a U3rpak/laHe Ha M3XOJAIla Bpb3Ka C M3BECTEH
snmoHamepen IP - aBromarmzamusita reHepupa cBoeBpemeHeH umeinn a0 SOC, chkpaiiaBaiiku
BpemeTo 3a peakius. Toea e kputuuHo B OT/ICS KOHTEKCT, KBAECTO BCIKO MOTEHIIUAIHO 3a0aBsHe
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yBeJMYaBa BEPOSTHOCTTA OT Pa3lpOCTpaHEHHE Ha 3apasaTta, M3HacsiHe Ha uH(opMmarus (Data
Exfiltration) u/unm eckamanust KbM JEWCTBHUS, KOUTO OMXa 3acCerHajM HEMPEKHCBAEMOCTTA Ha
WHyCTPUAJIHUTE IIPOLIECH.

BaykeH aciekT Ha aBTOPCKOTO MPEITIOKEHHUE € U OMUCAHUST 0a30B METO/ 32 HAYAJIHO Pa3clieIBaHe
(Triage), xoeTo mpeBpbIa YBEIOMICHHUETO B HadajdHa TOYKA Ha CTPYKTypUpaH 3aabI00YCH
aHanu3 — mbpBoHauanmHa CMDB mpoBepka mensimia ompeiensHe Ha KPUTUYHOCTTA U
NpeIHAa3HAYCHUETO Ha 3aCeTHATOTO YCTPOWMCTBO/CHUCTEMA, IMIOCIEABAH OT TIPOBEpKa Ha
penyrauusaTa Ha gectuHanuara ype3 OSINT. Ta3u ycTtaHOBEeHa MOCIEAOBATEIHOCT MOANIOMara
B3EMAaHETO Ha PEIICHUE 3a W30JHMPaHE/TIOCTABSHE T0J] KapaHTHUHA HA YCTPOMCTBOTO(A), KOraTto
TOBA € JIOMYCTUMO - BCSAKO JIHCTBUE TPsIOBaA Jja c€ U3MBJIHU TaKa, Ye J]a He Ch3/1aBa IOIbJIHUTEIICH
PUCK 3a MHAYCTpUATHATA ONEpaIys - U 3a MPHOPUTHU3AIMS Ha TTOCIEABAINN ICHCTBUs, 03 J1a ce
pa3unTa Ha HembJHA KOHTeKcTyanHa uHpopmauusa. [locpencTtBom TOBa, aBTOpa YCIEUIHO
azpecupa CIeAHUTE MPEABAPUTEIIHO 3a/1aJICHUTE LIeJIM U 33Ja4¥ KbM JIUCEPTALMOHHUS TPYI, a
UMEHHO:

1. Peanmuzanus Ha NpeAsIOKEHOTO TEXHUYECKO PEIICHUE B TECTOBA M PeaJIHa MHAYCTpHUATHA
cpena;

2. OrneHka Ha e()eKTUBHOCTTA Ha pa3paboTeHaTa CUCTEMa Ype3 MPAKTUIECKH eKCIIEPUMEHTH,
TECTOBH MOAXO/IH U peajHa paboTHA (YHKIIMOHAIHOCT;

3. PazpaborBane Ha wMmeromosiorusi 3a oueHka Ha pucka B OT cpenu, Ga3upana Ha
pa3pabOTEHOTO TEXHUYECKO PEIICHNE U YCTAHOBEHH MPAKTHKK U CTaHAApTH U 00JIacTTa.

B 3axmroueHue, npeiacTaBEHOTO TEXHUYECKO PEIIEHUE JEMOHCTpUpa, Y€ YCTAHOBSBAHETO Ha
Ha/IeXK/IHA B3aUMOBPbB3Ka MEXAY JIETeKIHUs M peakuus € KII0YOB (AKTOp 3a MOBMILIABaHE Ha
kubepycroiunBoctta Ha OT/ICS wMpexu. IlocpencTBoM mpuiaraHe Ha ChIIECTBYBAIU
¢ynkunonanHoctTy Ha D4loT m Sentinel m cb3gaBaHe Ha IeJI€HACOYEHU OOOraTsBaHUS U
aBTOMATH3AIHs, IOJAXOJbT OCUTypsiBa Obp3a, KOHTEKCTHA U MpHIIokuMa HoTudukamms 3a SOC,
KOETO OT CBOsI CTpaHa HaMaJlsiBa BpEMETO 3a OTKPUBAHE U peaKiys U OAIoMara OrpaHu4aBaHeTo
Ha MOCJEICTBUATA OT MHIUACHTH ChC 3JI0BPEIEH COPTYyEp aKo HE U IMMBIHOTO UM EIMMHUHUPAHE.

1.5.6 Ilpunocu kbM riasa 1

OCHOBHUTE TNPHHOCH OT HANPABEHWTE MPOYYBAHWS W aHANM3U B TiaBa | morar ma Obaar
0000I111eHH 1O CIIeHUS HAYUH:

e Il3Bexnmane Ha ‘“real-time notification pipeline” meron 3a OT/ICS nperekuuu, -
D4loT:SIEM:aBTomaruzanus:SOC - karo ce nepuHrpa MUHUMAICH HAOOp OT aTpuOyTH
3a ONEpaTHUBHO BAJHMJIHO YBEJAOMJIEHHE - THIl ajapMma, (U3MYecKa JIOKalus, CUCTeMa-
W3TOYHHK;

e @opmynupaHe Ha mbpBUYEeH Monen 3a aHanu3 Ha OT/ICS amapmu, BKiIOYBAIL
koMOuHanust or CMDB koHTeKCT - mpeiHa3HaYeHNE U KpUTUYHOCT Ha cucteMara - 1 Open
Source Intelligence (OSINT) penyrauus Ha JAeCTHHALMM KaTO MHUHHMMAJEH,
BB3IPOM3BOUM HAOOp OT CTHIKM 3a CBOEBpEHHA II'bpBOHAYAlHA OILIEHKAa Ha
MOTEHIMATTHHS PHCK ChC CUTYPHOCTTA,

e (pb37aBaHe U yCIICIIHO BHEJIPsIBAaHE HAa aBTOMaTH3alus — 6azupana Ha Azure Logic apps -
3a He3abaBHO YyBelOMsBaHe Npu Hanuuue Ha malware nerekuuu ot D4loT B
MHAYCTpUAIHU cpenu ¢ Sentinel nHTerpanus. MexaHnusma pasmosiara ¢ UM U3BECTue,
usnpamano kpM SOC;

e (OorarsiBaHe Ha alapMHUTEe U KOHTEKCTa Ha chOuTHero Ha 0aza Ha KQL momoGpunus,
BKJIFOYBAIO HW3BIWYaHe W mpesacTtaBsHe Ha Sensorld (mme na D4IoT censop) m “case
mapping” mexay Sensorld n moTeHuumanHata ¢u3NYecKa JIOKAUS HA MOTEHIMATHHO
KOMITPOMEHTHpaHaTa CUCTeMa-U3TOYHUK. ToBa IpeBpbllla CypoBaTa ajapMa B KOHTEKCTEH
Y PEaKIIMOHHO-OPUEHTUPAH CUTHAI;
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e JlemoHCTpHpaHe Ha paloTell TECTOBU CLIEHApUil B NMPOM3BOJCTBEHA CpPEeAad, BKIFOYBAII
OTKPMBAaHE Ha TNOJO3PUTEIHH JCHCTBUS M ABTOMATHYHO W3MpallaHe Ha HMEH
YBEJOMJIEHHE C KIIOYOBH IIapaMETpH, I03BOJISABAIIM HE3a0aBHO CTapTHpaHe Ha
pascieqBaHe M TMOTCHIMATHO OTpearupaHe. TeXHHYECKHS MEXaHH3bM € JIONBJIHEH OT
npaktudecku “playbook” 3a peakums, BkimtouBam nposepka B CMDB 3a BbTpemHara
cucrema 1 OSINT mpoBepka 3a BBHIIHATA, C IPENOPHKA 32 U30JIUPAHE MIPU TOITYCTUMOCT
CHPSIMO MTPOU3BOICTBEHHS ITPOIIEC.

I'JIABA 2. UHTEIrPALIUSI WU LHEHTPAJIM3UPAHO CBBUPAHE HA OT/IOT
CbBUTHUSA B OBJIAYHA AHAJIMTUYHA IINIAT®OPMA

2.1 Jlorose - CBIITHOCT U MPE€AHA3HAYCHUEC

JloroBeTe MpenCcTaBsABAT CTPYKTYPUPAHU MM HECTPYKTYPUPAHU 3aITUCH 38 CHOUTHS U ICHCTBHS
B CHCTEMH, TIPHUJIOKEHUSI M MPEXKOBU yCTPOWCTBA, KOWTO CIy>KAaT KaTO OCHOBEH M3TOYHUK Ha
JI0Ka3aresicTBeHa nHpopMalys 3a HaOIr0IeHUE, JUArHOCTHKA U pa3cieBaHe HAa MHIUACHTH. B
OT/ICS KOHTEKCT JIOTOBET€ HUMAT JONBJIHUTEIHA CTOMHOCT, TbH KaTro IOAIOMAarar
IPOCIEAUMOCTTa HA TEXHOJOTHYHU OTKJIOHCHHS, IPOMEHHM II0 aKTHBH W aHOMAJIUU B
KOMYHHKAIIMHUTE, KaTo €IHOBPEMEHHO C TOBa TpsOBa Ja ce ChOMpar W HW3moi3Bar 0e3 na ce
HapylllaBa HEMPEKbCBAEMOCTTa Ha Tporieca. [lopagu XeTeporeHHOCTTa HAa W3TOYHHIIMTE H
paznuuHATe (GopMaATH € HEOOXOIAMMO JIOTOBETE Ja OBJAT HOPMAIHM3UpPAHW M O0OTaTeHU C
KOHTEKCT, 3a J1a Ob/IaT ONEpaTUBHO MOJIE3HH 32 EKUITUTE MO0 CUTYPHOCT.

2.2 CucTteMH 3a MOHUTOPHHT U ChbXpPaHEeHHe HA CbOUTHUS

Cucremure 3a MOHMTOPUMHI U cCbXpaHeHuWe Ha cbOutug (Hanpumep SIEM) ocurypssar
LEHTPAIN3UPAHO CHOUpPAHE, CbXPAaHEHUE, THPCEHE, KOPENalus M BHU3yalH3alus Ha JIOTOBE U
aJlapMU OT MHOKECTBO M3TOUHUIIM, Ch3/laBaiiky “single pane of glass” 3a HabIt0A€HNE U peaKIysL.
B ungyctpuannum mpexu eheKTHBHOCTTA HAa MOJOOHH CHUCTEMH 3aBHCH OT BB3MOXKHOCTTA Ja
unterpupar OT-aware Tenemerpust (macuBeH Tpaduk aHanus, adapmu or OT ceHzopm), na
MOAABPKAT IPAaBWJIa B PEAJHO BpEME M aBTOMATH3alM¥, W J1a IPEAOCTaBIAT KOHTEKCT 3a
npUOpUTH3aLMS (JIOKAIUs, KPUTUYHOCT HAa CUCTEMH W/UIIU penmyTaius Ha qectuHanuu). Ilo to3u
HauuH SIEM ce npeBpblla B KJIIOUOB MHCTPYMEHT 3a HaMallsiBaHE Ha BPEMETO 3a OTKPHUBAHE U
peakuys U 3a OCUT'ypsiBaHE Ha J0Ka3yeMOCT IIpU pa3CciciBaHe.

2.3 UMnieMeHTAIMs HA onlepaTuBeH MOHUTOPHHT 32 Microsoft Defender for 10T

OnepatuBauatr MmoHutopuHr (health/operational monitoring) Ha ummnemenrtanus Ha D4IoT e
KPUTHYECH KOMIIOHEHT 3a KHOEpyCTOMYMBOCTTA Ha WHAYCTpHAIHUTE cpenu. [IpuunHara e, ue B
OT/ICS xoHTeKcT 3arybaTa Ha BUAMMOCT HE € MPOCTO TEXHUYECKHU MPoOIeM, a TUPEKTEH PUCK:
JWIIcaTa Ha TEJIeMETPHUs MOXKE Jla OCTaBH cpefara 0e3 3aliuTa TOYHO NMPH HACThIIBAIA aTaka,
KOETO MOTEHIMAJIHO BOJU JI0 MPEKbCBAHE HA TEXHOJOTMYHH MpOoLecH, (MHAHCOBH IIETH U I0PU
3acTpaliaBaHe Ha 4YoBemKara Oe3omacHocT. Hacrosmiara cexuusi mpencTaBs pa3padOTEHOTO
MH)XEHEPHO pellleHHe 3a onepatuBeH MOHUTOpUHT Ha D4IoT, koero anpecupa BbIpoca ,,KOi u
KaKk Ha0JroJjaBa MOHHUTOPUHT cHUcTeMara? 4pe3 MHOTOKOMIIOHEHTEH IOJXOJl ¢ HE3aBUCUMH
MEXaHU3MH U Pa3JIMYHU KaHAIIM 32 YBEJIOMSIBaHE.

2.3.2 IloaroroBka 3a BHeAPsIBAaHE HA TEXHHYECKOTO pPeLIeHHe

Pa3paboTeHoTO HHKEHEPHO pelleHre U3UCKBa TpH npeanoctaBku: (1) obxauno cebp3an D4loT
ceH3op, (2) unrerpanus ¢ Microsoft Sentinel u (3) nHanuuen nokanen Zabbix cbpBbp 32 SNMP
MoHuTOpHHT. Ilpn HambiHO air-gapped cpeau, KbAETO HsAMa 00JlauHA CBBP3aHOCT, PELICHUETO
MOXXE Jla C€ peaylupa 10 JIOKaTHUsS KOMIOHEHT (Zabbix/SNMP), koiiTo ocTtaBa MpUIOKUM U
HE3aBUCHM OT Azure.

3a mocthrane Ha ThIHaTa (YHKIHOHATHOCT € Heoboxomumo D4loT ceHzopwsT nma Obae
koHpurypupan kato Cloud connected mo Bpeme Ha onboarding mpoueca. ToBa ocurypsia
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TeIeMeTpUsl KbM Azure TopTaja, KaTo JONBJIHUTETHO € HeoOXoauMo Aa ObIaT pa3pelieHu
M3XOAIIM BPB3KH KbM ompeaenienn Azure secure endpoints npe3 opt 443 (TLS). Ha npaktuka
TOBA CE peau3upa Ype3 MpaBuiIa B 3allIUTHATA CTEHA, TO3BOJISBAIIM ABYIOCOUEH TpaUK CIIOpes
u3ncKkBaHUATa Ha Microsoft TokymeHTanusra.

CrenBarara cThIIKa € HHTErpanusaTa cbe Sentinel upes akruBupane Ha “Microsoft Defender for
IoT” data connector, koiito BHenpsiBa D4loT amapmure B Tabmmmara SecurityAlert. ToBa e
KJIFOUOBO YCJIOBHUE 32 IbPBUS KOMIIOHEHT Ha orepaTuBHUS MOHUTOpUHT (SIEM npasuina), Thit
KaTo Te pa3zuuTaT Ha HammuueTo Ha D4loT anapmu B Sentinel paGoTHOTO IPOCTPaHCTBO.

[Tocneqnata TOATOTBHTENTHA OMNEpalus € UHTerpanusaTa cbc ZabbiXx CBbpBBpP upe3
koH(purypupane Ha SNMP MIB monitoring. M3uckBa ce 3amaBane Ha [P agpec nHa Zabbix u
ch3naBane Ha SNMPv3 noTtpeOuten ¢ mapojia U CEKpeTeH K04 3a aBTEeHTUKalus. Tas3u
KoH(purypamnus no3BossiBa Zabbix na cienu ynpasneHckus narepdeiic Ha D4loT censopa u na
CUTHAJIU3Upa MPU HEIOCTHITHOCT.

2.3.3 Peasim3anusi Ha TEXHUYECKOTO pelIeHne

Pemennero € mpoekTHUpaHO KaTo TPY HE3aBUCHMHU KOMIIOHEHTA, KOUTO PabOTAT MapaiesHo u
HaOroaBat pasnuunu acnektd oT D4loT ummnemenTanusta. To3u MHOTOBaJCHTEH TOJXOM ©
n30paH LEeIeHAaCOYeHO, 3a J1a ce n30erne 3aBUCHMOCT OT €IUH WHAWKATOP U Ja C€ MUHUMHU3HPA
PHCKBT OT €IHOKpaTHAa TOYKa Ha OTKa3. B JombiIHEHHE, KOMIIOHEHTHTE WM3IO0JI3BAT Pa3InyHU
KaHaJM 3a yBenoMsiBaHe (MHIUACHT B Sentinel, Teams choOIeHNEe W UMEII), KOSTO MTOBUIIIABA
HAJICKIHOCTTA M TapaHTUpa BUAMMOCT 3a MpoOiieMa JOpH INMpH YacTUYHA Jerpajanvs Ha

uH(pacTpyKTypara.

Komnonenm 1: Sentinel ananumuunu npasuna 3a munca na D41oT anapmu

[TppBUSAT KOMIIOHEHT BKJIOYBA JIBE AaHAIMUTUYHHU TpaBmiia B Sentinel, kourto ciensaT 3a iurica Ha
D4loT anapmu B Tabnumara SecurityAlert. Mnesta e mpocra, HO mpakTtuyecka: ako D4loT
BHE3AITHO CIIPE J1a [10/1aBa ajJapMH, TOBAa MOJKE Jla € CUMIITOM 32 1po0iieM B uHTerpanusara D4loT—
Azure D410T —Sentinel mwin 3a 3ary6a Ha tenemetpusi. B OT/ICS konTekcT “nuncara Ha cbOUTHS”
MOYeE J1a € TI0-0TTacHa OT HAJTMYUETO Ha aJlapMH, 3aI0TO CKPHUBA PEATHU aTaKH.

Ilpasuno 1: “D4IoT — Operational (No alerts in the last 30 minutes)”

Ilenta My e na ycraHoBu ToTanHa Jjurca Ha D4IoT amapmu B nocnennute 30 MHHYTH.
Peanu3zanusta nznonssa KQL 3asBka, koATo:
1. ¢untpupa rabnuuara SecurityAlert mo ProviderName == "loTSecurity";
2. u3Bnu4a BpeMeTo Ha nocienHata D4loT anapma upes arperupaina ¢pyHkuus max() BbpXy
TimeGenerated;
3. cpaBHsBa pe3yarara ¢ ago(30m) u mpu ycioBue, 4e IOceIHaTa ajapMma € Io-cTapa,
reHepHpa HHIUICHT.
ToBa mpaBwiIO € MOJIE3HO KaTto “Obp3 MHAMKATOp” 3a mpobsieM B ingestion/Bpb3Kara U €
IPWIOKHUMO B cpefiil ¢ HopMaiHo Hanuuue Ha D4loT anapmu.
Ilpasuno 2: “D41oT — Operational (No alerts for a sensor in the last 12 hours)”

BropoTo mpaBumiio mpoBepsiBa JnIica Ha ajJapMu OT KOHKPETEH CEH30p 3a mocienHure 12 gaca.
N3nomn3sa ce:
1. rtabnuua (datatable) cbe cinchk Ha Benuku oyakBanu D41oT cenzopu (D4loTSensors);
2. otgeneH Habop (distinct) OT ceH30pH, KOMTO ca W3NpAaTWIM TIOHE €/lHa ajapMma 3a
nocienuute 12 gaca (D4loTAlerts);
3. omepanus rightanti join, 3a 1a ce HaMmepsT ceH30pH, npuckeTBamy B D4loTSensors, HO
muncsaiy B D4loTAlerts.

[IpakTudyeckn TOBa MPABWIJIO OTKPHUBA CEH30PH, KOUTO HE Ca M3MPATHIN alapMH B JaJCHUS
MIEPHOJ, KOETO MOXKEe Jla WHIMKUpPA MPOOJeM ¢ KOHKpeTHaTa MpOu3BOACTBeHA Jokarust, SPAN
KOH(Urypanus, ingestion win camusi ceH3op. BaxxHo e aa ce orOGenexu, ye B ONpeieIeHH Cpean
U TIPH BHCOKO HUBO Ha tuning € Bb3MOXKHO B paMKHTe Ha 12 Yaca ma HAMa HHTO €HA aiapma,
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KOoeTo Moe na mosene 1o false positives. [Topanu ToBa mpaBUIOTO € MOJE3HO KaTO KOMIOHEHT
Ha MHOTOBAJICHTHATAa CUCTEMa, HO M3UCKBA BHUMATEIIHO HHTEPIPETUPAHE B KOHTEKCT.

Komnonenm 2: Azure Logic Apps + Azure Resource Graph monumopune na obOiaunama
C8BP3AHOCT

BropusT KOMIIOHEHT ajpecupa pa3In4eH TUI NpoOJeM: CEH30PBT € JIOKAIHO aKTHBEH, HO €
3aryOmn oOjadHa cBbpP3aHOCT KbM Azure. To3W cueHapuil € KpuUTH4YEH, 3amoTo mpu cloud-
connected momen D4loT amapmute TpsioBa na crurHar go Azure D410T/Sentinel, 3a na 6baar
obpabotenu ot SOC. Ako cBbP3aHOCTTA OTHAJHE, MOHUTOPUHI'BT MOXKE J1a MPOIBIKU JOKAIHO,
HO LEHTpaJIM3UpaHaTa BUIUMOCT ce TyOou.

KomnoneHnTsT € peanusupan upe3 Logic apps, KONTO ce U3MbIHABA NEPUOAUYHO (HapUMep Ha
10 munytn) u m3npama HTTP POST 3asska keM Azure Resource Graph (ARG). ARG Bpsbiia
cBorictBa 3a D4loT cenzopure, BraountenHo connectivityTime (AzureLastConnectivityTime).
Ha ©6a3a Ha Ta3m croiHOCT ce Mapkupa ceH3opbT kato “Disconnected”, ako mocieaHara
CBBP3aHOCT € MO-CTapa OT OINpeesieH mpar.

Pemenunero BrimouBa u anti-flood mexanu3bM: mbpBO ce M3mpama Teams yBeIOMIICHHE MPH
npemMuHaBane Ha mpar (Hampumep 30—40 mMuH), a cien AONBJIHUTENHO u3dakBaHe (Wait 15
minutes) ce M3MBJIHSIBA BTOpPAa IMPOBEPKA 3a MO-TeXBK mpar (Hampumep 45+ MuH). AKO
HECBBP3aHOCTTA € HAJIMIIe, HO BpEMETO € 1ol 56 MUHYTH, ce ch3/aBa Sentinel MHIMIEHT ¢ BUCOK
npuoputet upe3 “Create Incident” onepanus. Tazu ABycTeneHHa JTOTHKA [IEITH:

1. panno npenynpexaenue (Teams) 3a moTeHIMaNEeH TPOOIIEM;
2. eckamamus (Sentinel incident) mpu IpoABIDKUTETHA HECBBP3AHOCT;
3. u30sArBaHe Ha 3aJMBaHE C HOTU(PHUKAIUH IPU ABITOTPARHU TOBPEIH.

N360pbT Ha Teams KaTo MbPBU KaHAI € MPAKTUYEH — TOH € Obp3, HO He ¢ SLA-6a3upan. 3aToBa
[P MPOABIDKUTENEH npobiem ce npemuHaBa kbM SIEM MHIMAEHT, KONTO € MOo-MOAXOAII 3a
NpOCIIeAsIBaHE M YIPABISIEMOCT.

Komnonenm 3: Jloxanen SNMP/Zabbix monumopune na management unmepgetica

TpeTusar KOMIIOHEHT € He3aBUCUM OT Azure u Sentinel u e ocobeHo BakeH 3a air-gapped wim
WNutepHeT-orpanndenu cpeau. Llenta My e 1a oTKpre MpoOsieMH Ha HUBO ONepalioHHa CUcTeMa
i management uarepdeiic Ha D41oT cenzopa — HanmpuMep KOraTo CEH30pBT CIIPE /1a OTroBaps
Ha ping kbM management [P. [IpakTuyeckure HabIt01eHHS TOKA3BaT, Y€ TOBA ChCTOSHUE YECTO €
CBBP3aHO ¢ pobsiem B OS/BUpTYyasieH KOHTEWHEP, KOETO MOXKeE J1a TOBEE 0 YaCTUYHA WIIH MThJIHA
3ary6a Ha (yHKIMOHAIHOCT.

Peanuzamnusita e upe3 Zabbix, kondurypupan na wmsmpama ICMP Echo Request kbm
management uarepdeiica Ha Bceku 2 MUHyTHU. [Ipu TpH mocneaoBaTeTHI MPOMYyCHATH 3 OTTOBOPA
(o610 6 munyTH) Zabbix uznpara umeitn yBegomiienne 10 OT security exumna. To3u KOMIIOHEHT
¥Ma JIBe CUJIHU CTpaHHU:

1. Haili-kpaTko BpeMme 3a AeTeKlMs Ha “TBbp]” O0TKa3 (6 MHUH);

2. TPUIIOKUMOCT HE3aBUCUMO OT obsiauHa cBbp3aHocT 1 SIEM ingestion.
B o00006menne, umiuieMeHTanusATa Ha ornepaTuBHUs MoHUTOpuHT 3a D4loT peanusupa
MHOTOBaJIEHTHA CHUCTEMa, KOsATO MokpuBa: (1) ingestion/MHTErpanMOHHU MpoOieMu (JIHIca Ha
amapmu), (2) cloud connectivity mpo6nemu (ARG/Logic apps), u (3) JOKaJqHH OTKa3u Ha
management/OS (Zabbix). KomOuHanusTa OT HE3aBUCUMU HHIUKATOPHU U KaHATH 32 YBEIOMSIBaHE
MUHHMH3Hpa PUCKa OT HEYyCTAaHOBEHA 3ary0a Ha BHIMMOCT M Ch3[aBa MpPaKTHYECKa OCHOBA 3a
cBoeBpeMeHHa peakius u troubleshooting B OT/ICS cpena..
2.4 TecTBaHe HA PaG0OTOCNIOCOOHOCTTA HA TEXHMYECKOTO pellleHue

3a 5ma ce u3npobOBa M TOKaKe PabOTOCTIOCOOHOCTTA HA MPEAJIOKEHOTO TEXHUYECKO PEIICHUE 3a
onepaTuBeH MoHUTOPHHT Ha D4I0T, ca mpoBeaeH cepust OT TECTOBE, HACOYSHH KbM HaOII0/IeHNE
¥ OTYWTAaHE HAa HAYyWHA Ha paboTa HAa BCEKH OT TPHUTE KOMIIOHEHTA B ISUIOCTHATA CHCTEMA.
Cumynanuure ca IJIaHUPAHW Taka, 4e Ja TECTBAT €IWH OT HaW-KPUTHUYHUTE NPAKTHUECKU
cueHapuu — ,,iospenieH D4IloT cenzop®, Thil KaTo TOBa ChCTOSIHHE MOXKE JIa JOBEIE /10 3ary0a Ha
TeJIeMEeTpHs U “‘CIIeTIH TIeTHa™ B MHIyCTpHallHATa BUAUMOCT. BpeMeBuTe HHTEpBAIM HA TECTOBETE

14



ca choOpa3eHM C JIOTUKATa U MPAroBeTe Ha OTACITHUTE MEXaHU3MH 3a JneTekius (Zabbix/SNMP,
Azure Logic apps/ARG u Sentinel aHamuTHYHE IpaBUIIa), TaKa 4e Ja ce BaTuarpa KakKTo PAaHHOTO
W3BECTSABAHE, TaKa U MOCJIEIBAIATa eCKAJAIUs TIPU MTPOIBIDKUTEIIHA HEU3IIPABHOCT.

3a menrta TectoB D4IoT ceH30p € M3KII0YEeH KOHTPOJIUPAHO Ype3 KoMmaHaa “system shutdown”,
mineiHeHa B Command-line interface (CLI) or “admin” akaynr. Taka ce rapanTupa, ue
cbeTosiHueTO “off” e pe3ynrtar oT peanHa HEIOCTHITHOCT Ha CEH30pPa, a HE OT MEKIUHHU MPEXKOBU
dnykryaruu. [IpoBeqeHUTE EKCIIEPUMEHTH, OYaKBAHUTE PE3yATATH U OTYCTEHUTE Pe3yNTaTH
Morar 1a Opaar o00OIEeHH B ClieJHaTa JOruKa:

(1) Zabbix/SNMP umeiin useecmssane (Haii-6vp3 KOMNOHEHN)

[IspBOTO OYaKBaHO JIeMCTBUE € 3aAeiicTBaHe Ha JoKaTHUsd SNMP MoHUTOpHHT, peanu3upaH 4ype3
Zabbix, K0iTo mpoBepsiBa AOCTHIIHOCTTA Ha management naTepdeiica Ha D41oT. Twit kato Zabbix
e KoHpurypupas aa uznpama ICMP ping 3asBku Ha BCEKH JBE MUHYTHU U J]a alapMUpa MpH TpU
IIOCJIEZIOBATEIHO IPOIIYyCHATH OTTOBOpA, OYAKBAHUAT PE3YATAT € MMEWJ yBEIOMIIEHUE CIIE]
OpUOJIM3UTENIHO 6 MUHYTH OT OKOHYATEIHOTO CHUpaHe Ha ceH3opa. OTYeTeHMAT pe3yiTar
NOTBBPKAAaBa TOBA IIOBEICHHUE — HMEIUIBT € TmoiydeH mmect MuHyTH ciex shutdown.
[TpakTyeckara CTOMHOCT Ha TO3M KOMIIOHEHT €, Y€ OCHUTYpsiBa Hali-paHHA CUTHAIM3ALUS MPU
“TBBpA’ OTKA3 Ha CEH30pa, HE3aBUCUMO OT oOJauHaTa cBbp3anocT U SIEM uHTerpanusra.

[Ipu peanHa moBpeaa, 3aceyeHa IO TO3M HAYUH, OTCTPAHSIBAHETO YE€CTO H3MCKBA (U3HYCCKU
JOCTBII IO CEH30pa WU OTJIAJICUSH JOCTBII JI0 XapAyepHus HHTep(eiic 3a yrpaBicHue (HaIpuMep
iLO/iDRAC). ToBa moka3Ba, ye ZabbiXx KOMIIOHEHTBHT € IMMOIXOJAI] 3a PAaHHO OTKPHBAHE Ha
npo0JieMd Ha HUBO OIEpallMOHHA CHCTEMa/Xaplyep W CIY)XH KaTO IbPBUYCH WHIMKATOpP, 4e
MOHHUTOPHUHT HH(pacTpyKTypaTa € Aerpaaupaia.

(2) Teams cvobwenue npu decpadayus Ha 0OIAYHAMA C8bP3AHOCH (PAHHO NpedynpexcoeHue)

CrnenBamuaT o4akBaH eTall € akTHBHpaHe Ha Logic apps MexaHHM3Ma, KOWTO ClIe[M MocjeHaTa
oOnauna cebp3anocT Ha D41oT censopa kbM Azure upe3 ARG. B npensnosxenaTa 10ruka mbpBoTo
neiicrBue e Teams yBegomiieHue npu jgocturade Ha npar (30 MUHYTH) OT MOCJIEHATa yCIelHa
KoMyHHKaIus. OTYETEHUAT pe3yiTaTr MOTBbp)KIaBa oyakBaHeTO — 30 MUHYTH clie ocaeHaTa
Bpb3ka Mexay D41oT u Azure e nonydeno Teams cboO1ieHue.

ToBa u3BecTsBaHEe MMa MPEeaYNPEIUTENICH XapaKkTep: Ha TO3H €Tall € Bb3MOXKHO NMPOoOJIEMBT J1a €
BpEMEHEH (HampuMmep KpaTka 3aryba Ha VHTepHeT/MapuipyT, pectapT Ha 3allMTHa CT€Ha WIU
MpexoBO ycTpoicTBo). Ilo Ta3su nmpuumna Logic apps BKiIIOUBa JIOMBIHUTENHA CThIKa “wait”
(u3vakBaHe 15 MUHYTH), TpeIM 1a IPEMUHE KbM ecKajaius. Teams kaHaTbT € U30paH KaTo paHHO
yBEJIOMJICHHE, 3all0TO € Obp3 U onepatuBeH, HO He € SLA-OpHeHTHUpaH MEeXaHU3bM, KOETO
JIOTUYHO BOJM JO CJeJaBallara CThIIKAa — HWHIUIAEHT B Sentinel mpu mo-TpoaBLKUATETHA
HECBBP3aHOCT.

(3) Sentinel unyuoenm 3a ysanocmua aunca na D41oT anapmu (unmeepayuonen unouxamop)

[Tapanenno ¢ Teams npenynpexJeHHETO € OTYETEeH M MHIUAEHT B Sentinel, reHepupan ot
aHanutuyHoTO npaBmio “D4loT — Operational (No alerts in the last 30 minutes)”, koero cienu 3a
totanHa junca Ha D4loT amapmu B tabnunara SecurityAlert 3a mocneanure 30 munyru. B
TECTOBHSI CLIEHApUM, KBJIETO UMa CaMO €IUH CEH30D, JINTIcaTa Ha TeJeMEeTPUsl JJOTHYHO BOAM 0
3ajeiicTBaHe Ha WHIMICHTAa. B peasiHa NMpoM3BOACTBEHA cpella C MHOXKECTBO CEH30pPH TOBA
paBuiIo 61 OUI0 MO-UHPOPMATUBHO 3a rI10OaTHU Mpobiemu — Hanpumep cpuB B Azure D41oT,
npo6iiem ¢ data connector-a uiu oOmma nerpaganus B Sentinel.

To3u pe3ynrar noTBbp:K/aBa, 4e MbPBUSAT KOMIIOHEHT Ha pemeHuero (Sentinel nmpasuia) pabotu
KOPEKTHO KaTO MHJMKATOP 3a IPEKBCBAHE HA TeleMeTpusaTa Ha HUBo SIEM.

(4) Sentinel unyuoenm npu 45-munymmua Hecevpsanocm Kom Azure (eckanrayus)

Cnen uzwakBaneto oT 15 mMunytu Logic apps u3BbpuiBa Bropa nposepka upe3 ARG u npu
JIOCTUTaHe Ha MO-BHCOK mpar (45 MUHYTHM OT IOcleJHAaTa KOMYyHHKalus) reHepupa Sentinel
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uHIUACHT. OTUETEHUAT pe3yNTaT ChbOTBETCTBA HA OYAKBAaHOTO IMOBEACHHE — 15 MHUHYTH cren
Teams ch0OIIEHUETO € TIOMy4YeH Sentinel MHIMACHT, yKa3Balll, Y€ CEH30PBT HE € KOMYHUKUPAI C
Azure Beye 45 MUHYTH.

Ta3u cThIIKa Ce€ HMHTEPHpPETHpa KAaTO HEOOXOIMMOCT OT PEaTHO OTpearupaHe, Thil KaTo
BEPOSTHOCTTA MPOOJIEMBT Ja € BPEMEHEH HamallsiBa, a PUCKBT OT 3ary0ba Ha LEHTpaIM3HupaHa
BUIMMOCT cTaBa 3Ha4uuM. J[oOpa oTnpaBHa Tovka 3a troubleshooting B TakbB citydail € mpoBepka
Ha MHTepHeT/MapuipyTHaTa CBBP3aHOCT HA CEH30pa M WM3MbJIHEHWe Ha auarHoctuyan CLI
KOMaH i1 (HarpuMep 3a connectivity checks), konto na moTBepAAT gajm MpoOJIeMBbT € B JJOKaTHATA
Mpexa, 3alluTHATa CTeHA WIK B KOH(UTypanusTa Ha CEH30pa.

(5) Sentinel unyudenm 3a aunca Ha arapmu om KOHKpemeH ceH3op 3a 12 uaca (Owvaeocpouen
UHOUKamop)

[MocieHUAT BaMIMpaH eIEMEHT € aHaTuTUYHOTO npasuio “D4loT — Operational (No alerts for
a sensor in the last 12 hours)”, koeTo reHeprpa HHIUACHT MIPH JIATICA HA ATaAPMH OT KOHKPETEH
CEH30p B MpoABIDKeHUE Ha 12 yaca. OTYETCHUST pe3yiTaT MOTBbPIKAaBa 04aKBaHOTO — MOHE 12
Jaca cJiel OKOHYATEeITHOTO CIIMpaHe Ha CeH30pa Ce MOsABABA ChOTBETHUAT Sentinel MHINMACHT.

BaxxHo e 1a ce moguepTae, ue B peaHu Cpeii € Bb3MOXKHO MPaBUIIOTO J1a reHepupa false positives,
aKo 3a OIpejesieH MepHo] pealHo HsAMa ajapMu (HampuMep MajKka cpela C BHCOKO HHBO Ha
tuning). [Topaam ToBa MPAaBHIIOTO UMa CTOMHOCT KaTO KOMIIOHCHT Ha MHOTOBAJICHTHATA CUCTEMA,
HO pe3yiaTaTUTE My CJe[Ba Ja CE€ HHTEPIPETHUPAT B KOHTEKCT W Ja C€ MOTBBPXKIaBaT C
JOT'BJIHUTEITHU TTPOBEPKH.

Ilpakmuuecku nacoxu 3a eepuguxayus u Hauaiuo troubleshooting

Kato ormpaBHa Touka 3a YCTaHOBSIBAHE Jalld TEJICMETPUATA € BBH3CTAHOBEHA, MOAXOJAIIA
npakTHKa e reHepupaHe Ha TectoBa D4loT amapma (Hampumep upe3 BrpaJieHUTE MPOBEPKH 3a
CHUCTEMHO CBHCTOSIHME B HHTepdeiica Ha ceH30pa). YCHEMHOTO TeHepUpaHEe W IOCIeIBaIlO0
nosiBsiBaHe Ha amapmaTta B Azure/Sentinel e mnaukamwms, ye Bepurata D4loT-Azure D4loT-
Sentinel 0THOBO (yHKIIMOHMPA KOPEKTHO.

Obob6wenue na pezyimamume om mecmoseme

[IpoBeneHUTE EKCHEPUMEHTH TMOTBBPXKIABAT, Y€ MPEUIOKEHOTO TEXHUYECKO pelIeHHe
(GyHKIMOHMpPA CHIOpe]T IM3aifHa U OCUTYpsIBa MIOETAITHO, HA/Ie)KTHO 1 MHOTOKAHATHO U3BECTSIBAHE
npu cueHapuii ,,HeHannyeH D4loT censop®. Hali-panHusar unaukatop e Zabbix (6 MuH), cienBan
ot Teams mpenynpexnenue (30 MuH) 1 mocneaBamia eckananus upe3 Sentinel nnnuaentu (30
MUH 3a JIMIca Ha anapMu, 45 MUH 32 HECBBP3aHOCT KbM Azure, 12 yaca 3a nurica Ha alapMH OT
KOHKpPEeTeH ceH30p). Ta3u mocienoBaTeIHOCT JEMOHCTpHpa OCHOBHAaTa CTOMHOCT Ha
MHOTOBQJICHTHHUSI TIOJIXOJ: JOpU TMPH YacTHYHA Jerpajaius Ha MH(pacTpyKTypaTa cucTeMara
3ara3Ba CIIOCOOHOCT J1a YBEIOMSIBA Upe3 HE3aBUCUMHU KaHAIH M UHINKATOPH, KaTO THOBPEMEHHO
MojroMara JUarHOCTHIIMPAHETO Ha BeposiTHaTa mpuumHa (OS/management oTka3, 3aryda Ha
cloud cBbp3aHoCT, MHTETpalMOHEH MpoOsieM). ToBa Banuanpa MpakTHYECKaTa MPUI0KUMOCT HA
OTIepPaTUBHUS MOHUTOPHHT KaTO HEOOXOJMM CIJIOH 3a rapaHTHpaHe Ha BHIUMOCT U YCTOWYHUBOCT
Ha OT/ICS mMoHuTOpUHT BHeApsiBaHUs. EKcriepuMeHTATHUTE pe3yiTaTu ca npeacraBena Ha dur
2.24,2.25,2.26, 2.27 u 2.28.
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-----Original Message-----

From:

Sent:

To:

Subject: Problem: Node is unavailable by ping

Problem started at 14:56:36 on 2023.10.26 Problem name: Node is unavailable by ping
Host: mhh-sof-sens001

Severity: High
Operational data: Down (0)

@uz 2.24 Hmeiin om Zabbix cvpevpa yeedomasawy 3a Henoayyasane Ha 3 nociedosamentu NuHs
omeosopa

Hristov, Marian 10/26 3:10 PM
mhh-sof-sens001 is Disconnected

¢ Reply

Duz 2.25 Crobwyenue ¢ Teams yeedomasaujo, ue cernzopvm D4IoT e nHecevpsan xvm Azure

D Title Created time .- Owner

D > DdloT - Operational (No alerts in the last 30 minutes) 10/26/23, 3:10 PM Hristov, Marian

Puz 2.26 Sentinel unyudenm sadeiicmsean nopadu nunca va D4JoT arapmu npes nociednume 30

MURYIL
] Titee Created time Owner Description
D »  mhh-sof-sens001 is Disconnected 10/26/23, 3:25 PM Hristov, Marian The last connectivity of mhh-sof-sens001 to Azure was 10/26/23, 240 PM

@uz 2.27 Sentinel unyudenm sadeiicmsar 45 cned nocreduama xomyruxayua mexncoy D4IoT u Azure

(] Title Created time - Owner

G > D4loT - Operational (Mo alerts for a sensor in the last 12 hours) 10/27/23, 12:00 PM Hristov, Marian

Guz 2.28 Sentinel unyudenm zadeiicmsan nopadu aunca wa D4IoT atapmuy on KOHKPEmMeEH ceHsop
npes nociednume 12 yaca

2.5 3akJjao4enue

[IpencraBenata wHbopmamuss B [7aBa 2 OT AWCEpTAlMOHHUS TPYyJd OOOCHOBaBa, 4Ye C
HapacTBallaTa IUTHTaIu3alus W pa3muBaHe Ha rpanuuute mexay WUT u OT cpeaure,
BHEJPSBAHETO HAa CHOCOOM 3a BHUIUMOCT M JETEKIUS B HMHIYCTPUAIHUTE MpPEXU Beye €
HE00X0IMMOCT, HO camo 1o cebe cu He e goctarbuHo. Koraro OT/ICS opranuzanus pa3uuta Ha
TEXHUYECKO peEIIeHHE 3a MacuBHO, 0e3 areHT, MpexoBo HaOmonaeHue karo D4loT, Bb3HUKBa
KPUTUYHHUAT BBIPOC “KOM M Kak HaOoJaBa MOHUTOPHHI cuctemara?”’. OrpaHudeHaTa Wid
U3LSUT0 3ary0eHa BUJIMMOCT TMOPay MPo0JIeM B CEH30D, MHTETpalus Ui HHPPACTPYKTypa MOXe
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Jla OCTaBW cpejiaTa He3alluTeHa TOYHO B MOMEHT Ha HacThIIBalla kubeparaka, koero B OT/ICS
KOHTCKCT O3HadaBa pI/ICK oT OHepaTI/IBHI/I HpeK'bCBaHI/ISI, q)HHaHCOBI/I IICTH MU IOTCHIIMAJIHO
3acTpalraBaHe Ha YOBEIIKaTa 0€30MmacHOCT.

B TO3M KOHTEKCT, MNpPEAJIOKEHOTO TEXHUYECKO PEIIEHUE 3a OINEpaTUBEH MOHUTOPUHT
(health/operational monitoring) agpecupa KIrOYOBHS pUCK OT TPYIHO YiIoBUMH OTKa3u Ha D4loT
UMIUIEMEHTAlUs, KaTo pasnojiara ¢ pa3pabOTeHH HE3aBUCUMHU €IMH OT JIpYr MEXaHH3MHU 3a
OTKPUBAHE Ha BIIOIIABAaHE HA BUAUMOCTTA U 32 paHHO U3BecTABaHe. [IpakTnyeckara CTOMHOCT Ha
MIPEAIOKEHUS TIOJIXO/I €, Y€ TOM HE C€ OCHOBOIIOJAra Ha €JMH-€AMHCTBEH UHAUKATOP, a U3M0I3Ba
TPU KOMIIOHEHTA, KOUTO Pa0OTST mapajesiHO U HE3aBUCHUMO, KaTO HaOJII0AaBaT pa3inyHu aclieKTh
or D4loT ummieMeHTanusTa M H3M0J3Ba pa3IM4YHU crocoOu 3a yBeaoMmsiBaHe. [IbpBusT
KOMITOHEHT — ChCTaBEH OT B¢ Sentinel npasuina — cieau 3a nunca Ha D4loT anapmu Ha rmo6aiHo
HUBO U OTHOCHO KOHKpeTeH ceH30p. [10 To31 HaunH CBOEBPEMEHHO CE€ YCTaHOBSABAT OTEHIIUAIHU
npobnemu D410T-Azure D4loT-Sentinel mHTerpanmuara m ce MHHHMH3HUPA BEPOSTHOCTTA 32
HEYCTAaHOBEHA 3aryda Ha TeleMeTpHs. BTOPUSAT KOMIOHEHT — pealu3upaH MOoCpeACcTBOM Azure
Logic apps u ARG 3asiBka - 100aBst crtoco0 3a MOHUTOpUpPaHe Ha 001adHaTa cBbp3aHocT Ha D4loT
ceH3op(uTe), pasnoiiaraiku ¢ MEXaHW3bM 3a MPEAOTBpATSIBaHE HAa MOTEHIIMATHO 3aJUBaHE OT
U3BECTUA B cllydail Ha aparoTpaiinu nospenu ¢ D4loT undpactpykrypata. Tpetust u nocneneH
KoMIIOHEHT - SNMP mMouuTOpHHT, 6a3upan Ha Zabbix CEPBBpP — OCUTYpsiBa CIIOCO0 32 OTKPHUBAHE
Ha TIOTEHIIMAJIHH MPOOJIEMH HAa HUBO OMNEpaAIliOHHA CHCTEMa W/WiM HHTepdeiic 3a yrpaBieHHE B
MHAYCTPUAIHU CPEU, KOUTO Ca U3LISUI0 OTKbCHATHU OT VIHTEpHET — TOeCT He pa3noJarar ¢ o0jJadyHa
CBBP3aHOCT.

TecTBaHETO Ha MPEAJIOKEHOTO TEXHUUECKO PElIeHHe ce 0a3upa Ha KOHTPOJIUPAHO U3KIHOYBAHE
Ha D4loT cens3op u aemMoHcTpupa €()EeKTUBHOCTTAa Ha MHOTOBAJICHTHHUS WH)KEHEPEH IOJAXOJ -
IbPBOHAYAIIHO CE 3aJeliCTBa Hal-OBP3UAT KOMIOHEHT - ZabbixX - crmen enBa miecT MHHYTH OT
“noBpenara” Ha D4loT ceH3opa, KOeTO BOAM [0 aBTOMaTMYHO HMEWT yBenoMieHHE. B
HIOCIIEICTBHUE - P IPEMHUHABAHE Ha Mpara 3a obiayHa cBbp3aHocT — Azure Logic app usnpaia
Teams cp00IICHNE, MTHAUKUPAIIIO HECBBP3aHOCTTA Ha ceH30pa. dunanHo, ABa Sentinel MHIIMIEHTA
OuBaT reHepupanu nopaau auncara Ha D4loT anapmu B cbOTBETHHUTE BpEMEBH MHTEpBAIU. Ta3u
MOCJIEZIOBATEIHOCT I0Ka3Ba, Y€ pealn3upaHus crnocold 3a ONepaTUBEH MOHUTOPUHI HE cCamo
OTKpMBa MOTEHLUHUAIHHU MPOOJEMU CBOEBPEMEHHO, HO U MPEJOCTaBi HACOKH 3a JIOIBJIHUTEIIHU
IIPOBEPKU OTHOCHO u3npaBHocTTa Ha D4loT nMnnemenranusara. [1o To3u HauKH, aBTOpa yCHEIIHO
azpecupa JIB€ OT IPEABAPUTENHO 3aJaJCHUTE LEIU W 3aJa4yd KbM JUCEPTAlMOHHUA TpY., a
MMEHHO: Peann3anys Ha MPeI0oKEHOTO TEXHUYECKO PEIIEHUE B TECTOBA M PeallHa NHYCTpHAIHA
cpena/ OueHka Ha e(heKTUBHOCTTA Ha pa3paboTeHaTa cucTeMa Ype3 MPaKTHUECKH eKCIIEpUMEHTH,
TECTOBH MOAXOIH U peajHa paboTHA (HYHKIIMOHATHOCT.

B 000011enme, mpeioxkeHoTo TEXHUUECKO pelleHHe MPeICTaBs MPaKTUUEH U PeaTu3yeM MOAX 01
3a moBumaBaHe Ha yctoiuuBoctra Ha OT/ICS MonuTOpuHra, komOuHupaiiku SIEM npasuia,
croco6 3a HaOmoieHHe Ha o0JlayHaTa CBHP3aHOCT U HE3aBUCUM H3LSJIO JOKAJIeH MOHUTOPUHT.
ToBa Boau 10 OCHOBHUSAT HU3BOJI - B MHAYCTPUAJIHA Cpeia HE € JOCTaTh4HO Ja CE UMILJIEMEHTHPA
croco0 3a JETeKIHs, a € HEOOXOIUMO € J1a C€ M3TPagu U HAAEK/IEH ONEepPaTUBEH MOHUTOPHUHT,
KOHTO IOCTOSHHO /1a BaJUAMpPA HAJIMUYUETO HAa BUAUMOCT U Ja yBEIOMSBA IIPU OTHAJAHE Ha
KJIFOUOBH KOMITOHEHTH.

2.6 IlpuHOCH KBM IJ1aBa 2

[IpuHocuTe KbM TJIaBa 2 Morat fa Ob1aT 0000IIeHH, KAaKTO CJIe/IBA:
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e dopmanu3upaHe Ha KOHIENIMATa ‘“HAOMIOJEHHE Ha CUCTeMmara 3a HalmrogaBaHe” B
OT/ICS xonTekcT Ha 0a3a neUHHpaHEe HA WHAWKATOPU HA OTEPAaTUBEH MOHUTOPHHT, -
JUIca Ha ajlapMH, NpPeKbCBaHE Ha oO0JlayHaTa CBBP3aHOCT WJIM HE HAIUYHOCT Ha
uHTep(deiica 3a ynpaBiaeHUE - CAYXKEIIX 3a U3MEpUMa CUMIITOMAaTHKA Ha MOTEHIHaTHATa
JIerpajalys Ha CUCTEMATa;

e [lpunarane Ha MHOTOCIOCH MOJEN LENSI] HaJAeKIHOCT Ha ONEpaTUBHUS MOHUTOPUHT,
KOWTO ce 0a3upa Ha HE3aBUCHUMH YBEIOMHUTEIHH MexaHu3mu, - SIEM unimuaent, Teams
CHOOIIEHNE U MMEIT — HaMaJIsBallll BApMAaHTHOCTTA OT “single point of failure”;

e (Cnb3gaBaHe W YCHEIIHO BHEApsBaHE Ha JBe Sentinel aHaIUTHYHU TpaBuUiia, KOUTO
OTKpHUBAT M yBeAoMsBaT rpu “nurica Ha D4loT anapmu - rimo6anso (30 MuryTH)” 1 “nurica
Ha D41oT amapmu - koHkpeTeH cen3op (12 gaca)”, uznonspaitku KQL onepatopu 3a Bpeme
U KOpemanus;

e (Cn3maBaHe u ycrnemHo BHeApsaBaHe Ha Azure Logic apps ¢ ARG 3asBka 3a HaOmoneHue
Ha “LastConnectivityTime” u aBromatnuHo Teams yBenomsiBaHe NpU HpPEKbCHATa
obnadHa cBBp3aHOCT. MexaHnu3Ma pasnodara ¢ “anti-flood” moruka;

e (Cn37aBaHe U yCIEUIHO BHEJPSIBAHE HA HE3aBUCUM H3ISJIO JIOKAJICH MOHUTOPHUHT CIIOH -
Zabbix cspBbp, SNMP 1 Ping - 3a HaGnrogaBane Ha unTepdeiica 3a ynpasnenue Ha D4loT
ceHsop(a/ute) U MMEWUN yBeNOMsBaHE MPU HE HAIMYHOCT. MexaHu3Mma € MPUIOKUM
OCHOBHO 3a “air-gapped” cpenau;

e II3BexkmaHe HAa METOJ 3a BalHUIMpaHa pabOTOCIOCOOHOCT Upe3 KOHTPOIUPAHO TECTBAHE -
[[EJICHACOUYCHO M3KJIIOYBAaHE - W JIETAlIHO ONKMCAaHHWE Ha HEOOXOAMMHTE CTHIKU 3a
“troubleshooting”, BKIIOYBAIIM AMPEKTEH/JIOKAJIEH JOCTBI, NpoBepka Ha VHTepHeT
cBBp3aHOCTTa W/1m ipoBepka Ha Azure D4loT-Sentinel uaTerpamnusTa.

I''IABA 3. ABTOMATHU3UPAHU MEXAHU3MHU 3A U3BECTIABAHE WU
ONNEPATUBEH MOHUTOPHUHI' B UHAYCTPUAJIHU MPEXHN

3.1 OTkpuBaHe HA ATAKM CPelLly HHAYCTPHATHHA MPEKH, e IIH MOHNKABAHE HA BepCUATA
Ha pbpmyepa

Firmware downgrade atakurte ce oTIu4aBar ¢ TOBa, 4e 37I0yIOTPeOsBaT C IETUTUMHH MPOIIECH TTIO
0OHOBSIBaHE U TI0 TO3W HAYMH MPUKPHUBAT 3JIOHAMEPEHUTE JCUCTBUS KaTO HOPMaIHA MOAAPBKKA.
B OT/ICS xoHTEKCT TOBa € KPUTHYHO, 3aII0TO PErpecHsi KbM MO-CTapa BEpCUsi MOXKE YMHIILIIEHO
Jla BBPHE OTHOBO HW3BECTHH YS3BHUMOCTH M Jla Ch3Aaje TNPEANOCTaBKa 3a MOCJeIBaIla
KOMITPOMETAIMsI Ha KOHTPOJIHU CHUCTEMH, 3ary0da Ha YIpaBlsieMOCT M PHCK 3a 0€30MacHOCTTA.
CrnenoBarenHo eekTuBHaTa AeTeKius m3nuckBa OT-aware MOHUTOPUHT ¥ aHAIMTHKA, KOUTO J1a
pasnmuuaBatr He mpocto “Firmware Change”, a mocokata Ha TpoMsiHaTa W HElHaTa PUCKOBA
CTOMHOCT.

3.3 Peaniu3anusi Ha TEXHHYECKOTO pellleHUe

[TpoexkTupaHOTO MHKEHEPHO TEXHUYECKO pellieHue 3a OTKpuBaHe Ha Firmware Downgrade ataku
e peanusupaHo kato komOmHanms oT (1) aHamutuyHo mpaBwio B Microsoft Sentinel, xoero
reHepyupa WHIMACHT caMO IPU perpecuBHa MpoMsHa Ha ¢GbpMmyepa, u (2) aBTOMATH3UpPaH
CeJIMMYEH OTYET 3a BCHUKHM ocTaHaiu ,,Firmware Change Detected* amapmu, xoifTo ocurypsisa
governance W KOHTPOJI BbPXY JISTUTUMHUTE OOHOBSIBaHUs. VI3TOYHWK Ha TaHHU 33 PEHICHUETO €
amapmara “Firmware Change Detected” renepupana ot D4loT u BHeapena B Sentinel upes
“Microsoft Defender for IoT” data connector. OcHOBHaTa 11€J1 € J]a C€ MPeoAoJIee OTPAaHUICHUETO
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Ha CTaHAApPTHUTE IIAaT(GOPMH, KOUTO CUTHAIM3UPAT 332 HACThIWIA (bpMyepHa NMPOMSIHA, HO HE
pa3in4yaBaTt gajid Td € 'bHI”pCfI[[ 401041 ):[ayHrpeﬁL[, M IIO TO3HM HA4YWH Jda C€ INOCTUTHC CCIICKTHBHA
€CKaJIaIisl Ha CbOUTHSI C Hali-BUCOK PHCK.

3.3.1 Ananumuuro npasuno, omxpusawjo Firmware Downgrades

[TbpBUSAT KOMIOHEHT € aHAIMTUYHO MPABUJIO B Sentinel, KOeTo W3MBJIHABA Version-aware JOTruKa:
U3BJIMYA TpEIUIIHATa M TeKyllaTa Bepcus Ha (bpMyepa OT ajapMara MU TH CpaBHSABA IO
KOMIIOHEHTH, 32 Ja OIpeleNu Iocokara Ha mnpomsiHaTta. [IpaBuioTo ce ch3gaBa B MEHIO
“Analytics”, karo B cekius “General” ce 3agaBaT UMe U OIKMCAHUE.

B cnenamara crenka ce nedunmpa KQL 3asBka BepXy Tabmuma SecurityAlert, kato ce
orpaanuana 10 D4loT amapmu upe3 ProviderName == "loTSecurity" u ce puntprupa KOHKPETHO
no amapmara “Firmware Change Detected”. Upe3 omepatopa extend ce HHMLIMAIW3UPAT
NPOMEHJIMBH M C€ M3BIMYAT HeoOxoaumute mapamerpu oT JSON cTpyKTypHuTe HOCPEICTBOM
tostring() u parse_json(). Bepcuute “UpdatedFrom” u “UpdatedTo” ce mapcBaT u ce ekcTpaxupar
JHCI0BUTE cTOMHOCTH upe3 extract() u perekc: @"Software Revision:\s+([;]+);"

Cnen ToBa Bepcuute ce pazaensaT Ha komnoHeHTH (Major, Minor, Patch, Build) upes split(), kato
BCEKH KOMIIOHEHT ce nmpeoOpa3yBa KbM uucioB Tuil ¢ toint(). [1o To3u HauuH ce cb3aBaT OTACIHU
MIPOMEHJIMBH 32 CTapaTa U HOBaTa BEpPCHs, KOETO IMO3BOJISIBA KOPEKTHA “TTIOOUTOBA” CHIIOCTABKA.
CaMoTO cpaBHEHHE ce peaym3upa ¢ case(), Karo pe3yaTaThT Kiacu(uimpa MpoMsHATA KaTo
“OldVersion is newer” (downgrade), “NewVersion is newer” (upgrade) v “Versions are equal”.
WHnmIeHT ce reHepupa caMo KoraTo cTapara BepCHs € IM0-BHCOKa OT HOBATa, T.€. TIPU PErpecHsl.
N36panara uHpopmanus (YCTpOHCTBO, BEPCHH, BpEME, CEH30p | Jp.) CE M3BEXK/a Upe3 project.
Cnen nepunupanero na KQL norukara, B “Incident settings” ce akTHBUpa Cb31aBaHETO Ha
WHIUICHTU IPU ChBIAJCHHUE U TIPAaBUIIOTO ce 3amucBa (Save) B “Review + create”.

N360psT Ha KQL + Regex moaxoxa e meneHacouyeH: JIOTUKaTa ce M3MbJHsABA B Sentinel karo
eMHUYHA aTOMHA OTepalus, KOETO OCUTypsiBa Obp3UHA (IETEKIUS W UHIUACHT B paMKUTE Ha
OKOJI0 MUHYTA) U €TUMHUHUpPA BHHIIHH 3aBUCUMOCTHU. [Ipu aHanm3 Ha anTepHATUBH (HAIIPUMEpP
Azure Functions mnu Python ckpunToBe) ce ycTaHOBSIBa, u€ T€ BBBEXKAAT JONBJIHUTEIHA
JATEHTHOCT U OIEpaTHBHA CJOKHOCT (MOJAPBXKKA HA KOJ, BEPCUHU, MaimiadupaHe), 0e3 aa
OCHUTYpSIBAT CBIIECTBEHA (YHKIIMOHAJIHA MOJ3a CIPSIMO BrpaJeHUTE BB3MOKHOCTH Ha Sentinel
(parse_json(), extract(), split(), case()). Perexca e cho0pa3en ¢ HaunHa, o koo D4loT aHoTHpa
(GbpMyepHUTE BEpCUH — Hali-ueCcTO KaTo 3- WU 4-KOMIIOHEHTEeH Hu3 (Harmpumep “2.6.6.67).
JlobIHUTETTHO, TP MPOSKTUPAHETO € U3BBPILIEHA CHIIOCTABKA C KOHKYPEHTHH petieHus (Nozomi
Guardian u Claroty CTD), kosTo moka3Ba cxojHa 0a3oBa (DYHKIIMOHAJIHOCT: T€ OTYUTAT
bBpMyepHa MpoMsiHa, HO TI0 TIOApa3OoupaHe HE OMPEENT Aali MPOMSHATA € IPOrPECUBHA UITU
perpecuBHa. ToBa MOTBBpXK/IaBa MpaKTHYecKaTa qoOaBeHa CTOWHOCT Ha Version-aware JIOTHKaTa
KaTO MEXaHU3bM 3a pa3pyllaBaHe Ha ‘“‘CHUMETpUATa” MEXAYy JETMTUMHU W 3JIOHAMEPEHU
bBpMyepHH TOTOIH.

3.3.2 Ceomuuen omuem 3a ecuuxu Firmware Changes

BTopusAT KOMIIOHEHT € clioMaraTtejHa aBTOMaTH3allus, KOsTO yIpaBiisiBa ocTaHanute “Firmware
Change Detected” amapmu — T.e. JETUTHMHHUTE BOTpPeHau — Oe3 Ja ce Ch3JaBa MOCTOSIHEH
orneparuBeH myMm B SOC. llenta e Te3u chOWTHSA Ja HE Ce WTHOpPHpAT HAIBIHO, a Ja ce
HaOJIF0/1aBaT C MOAXOIAIIA YeCTOTa U KOHTEKCT. CeJIMUYHUAT OTYET UMa JIBA OCHOBHH CIICHAPUS
Ha MMPHIIOKEHHE:
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1. orkpuBane Ha aHOManuu (Hampumep 5—10% yBenudeHne Ha Oposi OOHOBEHH yCTPOMCTRBA,
KOETO MOXeE J]a MHIUKUpPa KOOPAWHUpPAHA MPOMSHA KbM KOHKPETHA BEPCHS C U3BECTHH
YSI3BUMOCTH);

2. moJmomMaraHe Ha compliance/perynanuu, U3UCKBAIM PETHCThP HA aKTHBH U IPOMEHH T10
Tsx (change log).

ABTOMaTH3aIuUATa € peanusupana upe3 Azure Logic apps, KOMTO BeIHBX CEIMUYHO M3ITBIHIBA
KQL 3asBka B Sentinel 3a “Firmware Change Detected” amapmu 3a mociaegHute 7 IHH,
cTpyktypupa pesynrarure B CSV daiin u u3npaiia uMena 10 IpeaBapuTesHo aehUHUpaHU
noJjiyyaTesy (HampuMep eKUI Mo MOJIphKKa Ha MHIYCTpHAIHOTO obopyzaBaHe). Logic apps ce
craptupa no rpaduk (Hanpumep Bceku netbk B 12:00), n3mbanssa “Run query and list results”,
npoBepsiBa ganu uma pesyntaru (IF ycnosue), cp3gaBa CSV (Create CSV table) m m3nparma
JOKJIaJa Kato mpukadeH ¢aitr upe3 “Send an email”. [To To3u Ha4YMH JETUTUMHUTE TPOMEHU CE
ympasisBat ot4etHo, a SOC octaBa (poKycupaH BbpXY BUCOKOpUCKOBH downgrade HHITUACHTH.

3.4 TecTBaHe HAa PaGOTOCIIOCOOHOCTTA HA TEXHUYECKOTO pellleHue

3a na ce usnpoOBa U JIoKaxe paboTOCIOCOOHOCTTA Ha MPEATIOKEHOTO TEXHUYECKO PElIeHUE 3a
orkpuBane Ha Firmware Downgrade artaku ca mpoBeleHH TECTOBE B JBa eTaria, 0a3upaHu Ha
[eJIeHacoueHo ToHmkaBaHe Ha (bvpmyepa Ha Atlas Copco Power Focus 6000 xonTpomep.
[IspBOHAYATHO MEXAHU3MBT € BHEIPEH U BaJUAUPAH B CIICIMAIHA HEMPOU3BOACTBEHA Cpela Ha
MPOMHUIILICHO MIPEANPUATHE (MHCTANAIKA 32 MPEIBAPUTEITHO BhBEXAaHe B ekcruioaranus). Cien
JI0Ka3BaHe Ha pabOTOCIIOCOOHOCTTA U IIPAKTUYECKaTa My CTOHHOCT, 00XBaThT HAa HHCTAJIAIHATA €
pasliupeH ¢ 1eJ TOKpPUBaHE Ha IpjlaTa WHAYCTpUATHA MpeXa Ha IMPOU3BOJCTBEHOTO
MpeanpusITHE, BKIIIOUNTEIHO aKTUBUPAHE HA CEIMUYEH 0K 32 BCHUYKH (QBbPMYEPHH IPOMEHHU.

[TbpBUAT eTanm Ha TECTOBETE € MPOBEAEH B KOHTPOJIHMpaHa TECTOBA IMOCTAHOBKA, ChbCTaBE€HA OT
CJIEITHUTE KOMIIOHEHTH:
e Atlas Copco Power Focus 6000 — rieHTpajicH KOHTPOJIEp 3a 3aTsAraHe, TUHIIMYHO CBbP3aH
KBbM €JIHa WJIM [TOBeYe MAlIHU 32 3aBUHTBAHE;
e Moxa AWK-3131A — unaycrpuanHa 6e3xndaa Touka 3a gocteil (IEEE 802.11 a/b/g/n),
U3II0JI3BaHAa 33 CBbP3BaHE HAa KOHTPOJIEpa ¥ TAaHETTHUS KOMITIOTHP KbM O€3)KHYHATa MPEXKa,
e Beckhoff CP2916-0000 — mnayctpuaiieH mnaHeiaeH KommooTbp (mpomecop + HMI) ¢
Windows 10 IoT, u3non3Ban 3a HaOMI0I€HUE U YIIPABJICHUE HA MPOIIECH.
MpexoBaTa TOTIOJIOTHS Ha TECTOBATA Cpeia € MPOSKTHpaHa Taka, 4e 1a OTroBaps MaKCMMAaIHO Ha
peaitHaTa MHIYCTPUAIHA Cpella Ha MPEIIPUSTHETO, C e T0-00EKTUBHHU PE3YJITAaTH U YIECHEHO
nocienBailo BHeApsBaHe. JlornueckaTta aapecanus € KOH(UIypupaHa KakTo cienBa: Moxa —
10.10.10.10/28, Beckhoff — 10.10.10.1/28, Atlas Copco — 10.10.10.2/28. CrieBa 1a ce oTOEIEKH,
ye B pEAIHU MPOU3BOJACTBEHH CpeAd (bpMyepHH MPOMEHM OOMYaHO ce pasrphIiaT oOT
[EHTpaJM3upaHa cuctemMa (CbpBBp), @ HE OT JIOKAJTHO YCTPOMCTBO, KAKTO € pEaJu3UpaHo B
TECTOBaTa TOCTAHOBKA, HO TOBa HE BIIMsAC Ha BaJHMIHOCTTA Ha TPOBEpsSBaHATA JETEKIIMOHHA
JIOTHKA.
TabnuuHo TecToBeTe mMorar Aa ObaaT o0OOLIEHH B MET OCHOBHM ciieHapus: (1) oTkpuBaHe Ha
YCTPOMCTBOTO U HIEHTU(UIIMPaHE Ha TeKylIaTa GbpMyep Bepcus; (2) moHMKaBaHe Ha GbpMyepa
u ouakBaHa “Firmware Change Detected” anapma; (3) renepupane Ha Sentinel uniuaent “D4loT
— Firmware Downgrade Detected”; (4) mnoBumaBane (Bb3CTaHOBsiIBaHE) Ha (bpMyepa u
reHepupane Ha BTopa “Firmware Change Detected” anmapma; (5) moTuckane Ha MHLIUICHT MpU
upgrade, T.e. BTOpara ajapma Ja He BOJIH 10 ecKaiauus. OT4eTeHUTE pe3yaTaTu MOTBbpKIaBatT
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ouakBaHudara: D4loT oTkpuBa mbpBoHavaiHa Bepcus 2.6.6.6, cieq KOETO NpH MOHUYKABaHE 10
2.5.7.2 renepupa “Firmware Change Detected” amapma. [IpubnusutenHo emHa MHHyTa CIe[
ajlapMara, aHaJIMTHYHOTO IpaBuio B Sentinel cw3aaa uniuaeHt “D4loT — Firmware Downgrade
Detected”, 6a3upan Ha pe3yaTara OT version-aware CpaBHCHHETO.

Bropata ¢a3a na mepBus eran BkimouBa ‘“‘HayuaBaHe” (Learn) Ha amapmara, taka ue D4loT na
oOHOBM 0a3zaTra CH C TeKyllaTa BepcUs U Jla MOXe Ja 3acede mocieisaiia mpomsiHa. Cren
Bb3CTAHOBSIBAHE Ha KOHTpoOJiepa 10 OpuUruHaiHarta Bepcus 2.6.6.6 D4loT renepupa BTOpa
“Firmware Change Detected” anapma, HO 3a pa3nuka oT downgrade cbOUTHETO, TSI HE BOJIU 10
HOB Sentinel MHIIMACHT, Thil KATO aHAIUTUYHOTO MPABUWIO KOPEKTHO KiIacH(pHUIMpa MpoMsHaTa
KaTo upgrade M MOTHCKA ecKananusATa. ToBa ce MOTBBPKIaBa Upe3 ThPCEHE HAa MHIUJCHTU OT
NPaBUIIOTO, TIPU KOETO C€ OTKPHUBA CAMO €JIMH pe3yaTaT — MbpBoHadanHusAT downgrade.

C mpuxitoyBaHe Ha IIBPBUS €Tall € M3IIBJIHEHA OCHOBHATA II€J HAa TECTBAHETO: JIOKAa3aHOo €, ue
pEIIeHNEeTO TeHepUpa WHIUACHT CaMO MPH PErpecHBHA MPOMSHA W MO TO3W HAYMH HaMaJsBa
anmapMeHara ymopa, kato ¢okycupa BHUMaHueTO Ha SOC BbBpPXY Hal-BUCOKOPHUCKOBHTE
cueHapuu. BropusT eran pa3mmpsiBa IpUI0KUMOCTTA Ha PEIICHUETO B IPOU3BOJICTBEHA CPea,
KaTo 00XBaThT € YBEJIWYCH [0 LsJlaTa HHAYCTPUATHA MPEXa, a AOMbIHUTEIHATa aBTOMATH3ALIU
(Logic apps) usnpaiia ceqmuyeH aokian 3a Benuku “Firmware Change Detected” anapmu 8 CSV
dopmar o UMens 10 npeaBapuTenHO AeUHUPaHU morydaTenn. Taka JeruTUMHNATE PbpMyepHU
IPOMEHHU Ce YIPaBIIsIBaT OTYETHO M KOHTEKCTHO, J0KaTo moreHiuanaute downgrade araku ce

€CKaJIUpaT He3a0aBHO KaTO MHIMJEHTU. EXClIEepUMEHTaIHUTE pe3yaTaTu ca IpejacTaBeHa Ha Tad
3.1 m @ur 3.21, 3.22, 3.23, 3.24, 3.25, 3.26.

VcTpoiicTBO JIorngecku agpec | MpexkoBa Macka
Moxa AWK-3131A 10.10.10.10 255.255.255.240
Beckhoff CP2916-0000 10.10.10.1 255.255.255.240
Atlas Copco Power Focus 6000 | 10.10.10.2 255.255.255.240

Taba 3.1 Jozuvecka adpecayus Ha ONUmMHAMA HOCMAHOEKA

Wireless Access Point

=
4 Wireless Connection
i

Moxa AWK-3131A

| @? Beckhoff CP2916-0000 L
= o i

& Adas Copco Power Focus 6000

'lf
Y Screwing Machine(s)

Duz 3.21 Mpexcosa mononozua Ha mecmosama cpeda

G TimeGenerated [UTC] AlertName Source Destination  NewVersion OldVersion CompareResult

E] > 1/28/2025, 6:01:26.958 PM  Firmware Change Detected  10.10.10.1  10.10.10.2 25.7.2 2.6.6.6 OldVersion is newer

@uz 3.22 “Firmware Change Detected” atapma eciedcmene Ha NOHUMCASAHE HA 6EPCUAMA HA
pupryvepa
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D Title CreatedTime Owner

[:] > D4loT - Firmware Downgrade Detected 1/28/2025, ©:02:31.042 PM Hristov, Marian

@uz 3.23 “D4IoT - Firmware Downgrade Detected” unyudenm 6 Sentinel

D TimeGenerated [UTC] AlertName Source Destination  MewVersion OldVersion CompareResult

D > 1/28/2025,7:16:08.119 PM  Firmware Change Detected 10.10.10.1 10.10.10.2 2666 2.5.7.2 MNew\Version is newer

@uz 3.24 “Firmware Change Detected” arapma eciedcmsiie Ha ROSULLASAHE HA 6EPCUATNA HA
Popryepa

m Time range : Last 24 hours
SecurityIncident

2 | where Title == "D4IoT - Firmware Downgrade Detected"
| summarize count() by CreatedTime

Results  Chart

D CreatedTime count_

D > 1/28/2025, 6:02:31.042 PM 1

Quz 3.25 Haruunu “D4IoT - Firmware Downgrade Detected” unyudenmu

D4loT | Firmware Changes (19 Feb - 26 Feb)

Hilsto Karden ® | € Reply | % ReplyAl » Forward |

Duz 3.26 Hueiin cudvpocay cedmuuen omuem “Firmware Change Detected”

3.5 3akarouenue

[IpencraBenata undopmaruss B [naBa 3 OT aucepTalMOHHMS TPYA apryMeHTHpa, uye IMpu
cbBpeMeHHuTe kubeparaku cpeury OT/ICS opranuzanum HapacTBa 3HAYEHHWETO Ha 3aIlJIaXHUTE,
KOMTO HE pa3uuTaT Ha KJIACMYECKUTEe TEXHHUKM 3a aTaKyBaHE, a BMECTO TOBa Ha 3JI0ymnoTpeda ¢
JETUTUMHU TIpolecCH M (YHKIMOHATHOCTH B CBIIECTBYBALIUTE YCTPOMCTBA, CUCTEMHU U
aBTOMAaTH3UpPAaHU MHAYCTpUalHU noToiu. [ToHmxkaBane Ha Bepcusita Ha gbpmyepa (Firmware
Downgrade) arakurte ca TUIIMYEH MPUMEp 3a TOBAa — 3JI0HAMEpEHHTE JIeHiCTBUS OUBAT MPUKPUTH
MOCPEICTBOM MMUTAlLlMsHA Ha HOpMaiHMA rpocel] o oOHosBaHe (Firmware Upgrade), koeto
Ch3/1aBa CUMETPHS MEX]y JISTUTHMHHU U HEJICTUTHMHU OTIEPALINH, YCIOKHIBANKY eTeKusTa. B
OT/ICS T03u THI aTaku ca 0COOCHO KPUTUYHU, Thil KATO BH3CTAHOBSIBAHETO Ha TMO-CTapa BEpCUs
Ha (bpMyepa MOXe YMHUILIEHO Ja BbBEXJa YSI3BUMOCTH, KOUTO BIIOCIEACTBHE Ja Obaar
M3II0JI3BaHU 32 KOMIIPOMETHPAaHE Ha CUCTEMUTE, 3ary0a Ha BUAMMOCT U YIIPaBJIsieMOCT Ha ITpoleca
U TIOTEHLIMAIHU PUCKOBE 32 YOBEIIKaTa 0€30MacHOCT.

OCHOBHUSAT NPHUHOC Ha Pa3pabOTEHOTO TEXHMUYECKO PEIIeHHE 32 OTKPUBAHE Ha MOTEHIMATHU
Firmware Downgrade artaku moctura paspyiiaBaHe Ha (DyHKIIMOHAJHATa CHUMETPHUS MEXITY
OpollecUTe Ha TOBUIIABAHE M IIOHMXKaBaHE, KaTO Ce€ OCHOBOIOJIara Ha IOBEAEHYECKO
npodummupane Ha OT/ICS ycTpoiicTBa U MPOTOKOJICH aHATIN3, PEATU3UPAHH C TTACHBEH, O€3 areHT,
MpexkoB MOHUTOpUHT Ha D4loT u kopenannoHHUTE BB3MOKHOCTH Ha Sentinel. Bmecto na
paszuuta equHCTBeHO Ha “Firmware Change” amapmara kato OMHApHO CHLOUTHE, MPEITOKEHOTO
pelIeHre BbBEXIa JIOTHKa choOpa3eHa ¢ Bepcuute (Version-aware), KOSTO CpaBHSBA MPEAUIITHA
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W HacTosIaTa Bepcus Ha pbpMyepa W reHepupa MHIUIACHT caMo npu perpecust (Downgrade).
Ta3n (yHKIMOHAIHOCT HAa CHCTEMaTa aJpecupa CHUCTEMEH HEJOCTaThK, HAOMIONaBaH U TpU
KoHKypeHTHUTE Ha Microsoft, - Nozomi u Claroty — kouto cbuio kato D4loT mo noapasoupane
yBEIIOMSIBAT 32 HACTBIIMIIM MIPOMEHH, HO HE MHAMKUPAT JaJH Ca MPOTPECHBHO OOHOBSBAHE WM
pPErpecuBHO BPBIIAHE.

Pesynrarure oT mpoBeACHUTE EKCIEPUMEHTH AEMOHCTPUpAT, Y€ MOAXOABT pabOTH HAIEKIHO
KaKTO B TECTOBA, TaKa M B peajiHa Mpou3BojcTBeHa cpeaa - D4IoT orkpusa mpomsiHara, a Sentinel
reHepupa eIuH €IMHCTBEH MHIUACHT 3a Downgrade cbOUTHETO B paMKUTE Ha MPUOIHU3UTETHO
eaHa MuHyTa. CbIIEBPEMEHHO, IpPU IOCIEBAIIO BBH3CTAHOBSBAaHE HAa II0-HOBaTa BeEpCUSA
(Upgrade), mpoeKTHPaHOTO TEXHHYECKO PELICHHETO KOPEKTHO MOTHUCKAa M MPEAOTBpaTsABa
Ch3/1aBaHETO Ha MHILMUICHT, KOETO HamaysiBa anmapmeHa ymopa (Alert Fatigue) m c¢oxycupa
BHUMAaHMETO Ha HEHTHPA 32 HHYOPMAIIMOHHA CUTYPHOCT BbPXY CHOUTHS C Hail-BUCOK pUCK. ToBa
OT CBOSI CTpaHa BOJM JI0 U3ITBJIIHEHUETO Ha JBE OT MPEIBAPUTEIHO 3a/1aICHUTE 1IETTU U 3a]1a41 KbM
JTUCEPTAllMOHHUS TPYH, a UMEHHO: Peanu3anus Ha MPEAOKEHOTO TEXHMYECKO pEIICHUE B
TECTOBA M peaiHa uHIycTpuanHa cpeaa / Ouenka Ha epeKTUBHOCTTA Ha pa3paboTeHara cucrema
Yype3 MPaKTUYECKH eKCIIEPUMEHTH, TECTOBH MOAXO0/IU U peanHa paboTHa (PyHKIIMOHAIHOCT.

B nombnHeHue, aBTOpa NIpPEACTaBs CIIOMAaraTelHa — HE33aJBbJDKUTENHA — (YHKIMOHATHOCT
BKJTIOYBAI[Aa aBTOMATU3UPAHH CEMHYNHH JTOKIaan 3a octananure “Firmware Change Detected”
ajapMH, TOECT OOHOBEHUTE YCTPOUCTBA U cucTeMu. [10 To3u HauuH BIrpeiANTe BHB BEPCUUTE HA
dBpMyepa HE ce UITHOPUPAT, a Ce YIPABIABAT C MOAXOIAIIA YECTOTA H KOHTEKCT.

B 3aximouenne, HaydHO-HM3CIENOBATEICKHS TPYA IOKa3Ba, Y€ IMACHBHUSAT, 0€3 areHT, MpPEXOB
MOHHUTOPHHT, KOMOMHUpPaH cbc SIEM-opueHTupana, aHaTuTUYHA JOTHKa ChoOpa3eHa C BEPCUHTE,
MoOke eeKTUBHO J]a pa3inyaBa JETUTUMHU (BPMYEpHU MPOMEHH OT 3JI0HAMEPEHU PErpecuBHU
OIHTHU, BHIPEKH BUCOKATa MPUJINKA MEXKIY ABaTa mpoiieca. [IpakTruueckuar edekt e HaMmalsiBaHe
Ha npornryckute B OT/ICS BUaAuMOCTTa, yCKOpsIBaHE Ha JETEKIMATA U OrpaHMYaBaHe Ha PUCKa OT
U3I10JI3BaHETO Ha BbBEACHU YA3BUMOCTH B O-CTApUTE (bPMYEpPHH BEPCUH.

3.6 [Ipunoc kbM 1i1aBa 3
[TpuHOoCHT Ha r71aBa 3 MOXKe J1a ce 0000111, KaKTO clie/Ba:

e Cp3aBaHe Ha KOHIENTYyaJeH MOJEN 3a CHUMETpUs Ha CHrypHocTTa npu ‘“firmware
lifecycle” 6a3upan Ha “downgrade” 3moHaMepeHo JeiicTBIE, MACKUPAHO KaTo JIETUTUMEH
“upgrade” u TmpencTaBAll apryMEHTH 3a HEOOXOJMMOCTTa CHUMETpHusiTa Ja Oble
JIMICEKTHPaHa IOCPEITBOM MOBEACHYECKO POHINpPaHE;

e l3BexmaHe Ha MeTOA 3a ‘“‘version-aware” JETEKIMs Ha MOHMXKaBaHe Ha (QbpMmyepa B
nacuBeH OT/ICS MOHUTOPUHT KOHTEKCT, KOMTO TpaHchopMupa crangapTHara “Firmware
change” amapma ot 0011 CUTHAI B KOHKPETHA WHAWKAIUS 32 PETPECUs U TOTESHIIHATHO pe-
BBBEKJAHE Ha YS3BHUMOCTH B IO-CTapuTe (bpMyepHHU BepcuH; MHTepmperupane mpes
npu3maTta Ha MITRE ATT&CK for ICS - TO857 - n m3bupaHe Ha IPOTOKOJICH aHAJIA3 -
DS0029 - 3a npakTuuecka OCHOBa 3a JETEKIUs B cpenu Oe3 areHTH U 0e3 aKTHBHO
CKaHHpaHe;

e (n37aBaHe M YCIEIIHO BHeIpsiBaHe Ha Sentinel aHaMMTUYHO MPaBWIIO, KOETO IMpaBU
pa3bop Ha ExtendedProperties oT choTBeTHaTa anapma, - “Firmware Change Detected” -
U3BIIMYA BEPCHH MOCPEICTBOM Regex, pasnpenens oTAeTHUTE KOMIIOHEHTH U H3BBPIIBA
“digit-by-digit” cpaBHeHHE 3a onpenensHe Ha MOTEHIUAITHOTO (BPMYEPHO IIOHIKCHUE;
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e Bamunmupane Ha “test bed” B HenmpoW3BOJACTBEHAa cpela C pEaTHH WHAYCTPHAIHH
YCTPOMCTBA M CHOTBETUHTE CILIEHAPHM, - 3acH4aHe Ha (bpMyepHO MOHI)KaBaHE ->
MHIUJICHT U 3acu4aHe Ha pbpMyepHO MOBUIIABAHE -> MOJTUCKAHE HA MHIIUJICHT - BOJIEIIO
1o HamansiBae Ha SOC anapMeHa ymMopa u poKycrupaHe BbpXY BUCOKOPUCKOBU ChOUTHS;

e (Cnb37aBaHe U yCIEUIHO BHEJPSBAHE HA aBTOMAaTH3allUs 32 CEIMUYHU JOKIAJAH OTHOCHO
bbpmyepHn mpomenu - Azure Logic apps -> CSV -> umeiin - ¢ 1en ch3aaBaHe Ha
yIpaBIeHYECKH MEXaHU3bM 332 OTKPHUBAaHE HAa MOTEHUUATHU aHOMAJIHU MOJIEIH - MacoBa
MUTpanys KbM onpezencHa pbpMyepHa BEpCHs - U 38 PETyJIaTOpPHO ChOTBETCTBHE.

I'TABA 4 . AHaIMTHYHU MO/IeJIM 32 IeTeKUMs U pa3cieiBaHe: malware HHIMKAIMH U
KOHTEKCTHO 000raTiBaHe HAa HHIIUACHTH

4.1 Cucrema 3a HaOJI0IeHUe U aHAJIM3 HA chouTHsATa — SPlunk Enterprise

Splunk Enterprise mpencraensBa 1uiardpopma 3a IEHTPATU3UPAHO CHOUpaHE, CHhXpaHEHHE,
THPCEHE U aHAJINU3 Ha ChOUTUSA (JIOrOBEe) OT MHOXKECTBO XETEPOI'€HHU U3TOUYHUIIM, KaTO OCUTYpsIBa
eMHHa BUAUMOCT - “‘single pane of glass” - 3a exkunute no curypHoct. Upe3 MHIEKCUpaHEe Ha
JaHHWUTE, pa3HooOpazHu SPL 3asBKM M MEXaHW3MHU 3a ajlapMUpaHe, CUCTeMaTa II03BOJIsIBa
HaOJIoIeHue B peajHO BpeMe M Kopenalus Ha ChbOMTHUS, KaKTO M M3TpaKJAaHe Ha OTYETU U
BU3YaJIU3aI1H, TIOJIIOMAraliy pas3cie/iBaHe U peaknus. B KOHTeKCTa Ha TUCEPTALlMOHHUS TPYI
Splunk ce pasrnexna karo npunoxum SIEM kommnoHeHT 3a MouuTopuHr Ha Uaayctpuanau u 10T
Cpead, BKIIOYHTEIHO KaTO aJTEpHATHBA B CIlydyaW, NPH KOWUTO C€ M3ION3BaT JIOKAIHU
UHPPACTPYKTYPH W/WIIM OrpaHHueHa 00JadHa CBbP3aHOCT.

4.3 KonjpurypupaHe Ha NpaBuJ/ia 3a reHepupaHe HA aJITapMU

Kondurypupanero Ha npaBuiia 3a reHepUpaHe Ha alapMH € KJIIOUOB €JIEMEHT OT MPeI0kKEHOTO
UH)KEHEPHO pellleHue, Thil KaTo MO3BOJIsBa NpeBpbllaHeTo Ha joroBe U IDS/IPS cwvOutus B
OIEpaTUBHO IPWJIOKUMHU CUTHAIM KbM €KuIa 1o curypHocT. [logxoasT € mpoekTupaH Taka, ue
Jla OCHUTYpsIBa YBEIOMSBAHE B PEAJTHO BpEME€ INPU BHUCOKOPUCKOBU CBHOUTHUSI M IMEpPUOJUYHA
OTYETHOCT TMpPH THO-HUCKOPUCKOBU HWHJUKATOpH, KOETO IMoArnoMara OamaHca Mexay
YyBCTBUTEIHOCT ¥ KOHTPOJI BbPXY aJapMEHUS LIYM.

4.3.1 I'enepupane na anapma 3a écexu ycneuier onum 3a éauzane na SIEM ungpacmpykmypama
Jlobpa mpakTuka npu ynpasieHueTo Ha MoHuTopuHra € SIEM undpactpykTypata na Obae
MHCTaJMpaHa Ha OTAeIHA MAlLINHA, TpeHa3HaueHa €IMHCTBEHO 3a HAOII0IeHHE U ChbXPaHEHHE Ha
cbOuTHsA. B TakbB clieHapuil yCHEIIHUTE BIM3aHHMs B CHUCTEMaTa HE ca 4YeCTO OYaKBaHU U
OOMKHOBEHO ca pe3yiTar OT IJIaHUPaHU IIPOMEHU WM OTCTpaHsBaHe Ha Heu3npaBHocTu. [Topaan
TOBA BCSIKA YCIEIIHA aBTEHTUKAIHS — 0COOEHO aTUIINYHA CIIPSMO BpeMe, N3TOUHHUK MU aKayHT —
cJe/iBa J1a ce pa3Iiiek/ia KaTo MOTEHIMAIEH NHINKATOpP 3a 3JI0HAMEpPEHAa aKTUBHOCT.

B pamkuTe Ha pernieHHeTo € ch3/aJieHa ajapMa B peaHO BpeMe, KOSITO ce 3aJeiCTBa IPHU BCEKU
ycreneH onuT 3a Biuzane B SIEM cuctemara. Anapmara u3nossBa Ba OCHOBHU Kpurepus: (1)
JIOTOBETE J1a ca HAIWYHH B crenmanm3upanus uHaekc “siem local”, u (2) EventCode = 4624,
KoifTo choTBeTcTBa HAa Windows chOuTHe “An account was successfully logged on”. Hactpoiikara
¢ peanu3upana karo real-time, Per-Result amapma, Taka ye BCEKM OTJENCH pe3yiTaT, OTTOBAPSIII
Ha YCJIOBHATA, /12 3aJIEHCTBA YBEIOMSIBAHE.

K®Mm anapmara ca noGaBenu nse neiictBus: 3anuc B SIEM koH301aTta ¥ aBTOMAaTUYHO HUMEI
YBEIIOMJICHHE JI0 €KHUIIa 10 CUTYpHOCT. UMENUIBT ChIbpkKa OCHOBHUTE JIETAIIN, BKIFOYUTEITHO
CSV c arpubyture Ha chOUTHETO U JUHK KbM anapmata B Splunk. IIpaktuueckata cTOWHOCT e,
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ye eKUI'bT MOXKE J1a pearupa He3abaBHO U Ja BepU(UIMpa: KON € aKayHTBhT, OTOPU3HPAH JIH €
JOCTBITBT U KaKBa € MpUYNHATA 32 BIU3AHETO.

4.3.2 Asmomamuuen 00K1a0 3a HeycnewHume onumu 3a eiusane Ha SIEM ungpacmpykmypama
HeycnemnuTe onmuTy 3a BAM3aHE CHIIO Ca BAXKEH MHAWKATOP, HO 3a pa3lidKa OT YCIECIIHHUTE
JIOTUHH, T€ HE BUHArM M3MCKBAT MHUTHOBEHO oTpearupaHe. YecTo MPUUMHUTE Ca TPUBUAIHU
(rpenrHa maposa, TPenHo NOTPEOUTEICKO UME WIH M3TEKbI aKayHT), MOPaIH KOETO IMOAXOIAIIIA
CTpaTerus € NepUoIMYCH aHajIi3, a He ajapMa B peallHO BpeMe.

3aroBa ¢ KOH(UTYypHpaH aBTOMAaTHUYCH JIHEBEH JIOKJIAJ, KOWTO 00XBalla mocjienanuTe 24 Jaca u
W3BJIMYA BCHUKU HEYCITCIIHU OIUTH 32 Biu3aHe Ha 6a3a: (1) uaaekc “siem local” u (2) EventCode
= 4625, cworBerctBan Ha Windows cpbutue “An account failed to log on”. Jlokmagbst ce
u3mbIHABA 10 Tpaduk (Hanmpumep B 12:00) u mpenoctaBs 00o0IIeHa KapTUHA 32 TEHACHIIMHA U
aHoManuu (HampuMep MHOXKECTBO HEYCIICIIHM OIWTH 3a JaJieH akayHT), 0e3 Ja reHepupa
MOCTOSTHHY QJIAPMH U OTICPATHBEH IIIyM.

4.3.3 I'enepupane na anapma 3a CnC KomyHuKayus om gompeuiHa Mauuna

Ha6mronenunero na IDS/IPS cpOutust € HeoOXOAMMO, ThH KAaTO ChBPEMEHHUTE aTaKh YECTO
BKJIFOUBAT KOMIIPOMETHPAHE Ha BHTPEIIHN CUCTEMH M OMHMTH 3a KoMmyHuKaims ¢ Command-and-
Control (CnC) undpactpykrypa. Makap no-ronsmara gact ot IPS tpaduka na e Bxoasui u aa ce
0JIOKMpa HA EPUMETHPA, U3XOAAMMAT TpadUK OT JOKaIHaTa Mpexa KbM MHTepHeT € 0cobeHo
KPUTHYEH, 3aIII0TO MOXKE J]a MHIMKHPAa KOMITPOMETHPAHA CUCTEMA U aKTUBHA 3JI0BPEIHA JCHHOCT.

B pemrenuero e koHpUrypupaHna ajiapma B peajlHO BpeMe, KOATO ce 3aJeiicTBa IIpH HaJIuuue Ha
snoBpeneH uzxosni IDS/IPS tpaduk (Hampumep nerekius Ha Mirai.Botnet). Anapmara 3amnmcBa
cbOuTHero B SIEM KoH3051aTa ¢ BUCOK IPUOPUTET U M3IMpallla aBTOMATUYEH UMEIII ¢ IMHK KbM
anmapmarta u CSV c pneraitmure. Ilo To3m HaumH SOC mnonydaBa He3a0aBHAa BHUIMMOCT 3a
MNOTEHIMAJIHA KOMIIPOMETAIHsI JOPH KOTraTo 3alllUTHaTa cTeHa € OJ0KHUpaia KOMyHUKALUATA, Thi
KaTO CaMMST ONUT € MHAMKATOpP 3a MH(EKIHs U pUck oT yyactie B DDoS mpexa.

4.3.4 'enepupane na anapma 3a yMUuLeHo Usmpusane Ha jioe ¢ yel npuKpusane Ha cieou

[Ipu ycremHn aTtaku 4ecTo ce HaOIltoJaBa OMUT 3a MPHUKPUBAaHE Ha CIEAM 4Ype3 M3TPUBAHE Ha
norose. [lopagy ToBa WH)KEHEPHOTO pEIIEHHE BKIIOYBA alapMa 3a m3uncTBaHe Ha Windows
Security log, 6asupana Ha EventCode = 1102 (“The audit log was cleared”). Anapmara e
koH(purypupana kato real-time, Per-Result u usnonssa nngekc “siem_local” kaTo U3TOYHUK.

IIpu 3azxeiicTBaHe ce M3BbpLIBAT JBe AeicTBUA: 3anuc B SIEM KoH30i1aTa ¢ BUCOK IPUOPUTET U
ABTOMAaTUYEH UMEMNJ 10 €KUIIa M0 CUTYPHOCT C AETalJId U JJMHK KbM ajlapMara. ToBa ocurypsisa
He3a0aBHO BHUMAHHME KbM IMOTEHIMAIEH OMHT 3a MPUKPUBAHE HA 3JIOHAMEPEHAa aKTHUBHOCT U
nojanomara 66p30 MpeAnprueMaHe Ha MEPKH.

4.4 TecTBaHe HA PadOTOCIOCOOHOCTTA HA NMPEAJI0KEHOTO HHKEHEPHO pelleHne

3a 1a ce mpoBepH pabOTOCIOCOOHOCTTA Ha MPEATIOKEHOTO HHKEHEPHO pellleHue, ca MPOBEIEeHU
KOHTPOJIMPAHU TECTOBE, KOUTO BAJUAUPAT KOPEKTHOTO 33/I€iCTBaHE HAa BCUYKU KOH(UTYypUpaHU
aJlapMU M OTYETH, KaKTO M M3MPALIAHETO HAa aBTOMAaTUYHU UMEI yBeAOMJIeHHs. TecTBaHEeTO €
OpPraHU3UPAHO IO OTAEITHUTE CLIEHAPUH, CbOTBETCTBAILM Ha IPaBUiIaTa OT MIPEIXOIHATA CEKIU,
KaTo 1enta € Jga ce notBbpau, 4e SIEM wuHOpacTpykTypaTra OCHUrypsiBa CBOEBPEMEHHO
aJlapMUPAHE U IPEJOCTaBs JOCTaThYHO KOHTEKCT 3a 3all0YBAHE HA Pa3Clie/IBAHE.
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4.4.1 Ilonyuasane na anapma 3a 6cexu ycnewer onum 3a eiuzare na SIEM ungppacmpyxmypama
C nen TecTBaHE HAa UMEI YBEIOMIIEHUATA IIPU YCIIEUIEH JIOTUH € U3BBPIIEH YCIEIIEH ONUT 3a
BIIM3aHE B MallMHATa, Ha KOosATO € mHcTtamupaH Splunk Enterprise. B pesynrar e 3ameiicTBana
anapmara, O6asupana Ha EventCode 4624 B ungekc “siem local”, u e usnpareH aBTOMAaTU4eH
UMEII 10 IPEIBAPUTENIHO 3a/1aJIeH M0JIy4aTes. Y BEJOMIEHUETO ChABbPKAa KPATKO OIMCAaHUE Ha
crouTHeTo, mpukadeH CSV (aitn ¢ perailiuTe W JMHK KbM KOHKpeTHara amapma B SIEM.
[TpakTHueckata CTOMHOCT Ha TO3U TECT €, Y€ MOTBBPK/1aBa Bb3MOKHOCTTA €KUIIBT [0 CUTYPHOCT
Jla TOJy4aBa CUTHAJ B peajHO BpeMe 3a MOTEHIMAJHO HEOTOPU3HPAH AOCTHI U Ja U3BBPIIH
He3zabaBHA MPOBEPKa KO aKayHT € U3IMOI3BaH, OT KbJE U B KAKHB KOHTEKCT.

4.4.2 T'enepupane Ha O00K1a0 CvOwpIUCAW, HeycnewHume onumu 3a eauzane Ha SIEM
ungpacmpykmypama

3a BaJMaUpaHe HAa aBTOMATHYHHUS JIOKJIAJ 32 HEYCHEIIHW JIOTUHU € W3BBPIICHA MPOMsSHA Ha
rpaduka Ha U3ITBIHCHUE C TECTOBA IIEJI: BMECTO BETHBK THEBHO, JTOKIAIbT € 3a/ICHCTBAH HA BCEKH
yac U obOxBama nocneanute 30 muHyTH. B pamkure Ha TecroBus mposoper; (06:30-07:30)
JIOKJIaabT OTKpuBa 13 HeycmemHu omnuTa 3a Biu3aHe, Oasupanu Ha EventCode 4625.
JlonbaHUTENEH Tperiies; Ha JETaiJieH JIOT MOKa3Ba KOHKPETHUTE IapaMeTpu Ha OIMUTHUTE,
BKIIIOUUTEJIHO MOTPEOUTENCKA aKayHT, TUI JIOTUH (Hampumep “2” — MHTEpaKTHUBEH BXOJ Ha
camara mamuHa) U npuunHa 3a Heycrnex (“Unknown user name or bad password”). TectsT
MOTBBPK/AaBa, Y€ JOKIAThT € MOIXOJAI] MEXaHH3bM 3a TEPUOJWYHO NPOCICIsBaHE Ha
TEHCHIIMY U aHOMaJINH, 03 Ja Ch3/1aBa U3JIHUIIICH OIICPATHBEH IIIyM.

4.4.3 llonyuasane na anapma sa CnC KomMyHuxkayus om 6bmpeuHa Mauuna

3a tectBane Ha IDS/IPS anapmata, npeiHa3HaueHa Ja 3acuya 3J10BpeIHa U3XO0AS1a KOMYHHKALIHS
(manpumep Mirai.Botnet), € u3mon3Ban KOHTPOJIUPAH MOAXO/ 33 PEMPOAYKIINS HA CHOUTHETO Oe3
pHCK 3a TecToBaTa cpejia. M3mpaTeHa e cHelManHO MOArOTBEHa 3asiBKa KbM Splunk, kosTo
CUMYJIMpa HE0OXOJUMOTO ChOMTHE M 3ajeiicTBa KoHUrypupaHoro zedictBue (sendemail). B
pe3yiTar e MoJTy4eH UMEI, ChAbpiKalll KJIFUOBH JeTailiIM 3a ajapMara — U3TOYHMK, AeCTHHALUA,
noprtoBe, mpeanpuero nercreue (Hampumep blocked/dropped) u npyra peneBantHa nHpopMarus.
[Ipernenst Ha amapmata B SIEM mnoTBbpKAaBa HAJIWYUETO HA JIOCTaThU€H KOHTEKCT 3a
IbpBOHAYANTHA OIIEHKA M peaknus. TecThT NEMOHCTpUpa M MpaKTHYecKaTa WHTEpIpeTanus Ha
NOJO0HM CITydau: JOPH TP YCIICIIHO OJIOKUpaHe Ha U3XOIAIuUs TpaduK, BbTpENIHATa CHCTEMA
ocTaBa MOTEHIMATHO KOMIIDOMETHpaHa M € HeoO0XOAMMO OrpaHuYaBaHe (KapaHTHHA) WU
nocjeBallla peMeanalus, 3a a ce NpeoTBpaTH pa3npoCcTpaHeHue.

4.4.4 Ilonyuasane na anapma 3a yMuwiieHo UsmMpueane Ha 02 ¢ yell NPUKpueane Ha cieou

C men BanuaupaHe Ha ajapMmara 3a W34YMCTBaHE Ha Security log € M3BBPIIEHO KOHTPOIMPAHO
u3TpuBaHe Ha “Security” snora upe3 Event Viewer. ToBa nelictBue renepupa Windows croutue
1102 (“The audit log was cleared”), KoeTo CHOTBETHO 3ajelicTBa KOHpHUrypHpaHara real-time
anmapma B Splunk (index “siem_local”, EventCode 1102). B pe3ynraT e usnpateH aBToMaTH4€H
umeitn ¢ CSV neraiinu u nuHk kM anapmara B SIEM. Ilperneast Ha anmapmara npeaocTaBs
HeoOxoumaTta nHGopMaIys 3a pa3ciieIBaHe, KaTo TeCThT OTBbPIK/aBa, Y€ PELICHUETO YCIIEITHO
OTKpUBA JIEHCTBUSA, XapaKTEpPHU 3a ONMUT 3a NPUKPUBAHE Ha CJIEIUd — THIMYEH E€JIEMEHT OT
¢unamHUTE a3u Ha KubepaTaka.

B 00001mmenue, npoBeeHUTe TECTOBE JOKa3BaT KOPEKTHaTa paboTa Ha BHEJAPEHUTE allapMU H
OTYEeTH, KAaKTO W HAASKIHOCTTA Ha aBTOMATHYHHTE YBEIOMJICHHS. PeleHmeTo ocurypsisa
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CBOEBPEMEHHO aJlapMUpaHE TMPHU BHUCOKOPUCKOBH CHOUTHS (ycmemHu JsoruHH, I[DS/IPS
WHAWKalWuKY, HW34YUCTBAHC Ha JIOFOBG) U KOHTpOJIMpaHa OTYCTHOCT IIpU IO-HHUCKOPHCKOBU
MHAMKATOpU (HEYCIIEUIHW JIOTMHHM), KaTO IPENOCTaBsl ONEPAaTUBHO IPHJIOKHM KOHTEKCT 3a
3aroyYBaHe Ha pasciie[BaHe W MpearnpueMaHe Ha agekBaTHH Mepku. Our 4.15, 4.55, 4.56 u Tabd
4.1.

-I’l
-’f
-l,l
'y
—1
JamsTHA cTeHa C aTHEHpaH IPS qHmeH:
w2
Q'?"
‘?ﬁﬁv
e
By,
Splunk Enterprise SIEM, T o,
micTaTnpas sapry Windows 10 aammmsa T
o
o,

Windows 10 aammmsa

Duz 4.15 Tononozua Ha NpedcMAsenomo IMEXHUYECKO pelilene

Ime JIoru4eckn agpec IIpenHa3HaueHHE
DESKTOP-3GD6VLQ 192.168.0.106 Splunk STEM
DESKTOP-5TG45DH 192.168.0.107 Splunk Forwarder

Tabn 4.1 Jozuuecka adpecayua #a NpedcmaseHomo MEXHULECKO PEULEHUE

Outbound malware NIPS event i » & 2

marianhristord7@gmail.com es ag i

Theere is an outboul

Mare MIFS svent

LTD Miral.Botnet,“backdoor: Mirad.Botnet,”,dropped,183.215.48.1,fu-fablan-fgsele, Fortigate, Fortinet,192.168.121.41, 3820

@uz 4.55 Honyuenun uveiin 3a IDS/IPS arapuama

Type ¥ Field Value Actions

Duz 4.56 Haruuru oemailau e IDS/IPS arapmama

4.6 3akiao4yeHue
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[IpencraBenusar 0630p Ha mpobiema B ['maBa 4 ot mucepramuonnus Tpya nokassa, e OT/ICS
KHOEpCUTYpHOCTTa HE MOXKE BeYe J1a ce pas3riekaa Karo JAONbIHeHHe Ha kKiacudyeckara UT
CHUTYpHOCT, @ KaTo CaMOCTOSITeIHA M KPUTHYHA OOJIaCT, B KOSATO BOJCIIM MPHOPUTETH Ca
HEMpEeKbCBAEMOCTTA Ha Iporeca u 6ezonacHoctra. C pa3BUTHETO Ha YETBBbpPTATa HHIyCTPUATHA
peBostouus, - npeacraeHa B 1.1 - WUT-OT wuHrerpanusta M HapacTBallaTa OTAaJCYEHA
CBBP3aHOCT IIOBUIIABAT €PEKTUBHOCTTA HAa MIHIyCTpUaIIHUTE CUCTEMHU, HO €THOBPEMEHHO C TOBa
pasIupsIBaT €KCIO3ULMATA 332 HOTEHIIMAIHN aTaKu M YBEJINYaBaT BEPOATHOCTTA OT MHLIUACHTH C
omnepaTuBeH U GU3HIECKH CPEKT.

O0630pbT Ha 3arutaxute 3a nepuoga 2022-2025 r. MOTBBpKaaBa YCTOMUYMBOTO HApaCTBAHE KAKTO
B 00€M, Taka U B 3peJIOCTTa HA 3JJOHAMEPEHUTE U3BBPILIUTENHN, LA 110 HEraTUBEH HA4YMH J1a
BB3/ICHCTBAT HA MHIYCTPUAIHU opraHu3anuu. HaOiromaBa ce eKCIOHEHIMAIHO HapacTBaHE Ha
pancwemyep unnuaenture (605 npes 2022, 905 npes 2023, u nax 3300 3acerHaTu UHIYCTPUATTHU
opranuzaiuu npe3 2025), KoeTo 3aKkiIouaBa, 4e KHOepIpeCcThITHOCTTa 0OCTaBa JOMUHUPAI PUCK
3a uHAycTpusATa. [lapanenHo ¢ Toa ce Hab01aBa U Ipyra ocezaeMa MpoOMsHa, 8 UMEHHO I10sIBaTa
U yCbBBpIIeHCTBaHeTO Ha ICS-cnenuduyHm 310BpeiHN HHCTPYMEHTH U TAKTUKH, HACOUEHHU KbM
JeTaillIHO pa30upaHe W LeNAlM Bb3ACHCTBUE BbPXY CaMMs MHIYCTPHAJIEH MPOLEC, a HE CaMo
tapretupane Ha UT undpacrpykrypara.

[TpencraBeHuTe OCOOEHOCTH, a OTTAM U MPOMU3IMU3AILUTE CIA0OCTH B UHAYCTPUAIHUTE CPEIU ca
JI0 TOJISIMA CTETEH CUCTEMHHU M [TOBTapsi€MU: OrpaHUYeHa BUJUMOCT, HEJJOCTaThbUHA CErMEHTAlMS,
HEKOHTpoMpaH otaanedeH noctsl U crnoaeneHn UT-OT kpeneHmbim. OcoOEHO KPUTHYEH €
npoOJIeMbT ¢ BUANMOCTTA, Thid Kato 6e3 OT-aware MOHUTOPUHT OpraHU3aIlMUTE HE MOTaT HUTO
Jla 3acM4aT HaBpeMe aHOMaJIMM, HUTO Ja IMPOBEXJAT HAAEKJHO pa3ciieZiBaHE IO BpeMe Ha
uHIMaeHT. JlanHute Ha Dragos HOTBBbpKAaBaT TOBAa - OrPaHMYEHA WIM H3LAJIO JIMIICBAIA
Buaumoct B OT e cpel Hali-uecTUTe HAXOAKH B PEATHH CPeAM, a II00aHO eBa MajlKa 4acT OT
OT Mpexute uMat BHEAPEH aJIeKBaTeH MOHUTOPHHT.

B o00o0menue, I'maBa 4 wusrpaxna HeoOXoauMaTa TeOpeTHMYHa M AaHAJUTUYHA OCHOBA 32
[pakTHYecKaTa 4acT Ha JUCEPTAlMOHHUS TPYJ, KaTO CBIIEBPEMEHHO W3IBJHSABA YacT OT
MIOCTaBEHUTE LIEJIU U 33Ja4u Ha Hay4HO-U3CJIEeI0BaTeICKUs Tpyd. A uMeHHo: Mnentudunupane
Ha 3aru1axu 1 ocHoBHU puckoBe B OT/ICS, Ananu3 Ha ChIIECTBYBAILUTE PELICHUS 32 CIPAaBSHE C
TX, [IpoyuBaHe Ha TEXHOJOIMM 3a MOHUTOPUMHTI W aHanu3 Ha cbboutusta B OT/ICS u
Pa3pabotBane Ha cucrema 3a HabmroaeHue Ha OT/ICS Oazupana Ha pe3yiaTaTUTE OT HAPaBeHOTO
3a1bJI00YEeHO IpoyyBaHe. 3a ¢uHai, ['1aBa 1 npeacraBs mMbpBUs KOMIOHEHT OT pa3pabOTEHOTO

UH)XeHepHO pemieHue - Splunk Enterprise uMriemMenTanus ¢ uei orkpuaHe Ha DDoS araku B
loT.

4.7 IlpuHocu KbM riasa 4
[IpunochT Ha raBa 4 MoOXke 1a ce 00001, KaKTO CJIe/IBa:

e CepznaBane Ha SIEM-opueHTHpaH MoJen 3a JETEKUUS Ha pa3nuuuHu (a3u Ha
TpaJuLMOHHA KubepaTaka, [IbpBoHauanen nocten, M3tnuane Ha nanuu, [IpukpuBane Ha
cleu - panu3upaH nmocpecTBoM Kopenauus Ha OnepaunonHu (Windows) u MpekoBU
(IPS) norose B eiiHHA cCUCTEMA;

e JlepuHupaHe Ha U3MEpUM TOAXOJ 3a peaTHO-BpeMeBa JETEKLUs IOCPEACTBOM
KiIacudukanus Ha anapmute - real-time wim scheduled reports - u obocHOBaBaHe Ha
n300pa crpsMo orepaTUBHATAa CTOWHOCT Ha HHAUKATOPUTE;
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e Uurerpanus na OSINT-o0oratsiBaHe B mporieca Ha pascielIBaHe LENsINa Ja MOBUIIH
JIOKa3aTeJICTBEHAaTa CTOMHOCT Ha JeTeKuusTa Oa3upaiilku ce Ha aHaJuTHYHATa
METO10JIOTUs (OTBBPIK/IaBaHE Ha 3JI0HAMEPEHUsI KOHTEKCT);

e Pecamusupana paborema pedepenta Splunk Enterprise apxuTexTypa, OChIIeCTBEHA
MOCPEACTBOM OTACNIHM MHJEKCH 3a JIOKAJIHU, OTAAJIEYeHH U MPEXKOBU JIOTOBE,
CHILIEBPEMEHHO JIEMOHCTPUPAUKHN TUIIMYEH MPOU3BOACTBEH MOJXOJ 3a BHEIpPSBAHE Ha
JTAaHHU;

e Pazpaboten Habop ot SPL-0a3upanu npasuiia 3a ajJjapMu B peajiHO BpeMe U TaKHBa, KOUTO
OuBaT Mperiex/1aHu Ha ceqMUYHa Oa3a:

o Windows crouTHe 4624 - MOJO3PUTEHMN YCIICITHA ONMUTH 3a Biau3zane Ha SIEM

uH(ppacTpyKTypara,
o IPS Mirai.Botnet 5ior - moTEeHIIMAIIHO U3THYAHE HA JAHHHU W/WIM KOMYHHUKAIUS C

CnC;

o Windows cnbutre 1102 - omuT 3a NpUKpUBaHE Ha CIEAM OT 3JIOHAMEpPEHH
JICHCTBHSL,

o Windows csOutne 4625 - nokiiaja 3a aHOMaJIuK IPU HEYCIIELIHU OIUTH 32 BIIM3aHe
Ha SIEM undpactpykrypara.

e Banuaupase upe3 KOHTPOJIUPAHU TECTOBE, - Bb3Npou3BexkaaHe Ha 4624, 1102, 4625 u IPS
Mirai.Botnet - mokas3Baiiy HOBTOPSEMOCT M IPUIOKHMOCT, KaKTO M HM3BEXKIaHE Ha
IpakTHYecKa paMKa 3a HaMmassiBaHe Ha “‘alert fatigue” mocpencTBoM pasrpaHuyaBaHe Ha
BUCOKO-TIPUOPUTETHH  PEATHO-BPEMEBU ajJapMU OT HUCKO-CIIEUIHM HMHIAMKATOPH
NOIXOA1IM 3a Jokaaa. Toa uenun ontuMu3zanus Ha SOC HaTOBapBaHETO.

ITPUHOCH B JMCEPTAIIMOHHUA TPY [

Temata Ha HaCTOAUIMS IMCEPTAlMOHEH TPYA € CBBp3aHa C M3clenBaHe W pa3paboTBaHe Ha
obnayHo-0a3upaHa cuctema 3a HaOoeHne U aHanu3 Ha crouTus B Uuaycrpuannu (OT/ICS)
Mpexu. MHnayctpuanHute cpeau uMaTr crneuM(UYHU  OTPaHUYEHHUS U TPUOPUTETH —
HETPEKhCBAEMOCT Ha TIpOIeca, OE30MaCHOCT, JBIBI JKU3HEH NHKBI Ha OOOpPYIBAaHETO U
OTpaHWYEHU BH3MOXKHOCTH 32 BHEJIPSIBAaHE HA ar€HTHU PEIIeHUs WM aKTUBHU CKaHupaHus. ToBa
Hajara W3MOJ3BaHE Ha TACHUBHU TMOAXOAM 32 BHAMMOCT, IIEHTpalIM3UpaHa Kopenamus Ha
CHOUTHATA U HAASKIHU MEXaHU3MHU 3a aBTOMaTU3WpaHa peakuus. B nucepranmoHHHS TPy. ca
aHAIM3UPaHU aKTyallHU 3amiaxu u cucteMHu ciaboctu B OT/ICS, kakTo U ca peanu3upaHu U
BaJIMAUPAaHNU KOHKPCTHU MHKCHCPHU MCXAHU3MHU, KOUTO HOZ[O6p$[BaT Bpb3KaTa MCXKAY ACTCKIUA
" pCaKiua, HAACKAHOCTTAa HA MOHUTOPUHTA U Pa3srpaHU4aBaHCTO HaA JICTUTUMHU OT 3JIOHAMCPCHU
AKTUBHOCTH.

[TpuHOCHUTE B IHMCEPTALIMOHHUS TPY MOTaT Jia c€ 00OOIIAT, KAKTO CJe/Ba:

1. IlpencraBen e msutocten aHanu3 Ha OT/ICS 3amnmaxutre M cucTeMHUTE ClaboOCTH
(BUIUMOCT, CETMEHTAIMs, OTAaJIeUeH JOCThII U UJSHTUYHOCTH), KaTO Ha Ta3H OCHOBA ca
bopMynupaHu apXUTEKTYPHUTE U3UCKBAHUS U LIEIUTE KbM 00J1auHO0-0a3upaHa cucTeMa 3a
HaOJI0IeHNE U aHAJIU3 Ha CHbOUTHS B MHAYCTPHAIIHU CPEJIH.

2. PazpaboteH M peanu3upaH € MEXaHU3bM 32 HOTU(DHUKALMS B PEATHO BpEMe IIPU OTKpPUBaHE
Ha 3JI0BpelleH codTyep B HMHAYCTpUadHAa Mpeka upe3 MHTerpauus Ha mnacuBeH OT
mouutopuHr (Microsoft Defender for IoT), SIEM kopenanus (Microsoft Sentinel) u
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aBromatuzanus (Azure Logic apps), ¢ koHTekcTHO oborarsBaHe (Sensorld/Location),
KOETO IIPEBPBIIIA ATAPMUTE B KPATKU U ONEPaTUBHO NPUIIOKUMU yBegomiieHus kbM SOC.

3. Pa3zpaboren m BanmmupaH € MHOTOKOMIOHeHTeH onepatuBeH Ha D4loT BHenpsBane,
BKJIIOYBAI HE3aBUCHMMH MEXaHW3MHU 332 OTKpUBaHE Ha Jerpajanus/3arydoa Ha BUAMMOCT
(Sentinel mpaBuma 3a nunca Ha amapmu, Logic Apps/ARG monutopunr Ha cloud
cBbp3aHocT ¢ anti-flood moruka u nokanen SNMP/Zabbix MOHUTOPHUHT), IPUIIOKKUM U B
cpenu 6e3 MIHTepHeT CBbP3aHOCT.

4. Pa3zpaboteH e version-aware MEXaHM3bM 3a AeTekuus Ha firmware downgrade aTtakw,
KOHTO pa3pylliaBa CUMETPHITa MEX]y JISTUTUMHH U 3JI0HAMEPEHH (bpPMYyEpHU TPOMEHU
ype3 nacuBeH MoHuTOopuHr (D4IoT) m SIEM ananutuka (Sentinel), renepupaiiku
MHIMJICHT CaMO TPU perpecus 1 MOTUCKAMKK eCKalalus Npy JISTUHTUMHH upgrade-u, KaTo
JOITBJIHUTEITHO € pealn3upaHa aBTOMATU3AIUs 33 CEIMUYHU OTYETH HA BCUUKH firmware
IPOMEHH 32 governance U KOHTPOJL.
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ABSTRACT of Ph.D THESIS

The title of this thesis is related to the research and implementation of a cloud-based system for monitoring
and analyzing security events in Industrial (OT/ICS) environments. Modern OT/ICS infrastructures face
unique constraints and priorities - process continuity, safety, long asset lifecycles, and frequent limitations
for agent-based protection or active scanning. At the same time, Industry 4.0 and IT-OT convergence
increases connectivity and operational efficiency but expand the attack surface and the probability of
incidents with operational and even physical impact. Therefore, OT environments require passive, OT-aware
visibility, centralized correlation, and automation that reliably connects detection to response and preserves
observability even when parts of the monitoring stack degrade.

The thesis consists of 4 chapters and is supported by extensive figures and tables illustrating the proposed
architectures, rule logic, automation workflows, and validation results. The analysis, methods, and results
are presented through 6 author publications, covering (1) SIEM-based detection in 10T environments, (2)
real-time notification mechanisms for malware detections in industrial networks, (3) health/operational
monitoring of an OT monitoring deployment, and (4) version-aware detection of firmware downgrade
activity using passive OT monitoring and SIEM analytics. Chapter 1 motivates the problem by demonstrating
that OT cyber threats can extend beyond data theft into operational disruption and safety-relevant
consequences, and it introduces a practical detection-to-response approach through real-time notification.
Chapter 2 addresses the reliability challenge by proposing a multi-layer operational monitoring solution for
the monitoring infrastructure itself. Chapter 3 focuses on advanced OT threat scenarios that abuse legitimate
processes - specifically firmware downgrades - and presents a version-aware analytic mechanism that
distinguishes benign upgrades from potentially malicious regressions. Chapter 4 complements the cloud-
centric architecture with SIEM-based detection workflows in 10T, demonstrating unified monitoring,
alerting, and investigation patterns.

The major contributions of the thesis are listed - 1. A structured OT/ICS security framework is developed
that links Industry 4.0 exposure, OT-specific constraints, and systemic weaknesses (visibility, segmentation,
remote access, identities) to concrete monitoring and response requirements for a cloud-based event analytics
system. 2.A real-time notification mechanism is designed and validated for malware-related detections in
industrial networks by integrating passive, agentless OT monitoring with SIEM correlation and automation,
producing context-rich, operationally actionable alerts for rapid SOC response. 3. A multi-component
health/operational monitoring approach is implemented and tested, combining independent indicators and
notification channels (SIEM rules, cloud connectivity checks with automation, and local SNMP-based
monitoring) to detect silent failures and prevent loss of OT visibility. 4.A version-aware firmware downgrade
detection method is proposed and validated, leveraging passive OT monitoring and SIEM analytics to break
the symmetry between upgrades and downgrades by generating incidents only for regressions, while
supporting governance through automated periodic reporting of firmware changes.
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I11.GENERAL CHARACTERIZATION OF THE DISSERTATION
Relevance of the problem

The contemporary digital transformation, accelerated by Industry 4.0, leads to increasingly tighter
integration between Information Technology (IT) and Operational Technology (OT), as well as
widespread adoption of 10T/I1oT devices and remote connectivity in industrial networks. This
improves efficiency, scalability, and process automation, but simultaneously expands potential
attack vectors and increases the likelihood of cyber incidents with operational and physical impact.
Unlike traditional IT environments, a compromise of OT/ICS infrastructure may cause not only
data leakage or financial losses, but also disruption of technological processes, safety risks, and
potentially endanger human life.

In this context, monitoring, collection, and analysis of events become a key factor for cyber
resilience. In practice, however, industrial organizations often face several systemic challenges.
First, a large portion of OT devices do not allow agent installation, and active scanning can disrupt
process determinism, which necessitates passive, network-based visibility approaches. Second,
events and telemetry originate from heterogeneous sources (OT sensors, network devices, security
systems, platform and application logs), which complicates correlation and the transformation of
detections into clear operational actions. Third, even when detection mechanisms exist, there is
often no sufficiently reliable and fast connection between detection and response - i.e., a timely
notification channel and a structured response/containment process for security teams.

An additional challenge is the reliability of monitoring itself: when deploying passive, agentless
monitoring solutions, the critical question arises — “who monitors the monitoring system?” Loss
of visibility due to sensor, integration, or infrastructure issues can leave the environment
unprotected precisely when an attack occurs. Moreover, modern threat actors increasingly abuse
legitimate functionalities and processes to conceal malicious actions - for example, a firmware
downgrade disguised as a normal update process - creating “symmetry” between legitimate and
illegitimate operations and increasing detection complexity without context-oriented analytic
logic.

For these reasons, the research and development of a cloud-based system for event monitoring and
analysis is a relevant applied research problem. A cloud approach provides centralization,
scalability, integration of multiple telemetry sources, real-time analytics, and response automation.
At the same time, it requires OT-specific solutions: passive operation, high monitoring reliability,
context enrichment of alerts, and mechanisms for distinguishing legitimate from malicious
activity. Therefore, developing and validating architecture and mechanisms for cloud-based
monitoring and event analysis applicable to industrial networks is a significant and timely
contribution to improving the cyber resilience of critical environments.

Objective, main tasks, and research methods

The main objective of this dissertation is to develop and build an end-to-end system for
monitoring and analyzing events in industrial (OT/ICS) networks, aiming to improve
organizational security by increasing network visibility and enabling timely detection of
threats. To achieve this objective, the following tasks are addressed:

8. Identification of threats and key risks in OT/ICS;
9. Analysis of existing solutions for addressing them;
10. Study of technologies for monitoring and event analysis in OT/ICS;
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11. Development of an OT/ICS monitoring system based on the results of the conducted
research;

12. Implementation of the proposed technical solution in a test and real industrial environment;

13. Evaluation of the system’s effectiveness through practical experiments, test approaches,
and real operational functionality;

14. Development of a methodology for OT risk assessment based on the proposed solution and
established practices and standards in the field.

Methodological framework

The research methodology combines analytical and experimental/applied approaches. The
analytical approach is used for reviewing the state of the problem, defining requirements for a
cloud-based system for event monitoring and analysis, and establishing criteria for evaluating its
effectiveness in an OT/ICS context. The experimental/applied approach is used to design,
implement, and validate the proposed technical mechanisms through controlled test scenarios and
practical execution in a test and/or real industrial manufacturing environment. Based on
experiments, the dissertation evaluates the integration between passive OT monitoring (D410T),
the SIEM component (Microsoft Sentinel), and automations (Azure Logic Apps), as well as the
effectiveness of real-time notifications, health/operational monitoring, and version-aware
detection of firmware downgrade activity.

Scientific novelty

The scientific novelty of this dissertation is related to researching and developing a cloud-based
system for monitoring and analyzing events in industrial (OT/ICS) networks, aligned with OT-
specific constraints and requirements (passive operation, lack of agents, and stringent continuity
and safety requirements). The work analyzes modern threats and systemic weaknesses in OT/ICS,
serving as the basis for defining architectural principles and functional requirements for the
monitoring and event analysis system. A novel contribution is the development of a multi-
component approach for improving monitoring reliability through independent mechanisms for
detecting degradation or loss of visibility. In addition, version-aware analytic logic is presented to
differentiate legitimate firmware changes from potentially malicious firmware downgrades despite
the strong similarity between the two processes. The approaches demonstrate practical
effectiveness through validation in test and/or real industrial environments, leading to faster
detection and response and a reduction of irrelevant alerts, thereby improving monitoring
resilience and OT/ICS risk manageability.

Practical applicability

All developed mechanisms and components of the proposed cloud-based event monitoring and
analysis system are implemented and validated through practical experiments in test and/or real
industrial manufacturing environments. The effectiveness of the integration between passive,
agentless OT monitoring (D410T), the SIEM component (Microsoft Sentinel), and the automations
(Azure Logic Apps) is evaluated, along with additional mechanisms for operational monitoring
and diagnostics. The proposed solutions are applicable in real industrial networks where active
scanning and endpoint agents are constrained, and where reliable notification and rapid incident
response are required. The mechanisms can be used both for operational alerting and initial triage,
and for improving monitoring resilience by detecting degradation or loss of visibility and
distinguishing high-risk events (e.g., firmware downgrade) from routine changes .

Publications

36



The key achievements and results are presented in a total of six publications, including one
published in an international scientific journal. Five publications are presented in proceedings of
international scientific conferences and national conferences with international participation. All
six publications are co-authored with the supervisors. A total of 51 citations are reported, all in
indexed publications.

International scientific conferences: 2021 IEEE 20th International Symposium on Network
Computing and Applications (NCA), 2023 14th National Conference with International
Participation (ELECTRONICA), 2023 XXXII International Scientific Conference Electronics
(ET), 2023 31st National Conference with International Participation (TELECOM), 2025 33rd
National Conference with International Participation (TELECOM).

International scientific journal: MDPI Symmetry, 2025.
Structure and volume

The dissertation is written in Bulgarian and has a volume of 194 A4 pages. It includes an
introduction, four chapters, a conclusion with the main contributions, directions for future work, a
list of author publications, a list of abbreviations, lists of figures and tables, and a reference list.
The dissertation contains 155 figures and 5 tables. A total of 240 references are used, all in English,
with 95% from the last ten years. Figure and table numbering in the thesis summary corresponds
to the dissertation.

IV. CONTENT OF THE DISSERTATION

CHAPTER 1. THEORETICAL BASIS AND ARCHITECTURAL
PRINCIPLES OF CLOUD-BASED SYSTEMS FOR EVENT MONITORING
AND ANALYSIS IN INDUSTRIAL NETWORKS

1.2 Main Challenges

Industrial environments have a number of characteristics that make cybersecurity and monitoring
substantially different from the IT context. The main challenges include: the need for process
continuity and safety; the presence of long-lifecycle devices; limited maintenance windows for
patching and restarts; and the risk of disturbing determinism through active scanning. In many
cases, installing agents on typical OT devices - PLC/RTU/HMI - is impossible or unacceptable
due to production constraints, which necessitates passive, network-based visibility methods. In
addition, industrial infrastructures often suffer from systemic weaknesses such as limited visibility,
insufficient segmentation, uncontrolled remote access, and shared IT-OT credentials. As a result,
even when monitoring technologies are present, a gap is frequently observed between detection
and real operational actions, which slows response and increases the risk of escalation.

1.4 Event Monitoring and Analysis in Industrial Networks

Monitoring and analyzing events in OT/ICS networks is a key mechanism for early anomaly
detection and incident response, but it is complicated by the heterogeneity of data sources and the
limitations on active methods. An effective approach requires centralized telemetry collection -
passive traffic analysis, alerts from OT monitoring sensors, system logs, IPS/IDS events - followed
by normalization and correlation in a SIEM platform, as well as context enrichment (e.qg., location,
system criticality, CMDB lookup, TI/OSINT checks). A significant problem is the reliability of
visibility itself: sensor failures, loss of cloud connectivity, or integration issues can result in “silent
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failures”. Therefore, in addition to detection, operational monitoring of the monitoring system is
required to signal telemetry degradation and prevent unnoticed loss of visibility.

1.5 Implementation of a Notification Mechanism for Malware Detection in Industrial
Networks

1.5.3 Implementation of the Technical Solution

The proposed engineering solution for notifying on malware detection in industrial networks is
implemented through three interconnected components: (1) a Microsoft Sentinel analytic rule for
detection and incident creation, (2) an Azure Logic Apps playbook for automated email
notifications, and (3) a Sentinel Automation rule that links the incident to the playbook and labels
processed cases. The solution uses as input the alerts from the Industrial malware analytics module
of Microsoft Defender for IoT (D41oT), ingested into Sentinel via the “Microsoft Defender for
IoT” data connector. The core idea is to transform technical detections into a short, context-rich,
operationally actionable notification to SOC/CTAC, accelerating response, supporting initial
investigation, and reducing escalation risk in OT/ICS environments.

1.5.3.1 Analytic Rule for Malware Detection

The first component is a Sentinel analytic rule that searches for and correlates D410T alerts related
to malicious activity. The rule is created from the “Analytics” menu, initially assigning a name
and description in the “General” section. Then, a Kusto Query Language (KQL) query is defined
using the SecurityAlert table and limiting results to D4loT alerts via ProviderName ==
"loTSecurity". To specifically select the Industrial malware analytics module, the query requires
ProductComponentName == "MALWARE". This focuses analysis on alerts indicating potential
compromise, while excluding the other D41oT modules (POLICY_VIOLATION, ANOMALY,
OPERATIONAL, PROTOCOL_VIOLATION), which have different purpose and semantics.

After filtering, the KQL extend operator is used to initialize variables that extract key alert
attributes - logical addresses of the involved systems, the sensor identifier/name, and additional
properties needed for downstream notification. Extraction is performed using tostring() and
parse_json(), since part of the data is embedded in JSON structures. A critical context-enrichment
step follows: the case() function introduces a mapping between sensor name and physical location.
For example, the variable Location is assigned the value “Sofia” for sensors whose name contains
“sof.” This logic transforms a raw technical alert into a signal with operational context, which is
especially important in distributed industrial environments with multiple sites. Finally, the project
operator selects a subset of attributes (e.g., time, alert type, source system, sensor, location)
sufficient for incident creation and for the subsequent email notification.

After defining the KQL logic, the workflow proceeds to “Incident settings,” where incident
creation on match is enabled. This is essential because the incident serves as the trigger for
automation. After validation and “Save” in “Review + create”, the rule becomes available in
Analytics and begins generating incidents when malware alerts are detected. Thus, the first
component provides a reliable mechanism for converting D4IoT alerts into SIEM incidents with
appropriate priority, suitable for SOC workflows.

1.5.3.2 Notification Mechanism for Malware Detection

The second component is an Azure Logic Apps playbook that sends automated email notifications
when an incident for malicious activity is created. Its role is to reduce notification latency and
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ensure rapid engagement of more experienced specialists (Incident Responders) when suspicious
events occur in the industrial network. The practical goal is that the shift SOC analyst receives a
structured notification with key information, without first needing to manually locate and interpret
details in the SIEM console.

Logic Apps creation begins by selecting a hosting plan (Standard or Consumption) and specifying
Subscription, Resource group, name, and region. After creation, the structure is built in “Logic app
designer” as a sequence of operators. The playbook trigger is the “Microsoft Sentinel incident”
operation, which starts execution when an incident generated by the analytic rule “D4IoT -
Malware Identified in Industrial Network™ appears. This provides direct integration between the
SIEM incident and the automation.

After triggering, the playbook parses the incident data. An important architectural decision is that
the analytic rule groups multiple malware alerts by source system (the potentially compromised
device), so that if multiple detections occur on the same machine, only one incident is created
rather than many. Therefore, Logic Apps uses a loop operator “For each alert,” iterating through
the alerts within the incident. Data in “Custom Details” is processed using “Parse JSON” with a
predefined schema to extract fields correctly, enabling dynamic values (alert type, source address,
sensor, location, etc.) to be used in subsequent steps.

The final part of Logic Apps is “Send an email,” which sends a high-importance message. The
email body combines static text and dynamic variables, so the recipient gets the minimal but
sufficient context to start an investigation: detection type (e.g., “Malware Test File Detected” or
“Connection Attempt to Known Malicious IP”), the affected system, physical location, and other
relevant attributes. This keeps notifications short, response-oriented, and operationally usable.

1.5.3.3 Sentinel Automation Rule

The third component is a Sentinel Automation rule acting as the “link” between incident generation
and the Logic Apps playbook. The rule is created in the “Automation” section and configured to
trigger “When incident is created”. To ensure the playbook runs only for relevant incidents,
conditions are applied: “Analytic rule name” is restricted to “D4loT - Malware Identified in
Industrial Network”. This prevents unnecessary notifications for other incident types and keeps
focus on Industrial malware detections.

After defining the conditions, actions are configured. The primary action is “Run playbook”, which
starts the Logic Apps email notification workflow. After the email is sent, the automation adds a
tag to the incident - “Email Sent”. This has two practical benefits: (1) it allows quick separation of
incidents already notified from those that are not, and (2) it supports traceability and operational
reporting.

In summary, the implementation builds an end-to-end chain “detection-incident-automation-
notification”, where D4loT provides passive OT-aware detection, Sentinel provides SIEM
correlation and the incident model, and Logic Apps provides automated communication to
operational teams. This reduces notification time, provides context for rapid triage, and creates a
practical basis for more effective response to malware activity in industrial networks.

1.5.4 Testing the Technical Solution

To verify and demonstrate the functionality of the proposed solution, testing was performed in two
phases, including use of the EICAR test file. In the first phase, in a non-production environment
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of an industrial enterprise (pre-commissioning installation), the EICAR file was downloaded to a
workstation whose network traffic was monitored by D41oT. The activity was detected and D4loT
generated the alert “Malware Test File Detected - EICAR AV Success”. The alert was forwarded
to Azure D4loT, ingested into Microsoft Sentinel, and triggered the notification mechanism. In
Sentinel, key attributes are visualized such as time, alert name, involved devices, sensor, and
location.

After ingestion via the data connector and the analytic rule, within approximately two minutes an
incident “D4IoT - Malware Identified in Industrial Network™ with high priority was generated.
This automatically triggered the automation rule and Azure Logic Apps, resulting in an email
notification to predefined recipients. The email contained minimal but operationally sufficient
context: alert type, affected system (192.168.10.1), and physical location (Sofia). In addition, the
incident was automatically tagged “Email Sent”, which helps distinguish processed cases and
supports shift analyst operations. The experimental results are presented in Figures 1.30, 1.31, and
1.32.
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After confirming the solution’s functionality, its scope was expanded to cover the entire industrial
network, with all D4loT sensors sending alerts to Azure D4loT and Sentinel, and Industrial
malware analytics alerts triggering the notification mechanism. The second experiment validated
effectiveness using a realistic compromise indicator - an attempted communication with a
malicious system. The workstation (192.168.10.1) attempted to reach IP 111.15.15.66. The
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communication was blocked by a firewall, but the emitted packets caused the D41oT sensor to
generate the alert “Connection Attempt to Known Malicious IP”. Almost immediately, the Sentinel
analytic rule generated a second high-priority incident, and automation sent an email (alert type,
source, location) and applied the “Email Sent” tag. The experimental results are presented in
Figures 1.34, 1.35, and 1.36.
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The received notification serves as a starting point for structured initial triage. First, the affected
internal system can be checked in the CMDB to determine purpose and criticality; if non-critical,
isolation/quarantine is recommended to limit spread or exfiltration without creating additional
operational risk. Next, the destination should be analyzed through Threat Intelligence and OSINT.
Public sources (e.g., GreyNoise, Cisco Talos, AbuselPDB) classify 111.15.15.66 as malicious;
according to GreyNoise, activity includes scanning and SSH attack attempts (port 22), which
confirms detection validity and supports prioritization. Overall, testing shows the solution provides
areliable chain “detection-incident-notification”, delivers minimal but sufficient SOC context, and
enables fast, evidence-based response decisions in an industrial environment.

1.5.5 Conclusion

The issues discussed in Chapter 1 show that modern threats against OT/ICS organizations are not
limited to data theft (intellectual property) or financial fraud but may lead to real operational
interruptions and physical consequences that endanger human life and safety. Recent examples
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such as Stuxnet, Industroyer, and especially TRITON demonstrate the evolution of cyberattacks
targeting critical processes and safety systems, highlighting the need for rapid detection and
coordinated response to minimize impact. In this context, a key challenge for many organizations
IS not the absence of detection mechanisms, but the lack of a reliable and sufficiently fast
notification method that links technical detection to real actions by the response team (SOC).

The proposed solution addresses this gap by building a real-time notification mechanism for
malware detections in industrial networks, initially detected by D4loT and enhanced through
integration with Microsoft Sentinel and Azure Logic Apps automation. The combination of
D4IoT’s passive, agentless network monitoring and Sentinel’s SIEM capabilities enables
transformation of alerts into structured, operationally useful notifications that reach the security
center almost immediately. A key added value is context enrichment via KQL modifications -
extracting Sensorld and defining Location - making the email both concise and response-focused,
including detection type, logical address of the affected system, and physical location.

Testing - first in a non-production and later in a real production environment - demonstrated
practical effectiveness: when suspicious actions are detected (e.g., an outbound connection attempt
to a known malicious IP), automation generates a timely email to SOC, reducing response time.
This is critical in OT/ICS, where delays increase the likelihood of malware propagation, data
exfiltration, and/or escalation into actions affecting industrial process continuity.

An important aspect is the described basic triage method, which turns the notification into the
starting point for structured analysis: an initial CMDB check to determine system purpose and
criticality, followed by OSINT reputation checks of the destination. This sequence supports
decisions such as isolation/quarantine when operationally permissible - while ensuring actions do
not introduce additional process risk - and supports prioritization without relying on incomplete
context.

Through this, the author addresses the following predefined objectives and tasks:

1. Implementation of the proposed technical solution in test and real industrial environments;
2. Evaluation of effectiveness through practical experiments, test approaches, and real
operational functionality;
3. Development of an OT risk assessment methodology based on the solution and established
practices and standards.
In conclusion, the proposed solution demonstrates that establishing a reliable link between
detection and response is a key factor for improving OT/ICS cyber resilience. By leveraging
existing capabilities of D4loT and Sentinel and adding targeted enrichment and automation, the
approach provides fast, contextual, and actionable notifications for SOC, reducing time to detect
and respond and supporting impact limitation for malware incidents - if not their full prevention.

1.5.6 Contributions to Chapter 1

The main contributions from the research and analysis in Chapter 1 can be summarized as follows:

e Derivation of a “real-time notification pipeline” method for OT/ICS detections - D410T-

SIEM-automation-SOC - defining a minimal attribute set for an operationally valid
notification: alert type, physical location, and source system;
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e Formulation of an initial OT/ICS alert analysis model combining CMDB context (system
purpose and criticality) and OSINT destination reputation as a minimal, reproducible set
of steps for timely initial security risk assessment;

e Creation and successful implementation of an Azure Logic Apps—based automation for
immediate notification on D410T malware detections in industrial environments integrated
with Sentinel, including email delivery to SOC,;

e Alert/context enrichment via KQL improvements, including extraction and presentation of
Sensorld (D4IoT sensor name) and “case mapping” between Sensorld and the likely
physical location of the potentially compromised source system, turning raw alerts into
context-rich, response-oriented signals;

e Demonstration of a working production test scenario involving detection of suspicious
activity and automatic email notification with key parameters enabling immediate
investigation and potential response, complemented by a practical response “playbook”
(CMDB check for the internal system and OSINT check for the external destination), with
an isolation recommendation when permissible for the production process.

CHAPTER 2. INTEGRATION AND CENTRALIZED COLLECTION OF OT/IOT
EVENTS IN A CLOUD ANALYTICS PLATFORM

2.1 Logs - Nature and Purpose

Logs are structured or unstructured records of events and actions in systems, applications, and
network devices, and they serve as a primary source of evidence for monitoring, diagnostics, and
incident investigation. In an OT/ICS context, logs have additional value because they support
traceability of process deviations, asset changes, and communication anomalies, while at the same
time they must be collected and used without compromising process continuity. Due to the
heterogeneity of sources and formats, logs must be normalized and enriched with context in order
to be operationally useful for security teams.

2.2 Systems for Monitoring and Storing Events

Event monitoring and storage systems (e.g., SIEM) provide centralized collection, storage,
search, correlation, and visualization of logs and alerts from multiple sources, creating a “single
pane of glass” for monitoring and response. In industrial networks, the effectiveness of such
systems depends on their ability to integrate OT-aware telemetry (passive traffic analysis, alerts
from OT sensors), support real-time rules and automations, and provide prioritization context
(location, system criticality, and/or destination reputation). In this way, SIEM becomes a key tool
for reducing time to detect and respond, and for ensuring evidentiary soundness during
investigations.

2.3 Implementation of Health/Operational Monitoring for Microsoft Defender for 10T

Health/operational monitoring of a D41oT implementation is a critical component of industrial
cyber resilience. In OT/ICS, loss of visibility is not merely a technical issue but a direct risk:
missing telemetry can leave the environment unprotected precisely during an attack, potentially
leading to process disruption, financial losses, and even endangering human safety. This section
presents an engineering solution for operational monitoring of D4I0T that addresses the question,
“Who monitors the monitoring system?”” through a multi-component approach with independent
mechanisms and different notification channels.

2.3.2 Preparation for Deploying the Technical Solution
The engineering solution requires three prerequisites: (1) a cloud-connected D4loT sensor, (2)
integration with Microsoft Sentinel, and (3) an on-premises Zabbix server for SNMP monitoring.
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In fully air-gapped environments without cloud connectivity, the solution can be reduced to the
local component (Zabbix/SNMP), which remains applicable and independent of Azure.
To achieve full functionality, the D41oT sensor must be configured as Cloud connected during
onboarding. This enables telemetry to the Azure portal and requires outbound access to specific
Azure secure endpoints over port 443 (TLS), typically implemented through firewall rules
allowing bidirectional traffic  as required by  Microsoft  documentation.
Next, Sentinel integration is achieved by enabling the Microsoft Defender for 10T data connector,
which ingests D41oT alerts into the SecurityAlert table. This is essential for the SIEM-based
monitoring component, because the rules rely on the presence of D4IoT alerts in the Sentinel
workspace.

Finally, integrating a Zabbix server requires SNMP MIB monitoring configuration - specifying
the Zabbix IP and creating an SNMPv3 user with a password and secret key. This allows Zabbix
to monitor the D41oT sensor’s management interface and signal unavailability.

2.3.3 Implementation of the Technical Solution

The solution is designed as three independent components operating in parallel and monitoring
different aspects of the D4loT deployment. This multi-layer approach is deliberately chosen to
avoid reliance on a single indicator and minimize the risk of a single point of failure. In addition,
the components use different notification channels (Sentinel incident, Teams message, and email),
improving reliability and ensuring visibility even under partial infrastructure degradation.

Component 1: Sentinel analytics rules for missing D4loT alerts

Two Sentinel rules monitor for lack of D4IoT alerts in SecurityAlert. The logic is practical: if
D4loT suddenly stops producing alerts, it may indicate a problem in the D4loT-Azure D41oT-
Sentinel integration or a loss of telemetry. In OT/ICS, “absence of events” can be more dangerous
than the presence of alerts because it may conceal real attacks.

e Rule 1: “D4IoT — Operational (No alerts in the last 30 minutes)” detects a complete absence
of D4I1oT alerts in the last 30 minutes by: (1) filtering SecurityAlert by ProviderName ==
"loTSecurity"; (2) using max() over TimeGenerated to find the most recent alert; (3)
comparing it to ago(30m) and generating an incident if it is older.

e Rule 2: “D41oT — Operational (No alerts for a sensor in the last 12 hours)” detects sensors
that have not produced any alerts in the last 12 hours by: (1) defining a list of expected
sensors (datatable); (2) building a distinct list of sensors that produced at least one alert in
the last 12 hours; (3) using rightanti join to identify sensors present in the expected list but
missing from the observed list. This can indicate issues with a specific site, SPAN
configuration, ingestion, or the sensor itself. It should be noted that in some environments
(especially with strong tuning or low activity) it is possible to have no alerts for 12 hours,
which can lead to false positives - therefore, the rule must be interpreted in context.

Component 2: Azure Logic Apps + Azure Resource Graph monitoring of cloud connectivity

This component addresses a different failure mode: the sensor is locally active but has lost cloud
connectivity to Azure. In the cloud-connected model, alerts must reach Azure D410oT/Sentinel to
be processed by SOC. If connectivity drops, local monitoring may continue but centralized
visibility is lost.

The mechanism is implemented via Logic Apps that runs periodically (e.g., every 10 minutes)
and sends an HTTP POST query to Azure Resource Graph (ARG). ARG returns sensor properties,
including connectivityTime (AzureLastConnectivityTime). A sensor is marked “Disconnected” if
the last connectivity is older than a defined threshold.

An anti-flood logic is implemented: first a Teams notification is sent when a lower threshold is
exceeded (e.g., 30—40 minutes), then after a “Wait 15 minutes” step a second, stricter check is
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performed (e.g., 45+ minutes). If disconnection persists (but is still below a defined cap such as
56 minutes), a high-priority Sentinel incident is created. This two-stage logic aims to:

1. provide early warning (Teams);
2. escalate (Sentinel incident) for prolonged disconnection;
3. avoid notification flooding for long outages.

Teams is intentionally used first as a fast but non-SLA channel; Sentinel is used for tracked
escalation and management.

Component 3: Local SNMP/Zabbix monitoring of the management interface

The third component is independent of Azure and Sentinel and is especially important for air-
gapped or Internet-restricted environments. Its goal is to detect OS-level or management-interface
issues - for example, when the sensor stops responding to ping on its management IP. Practical
observations show that this is often associated with OS/container issues and may lead to partial or
complete loss of functionality.

Zabbix is configured to send ICMP Echo Requests to the management interface every 2 minutes.
If three consecutive replies are missed (6 minutes total), Zabbix sends an email notification to the
OT security team. The strengths of this component are:

1. the shortest detection time for a “hard” failure (6 minutes);
2. independence from cloud connectivity and SIEM ingestion.
Overall, the operational monitoring implementation provides a multi-layer system covering:
1. ingestion/integration problems (missing alerts);
2. cloud connectivity problems (ARG/Logic Apps);
3. local management/OS failures (Zabbix).

The combination of independent indicators and notification channels minimizes the risk of
unnoticed loss of visibility and provides a practical foundation for timely response and
troubleshooting in OT/ICS.

2.4 Testing the Technical Solution

To test and prove the functionality of the proposed technical solution for operational monitoring
of D4I1oT, a series of tests was conducted, aimed at observing and recording the behavior of each
of the three components of the overall system. The simulations were planned to test one of the
most critical practical scenarios - an “unavailable/failed D4IoT sensor”, since this condition can
lead to loss of telemetry and “blind spots” in industrial visibility. The time intervals in the tests
were aligned with the logic and thresholds of the individual detection mechanisms (Zabbix/SNMP,
Azure Logic Apps/ARG, and Sentinel analytic rules), so that both early notification and
subsequent escalation in case of a prolonged fault could be validated.

For this purpose, a test D4IoT sensor was shut down in a controlled manner using the “system
shutdown” command, executed in the Command-line interface (CLI) from an “admin” account.
This guarantees that the “off” state is the result of real sensor unavailability rather than
intermediate network fluctuations. The performed experiments, expected results, and observed
results can be summarized in the following logic:

(1) Zabbix/SNMP email notification (fastest component)

The first expected action is the triggering of local SNMP monitoring implemented through Zabbix,
which checks the availability of the D41oT management interface. Since Zabbix is configured to
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send ICMP ping requests every two minutes and to alert after three consecutively missed replies,
the expected outcome is an email notification approximately 6 minutes after the sensor is fully
stopped. The observed result confirms this behavior - the email was received six minutes after
shutdown. The practical value of this component is that it provides the earliest signaling for a
“hard” sensor failure, regardless of cloud connectivity and SIEM integration.

In a real failure detected in this way, remediation often requires physical access to the sensor or
remote access to the hardware management interface (e.g., iLO/iDRAC). This shows that the
Zabbix component is suitable for early detection of operating system/hardware-level issues and
serves as a primary indicator that the monitoring infrastructure has degraded

(2) Teams message upon cloud connectivity degradation (early warning)

The next expected stage is activation of the Logic Apps mechanism, which monitors the last cloud
connectivity of the D41oT sensor to Azure via ARG. In the proposed logic, the first action is a
Teams notification when a threshold is reached (30 minutes) since the last successful
communication. The observed result confirms the expectation - 30 minutes after the last
connection between D4loT and Azure, a Teams message was received.

This notification has a warning character: at this stage, the issue may still be temporary (e.g., short
Internet/route loss, restart of a firewall or network device). For this reason, Logic Apps includes
an additional “wait” step (15-minute delay) before escalation. The Teams channel was selected for
early notification because it is fast and operational, but it is not an SLA-oriented mechanism, which
logically leads to the next step - creation of a Sentinel incident in case of more prolonged
disconnection.

(3) Sentinel incident for complete absence of D410T alerts (integration indicator)

In parallel with the Teams warning, a Sentinel incident was also observed, generated by the
analytic rule “D4IoT — Operational (No alerts in the last 30 minutes),” which monitors for a
complete absence of D4IoT alerts in the SecurityAlert table during the last 30 minutes. In the test
scenario, where there is only one sensor, the lack of telemetry naturally leads to triggering the
incident. In a real production environment with multiple sensors, this rule would be more
informative for global issues - such as an outage in Azure D4loT, a problem with the data
connector, or general degradation in Sentinel.

This result confirms that the first component of the solution (Sentinel rules) works correctly as an
indicator of telemetry interruption at the SIEM level.

(4) Sentinel incident at 45 minutes without Azure connectivity (escalation)

After the 15-minute wait, Logic Apps performs a second check via ARG and, upon reaching a
higher threshold (45 minutes since the last communication), generates a Sentinel incident. The
observed result matches the expected behavior - 15 minutes after the Teams message, a Sentinel
incident was received indicating that the sensor had not communicated with Azure for 45 minutes.

This step is interpreted as a need for real response, since the likelihood that the issue is temporary
decreases and the risk of losing centralized visibility becomes significant. A good starting point
for troubleshooting in such a case is verifying the sensor’s Internet/route connectivity and
executing diagnostic CLI commands (e.g., connectivity checks) to confirm whether the problem
lies in the local network, the firewall, or the sensor configuration.
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(5) Sentinel incident for no alerts from a specific sensor for 12 hours (long-term indicator)

The last validated element is the analytic rule “D4IoT — Operational (No alerts for a sensor in the
last 12 hours)”, which generates an incident when no alerts from a specific sensor are observed for
12 hours. The observed result confirms the expected behavior - at least 12 hours after the sensor
was fully stopped, the corresponding Sentinel incident appeared.

It is important to emphasize that in real environments it is possible for the rule to generate false
positives if there are genuinely no alerts during a given period (e.g., a small industrial environment
with excellent tuning). Therefore, the rule has value as part of the multi-layer system, but its results
should be interpreted in context and confirmed with additional checks.

Practical guidance for verification and initial troubleshooting

As a starting point to determine whether telemetry has been restored, a good practice is to generate
a test D4IloT alert (for example, using the built-in system health checks in the sensor interface).
Successful generation and subsequent appearance of the alert in Azure/Sentinel is an indication
that the D4loT-Azure D4loT-Sentinel chain is functioning properly again.

Summary of the test results

The conducted experiments confirm that the proposed technical solution operates according to
design and provides staged, reliable, multi-channel notification for the scenario “unavailable
DA4IoT sensor.” The earliest indicator is Zabbix (6 min), followed by a Teams warning (30 min),
and subsequent escalation via Sentinel incidents (30 min for lack of alerts, 45 min for loss of Azure
connectivity, 12 hours for lack of alerts from a specific sensor). This sequence demonstrates the
key value of the multi-layer approach: even under partial infrastructure degradation, the system
retains the ability to notify through independent channels and indicators, while simultaneously
supporting diagnosis of the likely cause (OS/management failure, cloud connectivity loss, or
integration issue). This validates the practical applicability of operational monitoring as a
necessary layer for ensuring visibility and resilience in OT/ICS monitoring deployments. The
experimental results are presented in Figures 2.24, 2.25, 2.26, 2.27, and 2.28.

—--0riginal Message---——-
From:

Sent:

To:

Subject: Problem: Node is unavailable by ping
Problem started at 14:56:36 on 2023.10.26 Problem name: Node is unavailable by ping
Host: mhh-sof-sens001

Severity: High
Operational data: Down (0)

Fig 2.24 Zabbix email after 3 unsuccessful pings
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a Hristov, Marian 10/26 3:10 PM
: - - a
‘ﬁ mhh-sof-sens001 is Disconnected

</ Reply

Fig 2.25 Teams notification that the sensor is disconnected

[:] Title Created time - Owner

D »  DdlaT - Operational (Mo alerts in the last 30 minutes) 10/26/23, 310 PM Hristov, Manan

Fig 226 Sentinel incident for the lack of alerts in the last 30 minutes

[ ] Tie Created time Crwmer Description

[ ] »  mhh-sof-sens00 i Disconnected 10/26,/23, 325 PM Hristow, Marian Thie last connectivity of mhh-sof-sens001 10 Azure was 10726123, 2:40 PM

Fig 2 27 Sentinel incidents for reaching 45 minutes of the last connection

D Title Created time Owner

[:] »  DdloT - Operational (No alerts for a sensor in the last 12 hours) 10427723, 12:00 PM Hristov, Marian

Fig 2.28 Sentinel incident for the lack of alerts in the last 12 hours

2.5 Conclusion

Chapter 2 demonstrates that as digitization increases and the IT-OT boundary continues to blur,
deploying visibility and detection mechanisms in industrial networks is necessary but not sufficient
on its own. When an OT/ICS organization relies on passive, agentless monitoring such as D4loT,
the critical question arises: “Who and how monitors the monitoring system?”. Limited or lost
visibility due to sensor, integration, or infrastructure problems can leave the environment
unprotected precisely during a cyberattack, creating risks of operational disruption, financial
damage, and potential safety impact.

The proposed health/operational monitoring solution addresses this risk through independent
mechanisms for detecting visibility degradation and providing early notification. Its key practical
value is that it does not rely on a single indicator; instead, it uses three parallel components
monitoring different aspects of the D4loT deployment and different notification channels. Sentinel
rules detect missing alerts globally and per sensor, reducing the chance of unnoticed telemetry
loss; Logic Apps/ARG monitors cloud connectivity with anti-flood logic; and SNMP/Zabbix
provides a fully local layer for Internet-disconnected environments. Testing via controlled sensor
shutdown confirms the effectiveness of the multi-layer design: Zabbix triggers fastest (6 minutes),
followed by Teams notification at the cloud threshold, and finally Sentinel incidents for the defined
conditions.

In summary, the key takeaway is that in an industrial environment it is not enough to deploy
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detection; it is also necessary to build reliable operational monitoring that continuously validates
visibility and alerts when key components fail.

2.6 Contributions to Chapter 2
The contributions of Chapter 2 can be summarized as follows:

e Formalization of the “monitoring the monitoring system” concept in an OT/ICS context by
defining measurable operational indicators (missing alerts, cloud connectivity loss,
management-interface unavailability) as symptoms of potential monitoring degradation;

e Application of a multi-layer reliability model based on independent notification
mechanisms (SIEM incident, Teams message, email), reducing the likelihood of a single
point of failure;

e Design and successful deployment of two Sentinel analytics rules detecting “no D4IoT
alerts globally (30 minutes)” and “no D4IoT alerts from a specific sensor (12 hours)” using
KQL time and correlation operators;

¢ Design and successful deployment of Azure Logic Apps with ARG queries for monitoring
“LastConnectivityTime” and automatic Teams notification upon cloud connectivity loss,
including anti-flood logic;

¢ Design and successful deployment of a fully local monitoring layer (Zabbix server, SNMP
and ping) for management-interface monitoring and email notification on unavailability,
primarily applicable to air-gapped environments;

e Derivation of a validated testing method (controlled shutdown) and a detailed
troubleshooting approach, including direct/local access, Internet connectivity checks,
and/or verification of the Azure D4loT—Sentinel integration.

CHAPTER 3. AUTOMATED NOTIFICATION MECHANISMS AND OPERATIONAL
MONITORING IN INDUSTRIAL NETWORKS

3.1 Detecting Attacks Against Industrial Networks Aimed at Downgrading Firmware
Versions

Firmware downgrade attacks are characterized by abusing legitimate update processes and thus
concealing malicious actions as routine maintenance. In an OT/ICS context, this is critical because
a regression to an older version can intentionally reintroduce known vulnerabilities and create
conditions for subsequent compromise of control systems, loss of manageability, and safety risk.
Therefore, effective detection requires OT-aware monitoring and analytics that distinguish not
merely a “Firmware Change,” but the direction of the change and its associated risk.

3.3 Implementation of the Technical Solution

The designed engineering solution for detecting Firmware Downgrade attacks is implemented as
a combination of: (1) a Microsoft Sentinel analytic rule that generates an incident only for
regressive firmware changes, and (2) an automated weekly report for all remaining “Firmware
Change Detected” alerts, providing governance and control over legitimate updates. The data
source for the solution is the “Firmware Change Detected” alert generated by D41oT and ingested
into Sentinel via the “Microsoft Defender for [oT” data connector. The main goal is to overcome
the limitation of standard platforms that signal a firmware change but do not distinguish whether
it is an upgrade or a downgrade, thereby enabling selective escalation of the highest-risk events.

49



3.3.1 Analytic Rule for Detecting Firmware Downgrades

The first component is a Sentinel analytic rule that implements version-aware logic: it extracts the
previous and current firmware versions from the alert and compares them by components to
determine the direction of change. The rule is created in the “Analytics” menu, where a name and
description are provided in the “General” section.

In the next step, a KQL query is defined over the SecurityAlert table, limited to D4loT alerts
through ProviderName == "loTSecurity", and filtered specifically for the “Firmware Change
Detected” alert. Using the extend operator, variables are initialized and the required parameters
are extracted from JSON structures via tostring() and parse json(). The “UpdatedFrom” and
“UpdatedTo” versions are parsed and the numeric values are extracted using extract() and the
regex: @"Software Revision:\s+(["*;]+);".

The versions are then split into components (Major, Minor, Patch, Build) using split(), and each
component is converted into a numeric type using toint(). In this way, separate variables are created
for the old and new versions, enabling correct “digit-by-digit” comparison.

The comparison itself is implemented using case(), where the result classifies the change as
“OldVersion is newer” (downgrade), “NewVersion is newer” (upgrade), or “Versions are equal”.
An incident is generated only when the old version is higher than the new one, i.e., in the case of
regression. The selected information (device, versions, time, sensor, etc.) is output using project.
After defining the KQL logic, incident creation on match is enabled in “Incident settings”, and the
rule is saved (“Save”) in “Review + create”.

The choice of a KQL + Regex approach is intentional: the logic executes in Sentinel as a single
atomic operation, ensuring speed (detection and incident creation within approximately one
minute) and eliminating external dependencies. When analyzing alternatives (e.g., Azure
Functions or Python scripts), it was determined that they introduce additional latency and
operational complexity (code maintenance, versioning, scaling) without providing meaningful
functional benefit compared to Sentinel’s built-in capabilities (parse_json(), extract(), split(),
case()). The regex aligns with the way D41oT annotates firmware versions - most commonly as a
3- or 4-component string (e.g., “2.6.6.6”).

Additionally, during design a comparison with competing solutions (Nozomi Guardian and
Claroty CTD) was performed, showing similar baseline capability: they report a firmware change,
but by default do not determine whether the change is progressive or regressive. This confirms the
practical added value of version-aware logic as a mechanism for breaking the “symmetry” between
legitimate and malicious firmware flows.

3.3.2 Weekly Report for All Firmware Changes

The second component is a supporting automation that manages the remaining “Firmware Change
Detected” alerts - i.e., legitimate upgrades - without creating operational noise in the SOC. The
goal is not to ignore these events entirely, but to observe them at an appropriate frequency and
with context. The weekly report has two main use cases:

1. Detecting anomalies (e.g., a 5-10 times increase in the number of updated devices, which
may indicate a coordinated shift to a specific version with known vulnerabilities);

2. Supporting compliance/regulatory requirements that demand an asset register and a change
log.

50



The automation is implemented using Azure Logic Apps, which once per week executes a KQL
query in Sentinel for “Firmware Change Detected” alerts from the last 7 days, structures the results
into a CSV file, and sends an email to predefined recipients (e.g., a team responsible for
maintaining industrial equipment). Logic Apps is scheduled (e.g., every Friday at 12:00), runs
“Run query and list results,” checks whether there are results (IF condition), creates a CSV (Create
CSV table), and sends the report as an attachment via “Send an email.” In this way, legitimate
changes are handled in a reporting workflow, while the SOC remains focused on high-risk
downgrade incidents.

3.4 Testing the Functionality of the Technical Solution

To test and prove the functionality of the proposed technical solution for detecting Firmware
Downgrade attacks, testing was conducted in two phases based on intentionally downgrading the
firmware of an Atlas Copco Power Focus 6000 controller. Initially, the mechanism was deployed
and validated in a dedicated non-production environment of an industrial enterprise (a pre-
commissioning installation). After proving functionality and practical value, the deployment scope
was expanded to cover the entire industrial network of the manufacturing enterprise, including
enabling a weekly report for all firmware changes.

The first phase of the tests was conducted in a controlled test setup consisting of the following
components:

e Atlas Copco Power Focus 6000 - a central tightening controller typically connected to one
or more screwing machines;
e Moxa AWK-3131A - an industrial wireless access point (IEEE 802.11 a/b/g/n) used to
connect the controller and the panel PC to the wireless network;
e Beckhoff CP2916-0000 - an industrial panel PC (processor + HMI) with Windows 10 IoT
used for monitoring and controlling processes.
The network topology of the test environment was designed to match the enterprise’s real
industrial network as closely as possible, to obtain objective results and facilitate subsequent
deployment. Logical addressing was configured as follows: Moxa - 10.10.10.10/28, Beckhoff -
10.10.10.1/28, Atlas Copco - 10.10.10.2/28. It should be noted that in real production
environments firmware changes are typically deployed from a centralized system (server) rather
than from a local device as in the test setup; however, this does not affect the validity of the
detection logic being evaluated.

The tests can be summarized in five key scenarios:

1. device discovery and identification of the current firmware version;

2. firmware downgrade and an expected “Firmware Change Detected” alert;

3. generation of a Sentinel incident “D4IoT — Firmware Downgrade Detected”;

4. firmware upgrade (restoration) and generation of a second “Firmware Change Detected”

alert;

5. incident suppression for the upgrade, i.e., the second alert should not lead to escalation.
The observed results confirm the expectations: D410oT identified the initial version 2.6.6.6, then
generated a “Firmware Change Detected” alert when downgraded to 2.5.7.2. Approximately one
minute after the alert, the Sentinel analytic rule created an incident “D4IoT — Firmware Downgrade
Detected”, based on the result of the version-aware comparison.
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The second phase of the first testing stage included “learning” (Learn) the alert so that D4IoT
updates its database with the current version and can detect subsequent changes. After restoring
the controller to the original version 2.6.6.6, D4IoT generated a second “Firmware Change
Detected” alert, however, unlike the downgrade event, it did not lead to a new Sentinel incident
because the analytic rule correctly classified the change as an upgrade and suppressed escalation.
This was confirmed by searching for incidents generated by the rule, which returned only one
result - the initial downgrade.

With the completion of the first stage, the primary testing goal was achieved: it was proven that
the solution generates an incident only for regressive changes, thereby reducing alert fatigue and
focusing SOC attention on the highest-risk scenarios. The second stage expanded applicability in
a production environment: the scope was extended to the entire industrial network, and the
additional automation (Logic Apps) sends a weekly report containing all “Firmware Change
Detected” alerts in CSV format by email to predefined recipients. Thus, legitimate firmware
changes are managed in a reporting and contextual manner, while potential downgrade attacks are
immediately escalated as incidents. The experimental results are presented in Table 3.1 and Figures
3.21,3.22, 3.23, 3.24, 3.25, and 3.26.

Device IP address Subnet mask

Moxa AWE-3131A 10.10.10.10 255.255.255.240
Beckhoff CP2916-0000 10.10.10.1 255.255.255240
Atlas Copco Power Focus 5000 10.10.10.2 255.255.255240

Tab 3.1 IP addressing of the fest bed

Py . .
' Wireless Access Point

Wireless Connection

Moxa AWK-3131A

-
| |

| {.‘ql Beckhoff CP2916-0000 i ]; | | Atlas Copco Power Focus 6000
I_ .,\ ......

f Screwing Machine{s)

b

Fig 3.21 Test bed topology
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[:] TimeGenerated [UTC) AlertName Source Destination  NewVersion OldVersion CompareResult

(O > 1/28/2025 6:01:26958 PM Firmware Change Detected  10.10.10.1 10.10.102 2572 2666 OldVersion is newer
Fig 3.22 “Firmware Change Detected” alert

D Title CreatedTime Owner

[ > D4ioT - Firmware Downgrade Detected  1/28/2025, 6:02:31.042 PM  Hristov, Marian

Fig 3.23 “D4IoT - Firmware Downgrade Detected” incident

D TimeGenerated [UTC) AlertName Source Destination  MewVersion OldVersion CompareResult

I:I o 1/2B/2025, T:16:08.119 PM  Firmware Change Detected 10,790,101 10.10010.2 26,66 25.7.2 Mew\ersian is newer

Fig 3.24 “Firmware Change Detected "alert

Time range : Last 24 hours
1 SecurityIncident

2 | where Title == "DAloT - Firmware Downgrade Detected”
| summarize count() by CreatedTime

Results  Chant

D CreatedTime count

O > 2800560231020 1
Fig 3.25 Exisiting “D4IoT - Firmware Downgrade Detected” incidents in the last 24 hours

D4loT | Firmware Changes (19 Feb - 26 Feb)

ey : i .
Hristow, Marian @ | S Repiy %) Reply Al T W
T Hrisiow, Warian W

- Proprielary

E-' Fumvane Changes (19 Felb - 26 Fellomy -

12 KR

Fig 3.26 “Firmware Change Detected” weekly report

3.5 Conclusion

The information presented in Chapter 3 argues that in modern cyberattacks against OT/ICS
organizations, the importance is increasing of threats that do not rely on classic attack techniques
but instead abuse legitimate processes and functionalities in existing devices, systems, and
automated industrial workflows. Firmware Downgrade attacks are a typical example: malicious
actions are concealed by imitating the normal firmware update process (Firmware Upgrade),
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creating symmetry between legitimate and illegitimate operations and complicating detection. In
OT/ICS, this type of attack is particularly critical because restoring an older firmware version can
intentionally introduce vulnerabilities that may later be used to compromise systems, reduce
visibility and process controllability, and create potential safety risks.

The main contribution of the developed technical solution for detecting potential Firmware
Downgrade attacks is that it breaks the functional symmetry between upgrade and downgrade
processes by relying on behavioral profiling of OT/ICS devices and protocol analysis implemented
through passive, agentless network monitoring (D410T) and Sentinel’s correlation capabilities.
Instead of relying only on a binary “Firmware Change” alert, the proposed solution introduces
version-aware logic that compares the previous and current firmware versions and generates an
incident only for regressions (Downgrade). This functionality addresses a systemic limitation
observed in competing platforms - Nozomi and Claroty - which, like D41oT, notify about changes
by default but do not indicate whether the change is progressive or regressive.

Experimental results demonstrate that the approach works reliably both in a test and in a real
production environment - D410T detects the change, and Sentinel generates a single incident for
the Downgrade event within approximately one minute. At the same time, when restoring to a
newer version (Upgrade), the designed solution correctly suppresses and prevents incident
creation, reducing alert fatigue and focusing the security center’s attention on the highest-risk
events. This supports the achievement of two predefined objectives of the dissertation:
implementation of the proposed solution in test and real industrial environments, and evaluation
of effectiveness through practical experiments, test approaches, and real operational functionality.

In addition, the author presents an auxiliary (optional) feature that includes automated weekly
reports for the remaining “Firmware Change Detected” alerts, i.e., upgraded devices and systems.
In this way, upgrades are not ignored but are managed with appropriate frequency and context.

In conclusion, the research shows that passive, agentless network monitoring combined with
SIEM-oriented, version-aware analytic logic can effectively distinguish legitimate firmware
changes from malicious regressive attempts despite the high similarity between the two processes.
The practical effect is reduced visibility gaps in OT/ICS, accelerated detection, and reduced risk
of exploiting vulnerabilities reintroduced through older firmware versions.

3.6 Contributions to Chapter 3
The contributions of Chapter 3 can be summarized as follows:

e Introducing a conceptual model of “security symmetry” in the firmware lifecycle based on
downgrade malicious activity disguised as a legitimate upgrade, and arguing that this
symmetry must be dissected through behavioral profiling;

¢ Deriving a version-aware method for detecting firmware downgrades in a passive OT/ICS
monitoring context, transforming the standard “Firmware change” alert from a generic
signal into a specific indicator of regression and potential reintroduction of vulnerabilities
in older firmware versions;

¢ Interpreting the problem through the MITRE ATT&CK for ICS lens (T0857) and selecting
protocol analysis (DS0029) as a practical detection basis for environments without agents
and without active scanning;

e Creating and successfully deploying a Sentinel analytic rule that parses the
ExtendedProperties of the corresponding alert (“Firmware Change Detected”), extracts
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versions via Regex, splits components, and performs digit-by-digit comparison to
determine a potential firmware downgrade;

e Validating a test bed in a non-production environment with real industrial devices and
corresponding scenarios - detect downgrade-incident and detect upgrade-incident
suppression - leading to reduced SOC alert fatigue and better focus on high-risk events;

e Creating and successfully deploying an automation for weekly firmware change reports
(Azure Logic Apps-CSV-email) to establish a management mechanism for detecting
anomalous patterns (mass migration to a specific firmware version) and supporting
regulatory compliance.

CHAPTER 4. Analytic Models for Detection and Investigation: Malware Indicators and
Context Enrichment of Incidents

4.1 Event Monitoring and Analysis System — Splunk Enterprise

Splunk Enterprise is a platform for centralized collection, storage, search, and analysis of events
(logs) from multiple heterogeneous sources, providing unified visibility - “single pane of glass” -
for security teams. By indexing data, using diverse SPL queries, and leveraging alerting
mechanisms, the system enables real-time monitoring and event correlation, as well as the creation
of reports and visualizations that support investigation and response. In the context of this
dissertation, Splunk is considered a practical SIEM component for monitoring Industrial and loT
environments, including as an alternative in cases where local infrastructures and/or limited cloud
connectivity are used.

4.3 Configuration of Rules for Generating Alerts

Configuring rules for generating alerts is a key element of the proposed engineering solution, as it
enables the transformation of logs and IDS/IPS events into operationally actionable signals for the
security team. The approach is designed to provide real-time notification for high-risk events and
periodic reporting for lower-risk indicators, supporting a balance between sensitivity and control
over alert noise.

4.3.1 Generating an Alert for Every Successful Login to the SIEM Infrastructure

A best practice in monitoring management is to install the SIEM infrastructure on a separate
machine dedicated solely to monitoring and event storage. In such a scenario, successful logins to
the system are not frequently expected and are typically the result of planned configuration
changes or troubleshooting activities. Therefore, every successful authentication - especially one
that is atypical in terms of time, source, or account - should be treated as a potential indicator of
malicious activity.

Within the solution, a real-time alert is created that triggers on every successful login attempt to
the SIEM system. The alert uses two main criteria: (1) the logs must be present in the dedicated
index “siem_local”, and (2) EventCode = 4624, which corresponds to the Windows event “An
account was successfully logged on”. The configuration is implemented as a real-time, Per-Result
alert so that each individual result matching the conditions triggers notification.

Two actions are added to the alert: recording the alert in the SIEM console and automatically
sending an email notification to the security team. The email contains the key details, including a
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CSV file with the event attributes and a link to the alert in Splunk. The practical value is that the
team can respond immediately and verify who the account is, whether access is authorized, and
what the reason for the login is.

4.3.2 Automated Report for Unsuccessful Login Attempts to the SIEM Infrastructure

Unsuccessful login attempts are also an important indicator, but unlike successful logins, they do
not always require immediate response. The reasons are often trivial (wrong password, wrong
username, or an expired account), so an appropriate strategy is periodic analysis rather than real-
time alerting.

Therefore, an automated daily report is configured, covering the last 24 hours and extracting all
unsuccessful login attempts based on: (1) index “siem local” and (2) EventCode = 4625,
corresponding to the Windows event “An account failed to log on”. The report runs on a schedule
(e.g., at 12:00) and provides an aggregated view of trends and anomalies (e.g., many failed
attempts for a given account) without generating constant alerts and operational noise.

4.3.3 Generating an Alert for C2 Communication from an Internal Machine

Monitoring IDS/IPS events is necessary because modern attacks often involve compromising
internal systems and attempting communication with Command-and-Control (C2) infrastructure.
Although most IPS traffic is inbound and blocked at the perimeter, outbound traffic from the local
network to the Internet is particularly critical, because it may indicate a compromised system and
active malicious behavior.

In the solution, a real-time alert is configured to trigger when malicious outbound IDS/IPS traffic
is detected (e.g., a Mirai.Botnet detection). The alert records the event in the SIEM console with
high priority and sends an automatic email with a link to the alert and a CSV file containing the
details. This provides SOC with immediate visibility into a potential compromise even when the
firewall has blocked the communication, since the attempt itself is an indicator of infection and
risk of participation in a DDoS network.

4.3.4 Generating an Alert for Intentional Log Deletion to Conceal Traces

In successful attacks, attempts to conceal traces by deleting logs are frequently observed. For this
reason, the engineering solution includes an alert for clearing the Windows Security log, based on
EventCode = 1102 (“The audit log was cleared”). The alert is configured as real-time, Per-Result,
and uses index “siem_local” as the source.

When triggered, two actions are performed: recording the alert in the SIEM console with high
priority and sending an automatic email to the security team with details and a link to the alert.
This ensures immediate attention to a potential attempt to conceal malicious activity and supports
rapid mitigation actions.

4.4 Testing the Functionality of the Proposed Engineering Solution
To verify the functionality of the proposed engineering solution, controlled tests were conducted

to validate correct triggering of all configured alerts and reports, as well as the sending of automatic
email notifications. Testing was organized by individual scenarios corresponding to the rules
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described in the previous section, with the goal of confirming that the SIEM infrastructure provides
timely alerting and sufficient context to begin an investigation.

4.4.1 Receiving an Alert for Every Successful Login to the SIEM Infrastructure

To test email notifications for successful logins, a successful login attempt was performed on the
machine where Splunk Enterprise is installed. As a result, the alert based on EventCode 4624 in
index “siem_local” was triggered, and an automatic email was sent to a predefined recipient. The
notification included a brief description of the event, an attached CSV file with details, and a link
to the specific alert in the SIEM. The practical value of this test is that it confirms the security team
can receive a real-time signal for potentially unauthorized access and immediately verify which
account was used, from where, and in what context.

4.4.2 Generating a Report Containing Unsuccessful Login Attempts to the SIEM Infrastructure

To validate the automated report for failed logins, the execution schedule was modified for testing
purposes: instead of once per day, the report was triggered every hour and covered the last 30
minutes. Within the test window (06:30-07:30), the report found 13 unsuccessful login attempts
based on EventCode 4625. A deeper review of a detailed log showed the specific parameters of
the attempts, including the user account, the login type (e.g., “2” — interactive login on the machine
itself), and the reason for failure (“Unknown user name or bad password”). The test confirms that
the report is suitable for periodic tracking of trends and anomalies without creating unnecessary
operational noise.

4.4.3 Receiving an Alert for C2 Communication from an Internal Machine

To test the IDS/IPS alert intended to detect malicious outbound communication (e.g.,
Mirai.Botnet), a controlled approach was used to reproduce the event without risk to the test
environment. A specially prepared query was sent to Splunk that simulated the required event and
triggered the configured action (sendemail). As a result, an email was received containing key alert
details - source, destination, ports, the action taken (e.g., blocked/dropped), and other relevant
information. Reviewing the alert in the SIEM confirmed that sufficient context was available for
an initial assessment and response. The test also demonstrates the practical interpretation of such
cases: even when outbound traffic is successfully blocked, the internal system remains potentially
compromised and must be contained (quarantined) and remediated to prevent spread.

4.4.4 Receiving an Alert for Intentional Log Deletion to Conceal Traces

To validate the alert for clearing the Security log, the “Security” log was deliberately cleared via
Event Viewer. This action generated Windows event 1102 (“The audit log was cleared”), which
triggered the configured real-time alert in Splunk (index “siem_local”, EventCode 1102). As a
result, an automatic email was sent with CSV details and a link to the alert in the SIEM. Reviewing
the alert provided the information needed for investigation, and the test confirms that the solution
successfully detects actions characteristic of trace removal - typically part of the final phases of a
cyberattack.

In summary, the tests confirm the correct operation of the implemented alerts and reports, as well
as the reliability of automated notifications. The solution provides timely alerting for high-risk
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events (successful logins, IDS/IPS indicators, log clearing) and controlled reporting for lower-risk
indicators (failed logins), while delivering operationally actionable context for starting
investigations and taking appropriate measures. Figures 4.15, 4.55, 4.56 and Table 4.1.
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4.6 Conclusion

The review presented in Chapter 4 shows that OT/ICS cybersecurity can no longer be treated as
an add-on to traditional IT security, but as an independent and critical field in which the leading
priorities are process continuity and safety. With the development of the Fourth Industrial
Revolution - presented in 1.1 — IT-OT integration and the growing level of remote connectivity
increase the efficiency of industrial systems, but at the same time expand exposure to potential
attacks and increase the likelihood of incidents with operational and physical effect.

The threat overview for the period 2022-2025 confirms sustained growth both in volume and in
the maturity of malicious actors aiming to negatively impact industrial organizations. An
exponential increase in ransomware incidents is observed (605 in 2022, 905 in 2023, and more
than 3300 affected industrial organizations in 2025), leading to the conclusion that cybercrime
remains the dominant risk to industry. At the same time, another noticeable change is observed:
the emergence and advancement of ICS-specific malicious tools and tactics aimed at detailed
understanding of - and impact on - the industrial process itself, not only targeting IT infrastructure.

The presented characteristics, and thus the resulting weaknesses in industrial environments, are to
a large extent systemic and repeatable: limited visibility, insufficient segmentation, uncontrolled
remote access, and shared IT-OT credentials. The visibility problem is especially critical because
without OT-aware monitoring organizations can neither detect anomalies in time nor conduct
reliable investigation during an incident. Dragos data confirms this - limited or entirely missing
OT visibility is among the most common findings in real environments, and globally only a small
portion of OT networks have adequate monitoring deployed.

In summary, Chapter 4 builds the necessary theoretical and analytical foundation for the practical
part of the dissertation, while also fulfilling part of the research objectives and tasks, namely:
identifying threats and main risks in OT/ICS; analyzing existing solutions to address them;
studying technologies for monitoring and analyzing events in OT/ICS; and developing an OT/ICS
monitoring system based on the results of the conducted in-depth research. Finally, Chapter 4
presents the first component of the developed engineering solution - Splunk Enterprise
implementation for detecting DDoS attacks in loT.

4.7 Contributions to Chapter 4
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The contribution of Chapter 4 can be summarized as follows:

e Creation of a SIEM-oriented model for detecting different phases of a traditional
cyberattack - Initial Access, Data Exfiltration, Trace Covering - implemented through
correlation of operating system (Windows) and network (IPS) logs in a unified system;

e Definition of a measurable approach for real-time detection by classifying detections as
real-time alerts or scheduled reports, and justifying the selection based on the operational
value of the indicators;

e Conceptual integration of OSINT enrichment into the investigation process to increase the
evidentiary value of detections based on the analytical methodology (confirmation of
malicious context);

¢ Implementation of a working reference Splunk Enterprise architecture through separate
indexes for local, remote, and network logs, demonstrating a typical production-grade
onboarding approach;

e Development of a set of SPL-based rules for real-time alerts and periodic review reports:

o Windows event 4624 — suspicious successful logins to the SIEM infrastructure;

o IPS Mirai.Botnet log — potential data exfiltration and/or C2 communication;

o Windows event 1102 — attempt to conceal traces of malicious activity;

o Windows event 4625 — report for anomalies in failed login attempts to the SIEM
infrastructure;

e Demonstration and validation through controlled tests - reproducing 4624, 1102, 4625, and
IPS Mirai.Botnet - proving repeatability and applicability, and deriving a practical
framework for reducing alert fatigue by distinguishing high-priority real-time alerts from

low-urgency indicators suitable for reporting. This aims to optimize SOC workload.

CONTRIBUTIONS OF THE DISSERTATION

The topic of this dissertation is related to the research and development of a cloud-based system
for monitoring and analyzing events in Industrial (OT/ICS) networks. Industrial environments
have specific constraints and priorities - process continuity, safety, long equipment lifecycles, and
limited ability to deploy agent-based solutions or perform active scanning. This necessitates the
use of passive visibility approaches, centralized event correlation, and reliable mechanisms for
automated response. The dissertation analyzes current threats and systemic weaknesses in OT/ICS
and implements and validates concrete engineering mechanisms that improve the link between
detection and response, enhance the reliability of monitoring, and support distinguishing legitimate
from malicious activity.

The contributions of the dissertation can be summarized as follows:

5. A comprehensive analysis of OT/ICS threats and systemic weaknesses (visibility,
segmentation, remote access, and identities) is presented, and based on it the architectural
requirements and objectives for a cloud-based event monitoring and analysis system in
industrial environments are formulated.

6. A real-time notification mechanism for malware detection in an industrial network is
designed and implemented by integrating passive OT monitoring (Microsoft Defender for
loT), SIEM correlation (Microsoft Sentinel), and automation (Azure Logic Apps), with
context enrichment (Sensorld/Location) that transforms alerts into concise, operationally
actionable SOC notifications.

7. A multi-component operational monitoring solution for a D41oT deployment is developed
and validated, including independent mechanisms for detecting degradation/loss of
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visibility (Sentinel rules for missing alerts, Logic Apps/Azure Resource Graph monitoring
of cloud connectivity with anti-flood logic, and local SNMP/Zabbix monitoring),
applicable also in environments without Internet connectivity.

8. A version-aware firmware downgrade detection mechanism is developed that breaks the
symmetry between legitimate and malicious firmware changes through passive monitoring
(D410T) and SIEM analytics (Sentinel), generating incidents only for regressions while
suppressing escalation for legitimate upgrades; additionally, an automation for weekly
reports of all firmware changes is implemented to support governance and control.
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