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ABTOP Ha AUCEDPTALMOHHUA TPpyA: Mar. nHk. MapuaH Xpucros

Tema Ha gucepTaunoHHua Tpya: UacnegBaHe Ha obnayHo-Dasupakxa
cucTema 3a HabnwaeHWe U aHanm3 Ha cebuUTHR

YneH Ha Hay4HOTO Xypu: npod. A-p uHK. CTaHuMup CapguHoB

1. AxTyanHocT Ha pa3paboTBaHuAa B [AUCEpPTAUMOHHMA Tpya
npobnem B Hay4HO U HAYYHOMPUIOXKHO OTHOLUEHME,

PaspaboTtBaHeto Ha o6nayHo-DasvpaHa cuctema 32 HabnwgeHwe W
aHanua Ha ckOMTUR e akTyaneH HaydyHo-npunoxed npobnem, nopaau ToBa
Ye 00na4HUAT noaxon npedocTaBs Bb3MOXKHOCTW 33 UeHTpanuaauus,
MalwabupyemMocT, UHTErpaumMa Ha MHOXECTBO W3TOYHWLUM Ha TernemeTpus,
aHanuTUKa B peanHo BpeMe W aBToMaTtudauus Ha peakumaTa. Cbulo Taka
ToBa BMAM [0 nNoBMwWaBaHe edqeKTWBHOCTTa, wmawabupyemoctta u
aBTOMaTU3aUWAaTa Ha MNpouecuTe, HO efHOBPEMEHHO C TOBa paslupsBa
Bb3MOXHWUTE TOYKW 38 aTaka U yBenuyasa BEpPOATHOCTTa OT KMbepuHUMaeHTH
C onepatuBeH M duandeckn edekT. 3artoea cubupaHeTo U aHanu3vT Ha
cbOUTUA ce NpeBpbLLLAaT B KNio4oBs hakTop 3a knbepycTon4mMBOoCT,

Mo Toau HayuH HeobxogumocTTa OT pa3paboTBaHeTo W BanuaupaHeTo
Ha apxuTeKTypa WU mexaHuamu 3a obnayHo-GasupaH MOHWUTOPWMHT K aHanua
Ha cbbuTua, npunoxumu koM WHAycTpuanHUTe Mpexu, npegcTasnsisa
3HA4YUM W akTyaneH NpPUHOC KbM MOBULLaBaHe Ha kubepycToW4yusocTTa Ha
KPUTUYHW Cpeau,

B HayyHO-NpUMOXHO OTHOLIEHWE B AWCEepPTauWOHHWA Tpyd ca pelieHd
MHOXECTBO 3a4audM, CBbpaaHu c paspaborBaHeTo WM u3rpaxgaHeTo Ha
LUANOCTHA cuctema 3a Habniogedue u adanua Ha cbbuTuaTa B UHOYCTPUaANHKU
mpexu (OT/ICS), kato ce cTpemu ga nogobpu HUBOTO Ha CUIypHOCT Ha
opraHuszauuiTe, 4Ype3 noBWLaBaHe Ha MpexoBata BUOMMOCT W
CBOEBPEMEHHO OTKPUBaAHE Ha 3annaxu.

Manon3eaHM Cca Hay4HWM METoOMW, KaTto CpaBHWUTENEH aHanua,
MOZEenupaHe W ekcrnepumeHTanHo sanuaupade. B CTpyKTYPHO OTHOLWEHWe
aucepTauvoHHus Tpya obxeawia TeopeTuueH nperneq, paspaboTeaHe Ha
cuctema 3a Habmogenne Ha OT/ICS, oueHka Ha edeKTMBHOCTTE,
eKCrnepuMeHTanHu pesyntatv U paspaboTeaHe Ha METOOONOINUA 32 OueHKa
Ha pucka 8 OT cpegu.
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7. CreneH Ha nNo3HaBaHe CHLCTOSHMETO Ha npobnema U TBOpYecka
MHTEpNpeTauun Ha nuTepaTypHus MaTtepuan.

OucepTauMoHHUAT TPYA BKIOYBA CbAbpXaHWe, CNUCHUW Ha churypm,
tabnuuu, yBOA, YETUPX Maeu 3a pelasaHe Ha (POpMynUpaHuTe OCHOBHW
3afayM, KaTto Ccfef BCAKa [Nasa € HanpaseHo 3aknio4eHwe, W ca
NPEACTaBEHN OCHOBHMTE HAayYHW U Hay4HO-NPUMIOKHW NPUHOCK, @ HaKpas
1Ma CrUCHK Ha uanonasaHu 240 Hay4YHW u3TouyHuka. B aucepTauMoHHus Tpya
ca uuTUpanu u 6 nybnukauun Ha OQOKTOPaHTbLT B CbaBTOPCTBO, Kato B 4 ot
TAX TOW € Ha MbpBO MACTO. Bouukn NUTEpaTypHU U3TOYHULIKM Ca noabpaHu
Taka, 4e [0a OTPa3nBaT ChbBPEMEHHWTE Hay4yHW AOCTUXEHWUS 8 obnacTtTa Ha
TemaTukaTa Ha aucepTaunMoHHUsA TpYA.

LiuTvpaHu ca OHNaiH JOCTBIHW Matepuany, KaTto CTaTuid OT Hay4hu
cnucaHua, KoHdepeHuun u ctadaapTi. WMasbplieHWAT aHanutuHeH ob3op
MO3BONABA Ha OOKTOPaHTHLT Aa AedwHMpa KOPEKTHO uenta W OCHOBHWTE
334341 3a U3cnenBaHe, KOUTO TOW pellasa ycnewHo B OTAENHWTE rnasw.

3. CnoTBeTCTBME Ha uabpaHara MmeTogMKa Ha u3cnegBaHe W
nocTaBeHaTa uen v 3afayYv Ha OMCcepTauMOHHUA TPyA C NOCTUrHaTUTE
NPUHOCHK.

B auceprauMoHHMA Tpyd € W3BbpLIeH aHanu3 Ha CbBPEMEHHUTE
aannaxy u cuctemuu cnaboctu B OT/ICS, KOMTO cnyXu Kato OCHOBa 3a
neduHUpaHe Ha apXUTEKTYPHU MPUHLMNKA U OYHKUWUOHANHN U3UCKBAHUS KbM
CUCTEMATa 38 MOHUTOPMHI W aHanua Ha cvbutua. Kato HayyHa HOBOCT Ce
pasrnexaa W pa3paboTBaHETO Ha MHOTOKOMMOHEHTEH MnoAxod 3a
NOBWLLABaHE HAOEKAHOCTTa HA MOHWTOPUHIA Ype3 He3aBUCUMKU MEXaHU3IMU
3a OTKpWBaHE Ha Aerpajauus wnu 3aryba Ha BWMAWMOCT. [onbnHUTENHO,
npeactaseHa € aHanuTudHa noruka, cbobpa3eHa C BepcuuTe, - Version-
aware - KOATO NO3BONABA pasrpaHvWyaBaHe Ha NeruTuMHA dhopMmyepHU
NPOMEHK OT MNOTEHUKanHo 3roHamMepeHu firmware downgrade QewucTeBus,
BBNPEKN BUCOKATa Mpunuka mexay npouecuTe. MpeanoxeHuTe nogxoau
[IEMOHCTPMpAT mpakTuyecka egeKTUBHOCT 4pe3 Bsanuavpane B TecToBa
ulunu peanHa vHOyCTpuUanHa - NpoU3BOACTBEHAa - cpeAa v BOAAT [o no-
Gbp30 OTKPUBaHE W Ppeakuus npu MHUMAEHTW W A0 HamanseaHe Ha
HepenesaHTHU anapmu, KaTo ro TO3u HauuH ce nosuliasa YCTOWYWBOCTTA
Ha HabnwooeHWeTO W yNpasnaemMocTTa Ha pucka B OT/ICS wuHpacTpyKTypW.

MonydyeHuTe pesynTatk ca aHanusnupaHn u WMIOCTPUPaHKU C MHOro
paboTHU ekpaHu, Tabnuuu n urypmn, KomTo noTeLpXKOaBaT AEUCTBMETO Ha
paspaboTeHuTe MexaHW3MU U KOMNOHEHTU Ha npeanoxexdarta obnaqHo-
GaaupanHa cucTema 3a HabniogeHwe U aHanus Ha cebutus. MNpegnoxeHute
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pelueHus mMoraT ga Gbaat peanuaupanu B peantu WHaycTpuantiu Mpexu,
KbOETO Ca Hanuue OrpaHU4eHWs 33 aKTUBHWU CKaHWPaHWs W UHCTanuvpaHe Ha
areHT, U KbAETO Ce U3MCKBa HafexaHo yeeaomsisase n Dbpaa peakuus npu
MHLUMUOEHTH.

B TO3W CMUCHN chopMmynupaHaTa uen W 3ajadv Ha auceprauunaTta ca
WAMbNHEHW, KaTo B CUHTE3WpaH BWA Te ca W3NOXeHW B uasoauTe W
JaKMIOYeHUATa, KATO TOBa MOTBLPXAaBa KOPEKTHOCTTa Ha wuabpaHus
Hay4HOU3CNE0BaTeNCKUA NOAXOA U HerosarTa NpuIoXUMOCT.

4. TpuHOCH Ha AUCEepPTaLUMOHHUA TPYyA.

MNpuemam opmynupaHuTe U AEKNApupaHn OT AOKTOPAHTBLT NPUHOCK 1
TeXHUS Hay4eH, HAYYHO-TIPUNOXEH W NPUNOXEH XapakTep. MpuHOCHUTE
MOMEHTH UMaT 3H24YMMOCT Ha HOBOCT B pasrnexaaHata npobnemartuka u ce
ABABAT pa3lWupeHMe Ha CblUECTBYBaWWTE 3HaHUA. OT nonyyeHute
peaynTaTi MOXE [a Ce YCTaHOBW, Y& HOBOCH3AAAEHUTE U MogucuumpanuTe
MeTOaM, CUCTEMM 3a HabniogeHue 1 Noaxoau ca NoAXCAALM 3a Npunarade u
UMaT $iCHO u3paleH noTeHuuan 3a peanHa ynoTpedba 8 MHOKECTBO
NPaKTUYECKW KOHTEKCTH, C Bb3MOXHOCT 32 [0pasBuBaHe CnpsaMo
KOHKPETHUTE HYXAW Ha Pasnuu4Hn CEKTOPU WU MPpUNOXeHUs.

HanpaseruTe M3BOOM Cnepd BCsKa rMasa, CUHTE3MPaHUTE METOo0NoTMN 1
paspaboTeHuTe Noaxoau, NpoUeaypH U eKCNEpUMEHTH, MOraT Aa ce npuemar
KaTo NOMe3Hy NPenopskk 3a BHeApPABaHe B CbBPeMEeHHWTEe KOMYyHUKaLMOHHN
W UHOPMALMOHHN CUCTEMM.

5. MpeueHka Ha nyBnukauuuTe No AUCEpPTaLUUOHHWA TPYA.

Mo Temata Ha auceprauusTa ca NpeacraseHu 6 aBTOPCKW nMybnukaumm,
efiHa OT KOUTO € nyBnuKkysarHa B MeXAyHapoAHO Hay4HO CMUcaHue B Q2. Met
0T Hay4HuTe nybnukauuu ca npeacTaBeHn u nyBnukyeaHu B cOOpHUUM OT
MEXOyHapOoAHW HayuyHu KoH(epeHuuu W HaunoHanHu KOHbepeHUuun ©
MEXOYHapPOAHO yyacTue.

Met or nybnukauuuTe ca B CbaBTOPCTBO C HAy4YHWUTE DPBKOBOAUTENMN.
Ctatuute umaT obio 49 uutupaHua B MHAEKCUpaHu u3fganus Scopus, WoS
n Google scholar. B Tax ca ny6nukysaHu u ca craHani AOCTOAHUE Ha
HayyHata OOWHOCT ronsiMa 4acT OT pesyntature Ha MNPOBEASHUTE
eKCrIepUMEHTH, NpeacTaseHn B auceprauuaTa. Bouuko ToBa MU Aasa
OCHOBAHWE Oa 3as8s, Y& Hay4HUTe NOCTUXEHUA Ha asTopa ca 3Ha4YuMu U ca
cTaHanu W3BECTHW KaTo Ce UMTMPAT OT HayyHaTa obWHOCT B cTpaHata w
yyxBuHa.



6. MHeHuR, NpenopbKU 1 Benexku.

CyuTaMm, 4 AMCEepPTAUMOHHWAT Tpya TnocTura 3aseeHaTa uen, a
nedUHUpaHNTE 3adadM Cca M3NbnHeHu Ha [0Dpo Hay4yHo HUBO W
aucepTauMsTa MMma 3aBbpluieH xapaktep. bu buno pobpe na ce ngane
uHopMauua 1 3a obpasoBaTenHUTE W Hay4YHOM3CNEQ0BaTESCKU NPOEKTH, B
KOWTO OOKTOPaHTLT € B3en ysactue, Agmupauuu 3a ronemus 6Gpown
NpeacTaBeHu CepTUdUMKATH, YPe3 KOWUTO TOW AeMOHCTpUpa npupobutute
aHaHWA U KOMNETEHTHOCT B obnacTTa Ha kubepcurypHocTTa, lpenopeysam B
Bbaetwata ce paboTa ga npodbiikuM Ha paboTy No TemaTukaTa B exkun U Aa
nyGnuKkyBa pesynrtature B CMUCaHWs, KOUTO ce OTpassBear B Bazute gaHHW
Ha Scopus u Web of Science, kakTo 1 ga passuBa CBOATA €KCnepTHa W
BHEOPWTENCKA AEWHOCT, KOATO [ia peanusupa B y4acTus B NPOEKTH,

7. 3akntoYeHue c ACHa NONOoOXMTenHa UNu oTpuuaresniHa oueHka Ha
aucepTaunoHHUA TPyA.
Cuutam, 4Ye npencTaBeHWsaT OucepTauuoHeH Tpyd OTroBapa Ha
M3UCKBAHUATA Ha 3aKoHa 3a pa3BUTUE Ha akagemuyHus cheTas B Penybnuka
Bunrapva U OUeHKaTa MU 3a Hero € Hamb/IHO NOoNoXWUTeNHa. MocTuriatute
pesyntaty MW [aBar OCHOBaHWe pAa npegnoxa [Aa 6bae npupobuta
ofpazoBaTenHara W Hay4yHa CTeneH ,JoKTop” OT Mar. MHX. MapusaH

XpucToB.

g o6nacT Ha Buclle obpasosaHue - 5. TexHU4ecku HayKku,
npochecuoHanHo Hanpasnexue - 5.3 KoMyHWUKauWoHHa U KOMNioTbpHa
TEXHMKA',

nokTtopcka nporpama - . KoMyHWKaUuNMOHHU MPEXU U cUcTemMu’.

Oata; 18.06.2026 r. YINEH HA XXYPUTO:
(npod. a-p k. Cranumup CaguHos)
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7 “OPINION
on a dissertation Téi’tﬁé_‘"_%e::[ﬁisitiun of the educational and scientific
degree "doctor”
Author of the dissertation: M.Sc.Eng. Marian Hristov

Topic of the dissertation: Investigation of a Cloud-based Security
Information and Event Management Sistem

Member of the scientific jury: Prof. eng. Stanimir ' Sadinov, PhD

1. Relevance of the problem developed in the dissertation in

scientific and scientific-applied terms.

The development of a cloud-based event monitoring and analysis system
represents a relevant scientific and applied research problem, as the cloud
approach provides opportunities for centralization, scalability, integration of
multiple telemetry sources, real-time analytics, and automated response
mechanisms. At the same time, while this approach improves operational
efficiency, scalability, and process automation, it also expands the potential
attack surface and increases the likelihood of cyber incidents with both
operational and physical consequences. Therefore, the collection and analysis
of events have become key factors in achieving cyber resilience.

In this context, the development and validation of an architecture and
mechanisms for cloud-based event monitoring and analysis applicable to
industrial networks constitute a significant and timely contribution to enhancing
the cyber resilience of critical environments.

From a scientific and applied perspective, the dissertation addresses
numerous challenges related to the design and implementation of a
comprehensive event monitoring and analysis system for industrial networks
(OT/ICS). The proposed solution aims to improve the security posture of
organizations by increasing network visibility and enabling the timely detection
of threats.

Scientific methods such as comparative analysis, modeling, and
experimental validation have been employed throughout the research.
Structurally, the dissertation includes a theoretical review, the development of
an OT/ICS monitoring system, an evaluation of its effectiveness, experimental
results., and the development of a risk assessment methodology for OT
environments.
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2. Degree of knowledge of the state of the problem and creative

interpretation of the literary material.

The dissertation consists of a table of contents, lists of figures and tables,
an introduction, and four chapters dedicated to addressing the formulated
research objectives. Each chapter concludes with a summary of the findings,
and the dissertation presents its main scientific and scientific-applied
contributions. The work concludes with a bibliography comprising 240 scientific
references.The dissertation also cites six publications co-authored by the PhD
candidate. with the candidate listed as the first author in four of them. All
references have been carefully selected to reflect the current state of the art
and contemporary scientific achievements in the field of the dissertation topic.

The cited sources include publicly available online materials such as
articles published in scientific journals, conference proceedings, and
standards. The conducted analytical review enabled the PhD candidate to
accurately define the research objective and the main research tasks, which
have been successfully addressed throughout the individual chapters.

3. Compliance of the chosen research methodology and the set goal

and objectives of the dissertation with the contributions achieved.

The dissertation presents an analysis of contemporary threats and
systemic vulnerabilities in OT/ICS environments, which serves as the
foundation for defining the architectural principles and functional requirements
of the proposed event monitoring and analysis system. A notable scientific
contribution is the development of a multi-component approach aimed at
increasing the reliability of monitoring through independent mechanisms for
detecting degradation or loss of visibility. Furthermore, the dissertation
introduces a version-aware analytical framework that enables the distinction
between legitimate firmware updates and potentially malicious firmware
downgrade activities, despite the high degree of similarity between these
processes. The proposed approaches demonstrate practical effectiveness
through validation in both test and/or real industrial production environments,
leading to faster incident detection and response, as well as a reduction in
irrelevant alerts. Consequently, the resilience of monitoring processes and the
effectiveness of risk management within OT/ICS infrastructures are
significantly enhanced.

The obtained results are thoroughly analyzed and illustrated through
numerous screenshots, tables, and figures, which confirm the functionality of
the developed mechanisms and components of the proposed cloud-based
event monitoring and analysis system. The proposed solutions can be
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implemented in real industrial networks, where restrictions on active scanning
and agent installation are common, and where reliable notification
mechanisms and rapid incident response are essential requirements.

In this regard, the stated objective and research tasks of the dissertation
have been successfully accomplished. Their fulfillment is clearly synthesized
in the findings and conclusions of the dissertation, thereby confirming the
validity of the selected research methodology and its practical applicability.

4. Contributions of the dissertation work.

| accept the contributions formulated and declared by the PhD candidate,
as well as their scientific, scientific-applied, and practical nature. The identified
contributions demonstrate a significant degree of novelty within the
investigated research area and represent a valuable extension of the existing
body of knowledge. Based on the obtained results, it can be concluded that the
newly developed and enhanced methods, monitoring systems, and
approaches are suitable for practical implementation and possess a clear
potential for real-world application across a wide range of contexts.
Furthermore, they offer opportunities for further development and adaptation
to meet the specific requirements of various sectors and application domains.

The conclusions drawn at the end of each chapter, together with the
synthesized methodologies and the developed approaches, procedures, and
experimental frameworks, may be regarded as valuable recommendations for
implementation in modern communication and information systems.

5. Evaluation of dissertation publications.

A total of six author publications related to the dissertation topic have been
presented, one of which has been published in an international scientific journal
ranked in the Q2 quartile. Five of the publications have been presented and
published in the proceedings of international scientific conferences and
national conferences with international participation.

Five of the publications have been co-authored with the scientific
supervisors. The publications have received a total of 49 citations in indexed
sources, including Scopus, Web of Science, and Google Scholar. A substantial
portion of the results obtained from the experiments conducted within the
scope of the dissertation has been published in these works and made
available to the scientific community. This provides sufficient grounds for
concluding that the author's scientific achievements are significant and have
gained recognition both nationally and internationally, as evidenced by citations
from members of the scientific community in Bulgaria and abroad.
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6. Opinions, Recommendations, and Remarks.

| consider that the dissertation successfully achieves its stated objective
and that the defined research tasks have been accomplished at a good
scientific level. The dissertation demonstrates completeness and coherence
as a scholarly work. It would have been beneficial to include information
regarding the educational and research projects in which the PhD candidate
has participated. | would also like to express my appreciation for the large
number of certificates presented, through which the candidate demonstrates
the knowledge and competencies acquired in the field of cybersecurity.

For future work, | recommend continuing research in this area through
collaborative teamwork and publishing the obtained results in journals indexed
in the Scopus and Web of Science databases. Furthermore, | encourage the
candidate to continue developing their expertise and practical implementation
activities through active participation in research and development projects.

7. Conclusion with a clear positive or negative evaluation of the
dissertation work.
| consider that the presented dissertation meets the requirements of the Law
for the Development of the Academic Staff in the Republic of Bulgaria, and my
overall assessment of it is fully positive. The achieved results give me grounds
to propose that the educational and scientific degree “Doctor (PhD)" be
awarded to M.Sc. Eng. Marian Hristov in the field of higher education:

Field of Higher Education - 5. Technical Sciences
Professional Field - 5.3 Communication and Computer Engineering

Doctoral Program - Communication Networks and Systems.

Date: 22.06.2026 r. JURY MEMBER:
(Prof. eng. Stanimir Sadinov, PhD)
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