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I. OBLIA XAPAKTEPUCTUKA HA ITUCEPTALIMOHHUSA TPY [
AKTYaJIHOCT Ha npodJjieMa

B nocnenHoTO NeceTriieTHe TeIEeKOMYHUKAIIMOHHATA WHyCTPHS MIPEMIHABA TIpe3 (yH/IaMEHTaIHA
Tpancdopmarius, 00ycIOBeHa OT eKCIIOHEHITUAIHUS PhCT HA MOOWIIHUS TpadUK U MOsBaTa HA HOBH,
ycnyru. HaBnmuzanero Ha meroto (5G) 1 moaroroBkara 3a mectoto (6G) mokojieHne MOOUITHU MPEXKHU
W3HCKBA TIOJUIPBKKA HAa PAa3HOPOJHM CIICHApHH Ha yrnoTpeda - OT MacoBa KOMYHHKAILUS MEKIY
Mamuau (MMTC) 1o cBpbxHaaek1HA KOMyHUKamus ¢ Hucka jgateHTHocT (URLLC).

[TpunoxeHus KaTo aBTOHOMHa MOOWIJIHOCT, MHAyCTpHATHA aBTOMAaTH3allMsl, BUPTyallHa U J100aBeHa
peanHoct (VR/AR) u xonorpadcko TeIenpuchCTBUE HajaraT M3KIFYUTEIHO CTPOTH W3MCKBAHUS
KbM KauecTBOTO Ha yciyrata (QoS) u kadecTBOTO Ha moTpedOuTesnckoro uzkuBsaBane (QoE).
TpaauuMOHHUTE MPEXKOBU apXHUTEKTYypu 3a pamuonocTbil (RAN) ca MOHOJUTHH, 3aBHCHMH OT
CHeTMAIM3UPaH XapAyep M ChC 3aTBOPEHU MHTEpQEicH, KOETO OrpaHWYaBa TAXHATA I'BBKABOCT U
3a0aBsi HHOBAIIUUTE.

B oTroBop Ha Te3M OrpaHWYeHUs ce NOSABSABA KOHLEMIMATA 3a Mpeka 3a JOCTbII C OTBOPEHU
untepdeiicu (Open RAN), kosiTo BBBeXIa NMPUHIWIUTE HA J€3arperanus W BHUPTYyaIH3aIUs.
JluHaMU4HaTa TPUPOAA HaA paguoCcpenara M XETEpPOreHHOCTTa Ha YCIyruTe obade TMpaBsT
TPaIUIIMOHHATE METOM 32 YIpaBJIeHUE Hee(eKTUBHU, KOSTO Hajlara MHTETPUPAHETO HA U3KYCTBEH
uHTenekT (Al) m MammuHO oOyyenune (ML) 3a mocTHrane Ha aBTOMAaTH3alHMs B PEaHO BpeMe U
JUHAMHWYHO pa3lpeieIeHUe Ha MPEKOBUTE PECYPCH.

]_le.l'l Ha TUCEPTALMOHHUSA TPYA, OCHOBHH 3aJa4Yd U METOAHU 3a U3CJIEABAHE

[lenTa Ha numiomMHaTa paboTa € Ja MPeJIokKHU ISIIOCTHA METOJ0JIOTHS 3a moo0psaBane Ha QoS u
QoE, upe3 nnTerpupane Ha U3KycTBeH UHTENEKT (Al) B MpexxoBUTE onepanuy 3a ONTHUMU3HpPAHE Ha
TAXHATa IPOU3BOJUTEIHOCT. MpexoBUTE omepauuu, Oa3supaHW Ha H3KYCTBEH HHTEJIEKT, ca
unTerpupanu B Open RAN apxutekrypara, 3a Aa HOAAbpXKAT Pa3IM4yHU ClIy4yau Ha ymnorpeba c
xeTreporeHHu n3nckBaHus 3a QoS/QoE mo oTHomeHHe Ha YeCTOTHA JIEHTa, JJATEHTHOCT, 3aryba Ha
nakeT u Jpkutep. Paspaborenu ca anroputmu 3a mamuHHO oOyueHue (ML), 3a ma ocurypsr
aBTOMaTHU3MPAHO MPOTHO3UPAHE HA MPEXKOBUS Tpa(UK M ONTUMAITHO pa3npeesieHUe Ha pecypcuTe
Yype3 HM3MO0J3BaHE Ha TEXHUKH 3a Haps3BaHe Ha Mpexkata (Network Slicing). Ilpunaranero Ha
aBTOMAaTH3allMsl Ha OpKecTpalusi Ha pecypcurte, noiamomaraHa or ML, Boau no ontumaiHo
yIOpaBJieHUE Ha Mpekara M IpPeJocTaBs HOBAa W e(EeKTMBHA METOJOJIOTHS 3a HaMalsiBaHE Ha
kanutajgoure pasxoaun (CAPEX) u omeparuBaure pasxoaun (OPEX) nHa pocraBumimre Ha
KoMyHHKaMoHHU yciayru (CSP). 3a mocTurane Ha mocraBeHarta el ca AeQUHUPAHU CIEAHHUTE
3aJjauu:

1. Amnanu3 u cucremarnsanus Ha apxuTeKkTypHaTa eBoitonus Ha RAN u npexona keM
oTBOpeHM U BupTyanusupanu apxutekrypu (C-RAN, vRAN, O-RAN), kakTo u possita Ha
uatenureHTHUTE KOHTposepu (RIC).

2. TlpoexTupane u peaau3alys Ha MBIHOPYHKIMOHANHA ekcriepuMenTanHa O-RAN tectoBa
cpena, 6azupana Ha codTyep ¢ orBopeH ko u COTS xapayep.

3. Pa3pabGoTBaHe Ha aNrOPUTMH 32 OTKpPUBAHE HA AHOMAJIMH YPE3 MOJIENIU 32 IBIOOKO
o0yueHHe 3a IPOAKTUBHO UICHTU(UIIMPAHE Ha HETUIIUYHO [TOBEICHUE B MPEXKOBHUS TpaUK.



4. Mogaenupane u nporaozupane Ha QoS u QoE npu uHTEpaKTUBHUA MYJITUMEAUNHN YCIYTH
(retimunr, VR) u C-V2X koMyHHKaIIUK Ype3 MAIIMHHO 00yUYeHHE.

5. OnruMu3upaHe Ha MPEXKOBUTE PECYpPCH Upe3 MEXaHU3MU 3a MHTEIUT€HTHA KIacu(pUKaus
Ha TpaduKa U AMHAMUYHO pa3lpeaeiieHne Ha paluopecypCuTe.

Hay4yna HoBocT
Hay4naTta HOBOCT Ha AUCEPTALIMOHHUS TPYH CE CHCTOM B!

e [Ipeanarane Ha METOJMIOJIOTHS 3a yNpaBJICHHE HA MpeXKara, CIIEMAIHO HacoueHa KbM QoS-
KPUTHUYHU MPUIIOKEHHS, Upe3 UHTerpupaHe Ha Al airoputMu B MHTEIUTCHTHUS KOHTPOJIEP
Ha paauompexata (RIC).

e PaspaborBaHe W BHeapsiBaHe Ha mHoBatuBeH Tpancdopmaropen moaen (Transformer) 3a
OTKpUBAHE Ha CJIO0XHHU MPEXKOBH aHOMAJIUU, KOUTO MPEBBH3X0XKAa TPAAUIIMOHHUTE METOAH U
LSTM apXuTeKTypHuTe [0 TOYHOCT U BpeMe 3a 00yUueHHeE.

e (pb3/aBaHe Ha CleMAIU3UPaHU TporHocTUYHU Moaenu 3a QoE u QoS:

o Multi-headed CNN apxuTekTypa 3a Mpeicka3BaHe Ha KaueCTBOTO MPU T€MMHUHT
BUJIEO CTPUIUMUHT
o LSTM encoder-decoder mozaen 3a VR 360-rpagycoBo Bueo, yaaBsIl] IbITOCPOUHU
BPEMEBU 3aBUCUMOCTH.
o Jlokanmonno-ue3aBucum (location-agnostic) moaxon 3a mporaosupane Ha QoS B C-
V2X cueHapuw, 1O3BOJISIBAIL BUCOKA CTETICH HA TeHEPATU3AINS MEXITY Pa3InIHH
MOOUITHU OTepaTopu
e VYcmemna nmiieMeHTarus Ha O-RAN 06a3upana MeToI0JIoTHs 32 aIallTUBHO M JTMHAMUYIHO
pasmpeneneHre Ha (U3MYECKH PECYpPCHU OJIOKOBE MEXKIYy MPEXKOBU TMapuera, KOATO
ocurypsiBa rapantupaso kauectso 3a UHD Buzaeo noromu.

HpaKaneCKa MNPUHJIOKUMOCT

Benukn pa3paboTeHM MeTOnM M alrOPUTMH, KaKTO U TPeUIOKEHUTE MOJ0O0pEeHUs KbM Beue
MPAKTUYECKH HMIUIEMEHTHPAHU TaKWUBa, Ca U3CIEABAaHM W AHAIM3HPAHU IOCPEACTBOM
CUMYJIAIIMOHHU eKcrepuMeHTH. HampaBeHO € M cpaBHEHHE C JIPYTd ChIIECTBYBAIM MOJIENH, B
OCHOBATa Ha KOMTO Ca 3aJI0’K€HU MOJOOHU (YHKIIMOHATHOCTH U XapaKTEPUCTUKH, WIX UMAT CXOJHU
LeIM [0 OTHOIIEHHWE Ha MojoOpeHue Ha paboTHUTE KM napaMmerpu. Bcuuko TOBa mpaBu
BB3MOXKHOCTTA 3a BHEAPSBAHE HA PE3YATATUTE OT HACTOSIINS IUCEPTALIMOHEH TPy HEMOCPEACTBEHA
U JIECHO peain3yeMa B CbBpEMEHHUTE TEJIEKOMYHUKAIIMOHHU MPEKHU. JIOIIBIHUTEIHO JOKA3aTEICTBO
3a Ta3W BUCOKA MNPWIOKHMOCT € YCHEIIHOTO HHTETPUpPAaHE Ha MPEAJIOKEHUTE aIrOPUTMHU 3a
MallMHHO o0y4yeHHe moj (opMaTa Ha MHKpPOYCIYTH B pEaHd MPEKOBHM KOMIIOHEHTH, KaTo
(GyHKIMATA 32 aHAJIW3 HA MPEKOBU JaHHU M HHTEITUT€HTHUTE KOHTPOJIEPH Ha paluoMperkaTa, KOeTo
KaTeropu4yHO MOTBBP)K/IaBa TAXHATa OINEpPaTHBHA ChBMECTUMOCT M TOTOBHOCT 3a IMPAKTUYECKO
MIPUIIOKEHHUE .

IIy0nukyBaHe Ha pe3yJTaTHTe OT ANCEPTALMOHHOTO H3CJIeIBaHe

Hanpasenurte aHanusu, NpeyioKEHUTE MOAXOAM U MOIYUYEHUTE pe3yaTaTu 3a nepuoaa 2021+2025
ca mpejacTaBeHd B o0mmo 14 aBropcku myOnukanuu uHIeKcupanu B Scopus U Web of Science: 1
IJIaBa OT KHUTA; 9 MyOJIMKAIUU B MeHCOYHaApOoOHU KOHpepenyuu; 4 yOTUKaUA B MeHCOVHAPOOHU



Hayunu cnucanus ¢ padr Q1 u Q2. Cratuute umat o610 59 mutupanus B8 SCOPUS u 64 utupanus
B Google scholar.

CtpykTypa u 00eM Ha 1MCepTAUOHHMS TPYA

JlucepTanMOHHMAT TPY/l € HalMcaH Ha OBJATapCcKu €3uK U € B 00eM ot 193 crpanuiu ¢opmar A4 u
ChIIbPKa YBOJ, OCEM TJIaBU, 3aKJIIOYCHHE C M3JI0)KEHH OCHOBHU MPUHOCH, CHUCHK Ha (QUTypHTE,
CHUCHK Ha TaOJIMUUTE, CIHUCHK HA M3IOJI3BAHUTE CHKPAILEHUS, CIHCHK C MyOJIMKAUUTE I10
JTUcepTaluaTa, CHUChK Ha U3MOJI3BaHaTa JIMTEpaTypa W JBe NpuiiokeHus. M3inoxeHueTo Ha
JTUCEepTalMOHHUs Tpya cbabpka 70 ¢urypu u 13 Ttabmumm. MsnomsBanu ca 138 nwureparypHu
M3TOYHMKA KATO BCUYKH ca Ha JaTtuHuua u Haja 80% ca ot nocienuure Aecet roauHu. Homepara Ha
¢durypute u TabnuuTe B aBTopedepara ChOTBETCTBAT HA TE3U B AUCEPTAIIMOHHUS TPY.



II. CBABPKAHUE HA JUCEPTAIMOHHUA TPY |

1. EBojonusi Ha Mpe;KHTe 32 PATHOAOCTHII H TEXHUTE APXUTEKTYPH

[TppBata rnaBa Ha AWCEPTALMOHHUS TPYA NPEACTaBsl H3YEpIaTeNieH aHajlu3 Ha MCTOPUYECKOTO pa3BUTHE U
apXHUTEKTypHATa €BOJIIOIMS Ha MPEXUTE 32 PAJANOAOCTBII, KaTO C€ MPOCIIE/IsABa IBTAT OT PaHHUTE LU(PPOBH CHCTEMH JI0
CBHBPEMEHHUTE OTBOPEHH M JI€3arPErHpaHu cpelu. M3m0KEeHNeTo 3a104Ba ¢ pa3IeKJaHe Ha apXUTEKTYPHUTE OT BTOPO
MTOKOJICHHE, KaTo ce 00sICHsBA CTPYKTypaTa Ha moacuctemara Ha 6azoBute ctanuuu B GSM u GPRS[1]. ITocousa ce, ue
BBBEXKIAHETO Ha makeTHaTa KomyTanus upe3 GERAN [2] Genexku BaKeH eran, HO apXUTEKTypaTa OcTaBa OTpaHHYCHA
MOPaJH CBOSTAa MOHOJIMTHOCT M 3aBHCHUMOCT OT ciienndudeH xapayep. [Ipn aHann3a Ha TpeTOTO MOKOJICHHE CE pa3TiIex/Ia
pomsita Ha UTRAN [4], kpAETO YIpaBICHUETO HA PaIHOPECYPCHUTE CTaBa IMO-KOMIUIEKCHO ITOPAIy H3IOI3BAHETO Ha
WCDMA, n3uckBamo HOBM MEXaHU3MH 32 KOHTPOJI Ha MOLITHOCTTa U MOOMJITHOCTTA.

Oco0eHo BHIMAaHHUE B TJIaBaTa € OTACICHO Ha Ipexoaa KpM 4eTBbpTo nmokoneHne LTE u HeroBara mpeska 3a noctsi E-
UTRANTS]. Tyk meraiirHO ce n3cineqBa KOHIEIINATA 3a Tu1ocka [P apxurekTypa, Ipu KosSTO GYHKIIUUTE Ha KOHTPOITHUS
BB3eJl Ca MHTErpUpaHu AUPEeKTHO B Oa3zoBarta cranuus eNodeB. To3u moaxoj 3HAYMTENIHO HaMaisBa JIATEHTHOCTTA U
OIIPOCTABa MPEKOBaTa TOIIOJIOTHA, KOCTO € KpUTUYHA CTBhIIKa KbM NOAAPBIKKATa HA CbBPEMCHHUTE MOOMIIHH yCiyru. B
JICepTalUsATa Ce MPOCIesBa KaK Ta3H JELEHTPAIU3alus MMOJAroTBs MOYBaTa 3a METO MOKOJCHHWE MOOWIIHH MPEXH,
KbAeTO 0asoBaTa cranims gNodeB[8] Beue ce pasriexaa KaTo ChBKYMHOCT OT JIOTUYCCKHU Je3arperHpaHy ¢IAHHIIU.
Pasrnexna ce (pyHKIMOHAIHOTO pa3zeisiHe Ha LCHTPAJIHU U paslpeaeieHl 0JI0KOBE, KOETO MO3BOJISIBA U3KIIOYUTEIIHA
T'bBKAaBOCT TIPH Pa3oIaraHETO Ha MPEKOBUTE (PYHKIIMH B 3aBUCHMOCT OT KOHKPETHHUTE M3UCKBAaHUS Ha TPUIIOKEHHUSTA
3a KalmaluTeT U 3aKbCHEHUE.

BaxkHa dacT oT u3yokeHHeTo 3aeMa W aHanu3bT Ha mapaaurmure Cloud RAN [17] u Software-Defined RAN [21].
W3cnensaT ce mpeauMcTBaTa Ha IICHTpalu3upaHaTta oopadboTka Ha curnanute B BBU kinbcrepure (BBU pools), koeto
MO3BOJISBA TO-I00pa KOOpAMHAINS Ha PEeCypcHTe W HamalsBaHe Ha pasxoaute. ChIIEeBpeMEHHO ca OTOeNsI3aHd U
OTpaHMYCHUATa HA TE3W CHCTEMH, CBbpP3aHH C BHCOKHTE M3WCKBAHMSA KbM KalalUTeTa HAa TPAHCIIOPTHATA MpeXa U
M3IIONI3BaHETO Ha 3aTBOpPeHH MHTepdeiicu. Toa normyeckn o6ocHOBaBa HeoOxomumocTTa oT Open RAN apxurekrypa,
KOSTO ce JaeduHHpa KAaTO EBONIONMOHHA CTHIIKA KBbM WBIHA OIEpaTHBHA CHBMECTUMOCT MEKIY pa3IHyHU
TIPOU3BOTUTEIIH.

I'maBata 3aBBpIIBa ¢ MOAPOOCH TeXHUUECKH 0030p Ha apxurTekTypara Ha O-RAN [30]. [ledhunupanu ca u OCHOBHUTE
komnoneHTH: Near-Real-Time RIC, Non-Real-Time RIC, O-CU u O-DU, kato ce 00sICHsIBa TIXHOTO B3aMMO/ICHCTBHE
gpe3 otBopeHuTe nHTepdeiicu Al, E2 u Ol. [ToguepTaBa ce, 4e HHTEIUTEHTHOCTTA € BrpajieHa B caMaTa CTPYKTypa Ha
MperkaTa 4pe3 Te3H KOHTPOJIEPH, KOeTO MO3BOJISBA BHEPABAHETO Ha XAPPS U rApps 3a TMHAMHWYHA onTUMH3anus. To3u
JIeTaillieH apXUTeKTypeH pa30op CIIy>KH 32 OCHOBA Ha CJIE/IBAIlIUTE TJIaBH, B KOUTO CE€ IpelaraT KOHKPETHH alrOpUTMHU
3a MallMHHO O0ydYeHHWe, MHTEIpUpaHU B ONKMCaHATa paMKa. B 3akiioueHHe Ha I'bpBa IJiaBa Ce MPaBHU W3BOIBT, 4e
OTBOpPEHATa U Jie3arperupaHa apxuTeKTypa € 3aAbIDKUTETHO YCIOBHE 3a pean3allisl Ha yCIYTH ¢ KPUTHYHU W3UCKBAHUS
KBbM Ka4eCTBOTO Ha 00CITy>)KBaHE B X€TEpPOTreHHATa Cpe/ia Ha ObJICIUTE MPEKH.
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2. IlpunoxeHHe HA MAINMHHOTO 00y4YeHHe B KJIeTbYHUTE MPEKH

Bropara rmaBa Ha QuCepTalMOHHMA TPYA € IOCBETCHA HA 3aJbJI00YEHO HM3CICIBAHE HAa TCOPETHIHHUTE OCHOBH H
MPaKTHYECKUTE aCIICKTH Ha HHTETPUPAHETO HA N3KyCTBECHHS MHTEIECKT M MAIIMHHOTO O0YYIEHHE B ChBPEMEHHNUTE MPEKHU
3a paJron0CThII. 31M0KEeHHETo 3armo4Ba ¢ IeTaillHa TAKCOHOMUSI Ha AITOPUTMHUTE 3a MAIIMHHO 00y4YeHHE, KaTo Ce IIPaBU
KPUTHYCH MpErie]] Ha TAXHATa MPHI0KUMOCT 33 ONTUMH3ALUS Ha MPEXOBHUTE OIEpaluy. Pas3rienaHu ca OCHOBHUTE
mapagurMu Ha oOydenueTo ¢ Haazop (Supervised learning) [35], o0yduernuero 6e3 Hamzop (Unsupervised learning) [36] u
oOyuenuero upe3 crumyiupane (Reinforcement learning) [37], kaTo 3a Bcsika OT TAX ca MOCOYSHU KOHKPETHHU CLIEHAPHUU
Ha ynoTpeba B KIeThbUHHTE cucTeMH. IlomuepTaBa ce, 4e AOKAaTO OOydYEHHETO C HAA30p € He3aMEHUMO 3a 3a/aud II0
KJIacu(uKalyst U perpecusi Ipyu HAIMYME HA €THKETHPAHU HUCTOPHYECKH JaHHHW, TO oOyueHMsATa 0e3 Haa3op U 4pe3
CTHUMYJIMpaHe TPEJOCTaBAT YHHKAJIHW BB3MOXKHOCTH 32 B3€MaHE Ha pEIICHHS B PEalHO BpeMe INPH JUHAMHUYHO
MIPOMEHSIIIH CE PAIHOYCIIOBUSI.

BakeH akIeHT B IJ1aBaTta € HOCTaBEH BbPXY KU3HEHUsI IIMKBJI HA MOJICTIMTE 32 MAllIMHHO 00y4yeHune B pamkute Ha O-RAN
apxXHuTeKTypara, ceriaacHo cnenudukanuure Ha O-RAN Annanca [43]. [eraiinHo ca onucaHu NpOLECUTE HA ChOUpaHe
Ha JIaHHY, [Ipe/iBapUTeNiHa 00paboTka, 0O0ydyeHHe, pasrpblllaHe U MOHUTOPUHT Ha MojenuTe. Pasriexna ce posira Ha
Non-Real-Time RIC 3a od¢umaiin oOy4ueHne W ymnpaBieHHE Ha IMONUTHKHTE, KakTo W Ha Near-Real-Time RIC 3a
M3IIBJIHEHHE Ha 00y4YeHUTe MO Noxa (GopmaTa Ha XAppS 3a KOHTPOJI B PaMKHTE HA MIUTHCEKyHIH. OOCHKAAT ce U
NPEeIM3BUKATEIICTBATA, CBBP3aHW C OICPATUBHATA CBHBMECTHMOCT Ha MOJCIHM OT pasiMYHUA HPOU3BOAUTENN U
HEo0XOMMOCTTA OT CTaHAapPTU3UPaHHU HHTepdelicu 3a oOMeH Ha naHHM (kato E2 m Al), 3a 1a ce rapaHTupa 3aTBOpEH
LUKBJI HA YIIPABJICHAE U CAMOONITHMH3ALIHS HA MpEXara.
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Qurypa 2.2. XKuznen nuksn Ha ML/AI mogena B O-RAN

I'maBaTa 3aBBpIIBA C HPErJIeA HAa METOAMTE 32 OLCHKA HA TOYHOCTTA M HAASKTHOCTTA HA IPEIOKCHUTE MOJIECIH.
ABTOPBHT aHANW3Wpa PA3IUYHH METPHKH 3a MPOU3BOAMUTEIHOCT W IMOAYEpPTaBa 3HAYCHHETO HA TeHEpaIM3alusATa Ha
MOJICNUTE, 33 Ja Ce OCUTYPU TAXHAaTa pabOTOCIOCOOHOCT B pa3iMYHH reorpa)cku PerHoHd M MPU PasHOOOpa3HU
KOHurypauun Ha Oa3zoBure craHimu. DOopMyIHpaHH ca H3BOIM 32 HEOOXOIUMOCTTAa OT XUOPUIHH TMOIXO[H,
ChYETABAIM CKCICPTHH 3HAHUS 32 (M3MYECKHS CIIOH C T'bBKABOCTTA Ha IBIOOKOTO oOydeHue. To3u TeopeTHYCH
(byHIaMEHT CIy)KH 3a JIOTHYECKa BPb3Ka KbM CIEIBAIIUTE IVIABH, KBACTO pa3pabOTEHHTE MOJCIH Ce Mpuiarat 3a
pelaBaHe Ha KOHKPETHH MPOOJIEeMH, CBBP3aHH C OTKPUBAHE HAa aHOMAJMH M MPOTHO3MpPAaHE Ha KavyecTBOTO Ha
o0cityBaHe.

3. JledpmHupaHe Ha yCJYrH, KpHTHYHU KBM Ka4eCTBOTO HA 00C/Iy:KBaHe

TpeTaTa rjlaBa Ha JUCCPTAMOHHHA TPy € IMOCBETCHA Ha HeTaﬁJ’IHOTO HU3CJICABAaHC U I[e(l)I/IHI/IpaHe Ha CbBPCMCHHUTEC
MyHTHMC,HHﬁHH U UHTCPAKTUBHHU YCIYI'd, KOUTO MOCTAaBAT Hall-BUCOKM HU3HCKBAaHHSI KbM MPpOU3BOAUTCIIHOCTTA Ha
Oe3KUUHUTE MpECKU. W3noxeHuneTo 3amousa ¢ nperjiea Ha (byHﬂaMeHTaHHaTa npoMsiHa B Mapajurmara 3a OLICHKa Ha
Ka4yCCTBOTO, KaTo 000cHOBaBa npexoJa OT YMCTO TECXHUYCCKH IMOKa3aTCIN (QOS) KbM KOMINICKCHOTO Kady€CTBO Ha



notpebutenckoro ukusane (QoE). [Tocousa ce, ye TpaIUIIMOHHKUTE MOKA3aTEIH 32 KAYECTBO HA yCIIyraTa, Makap u
HEOOXOAMMH 32 MOHHUTOPHHI Ha MpEXaTa, 4eCTO HE YCIISIBaT Ja OTPa3siT PEalHOTO YIOBICTBOPCHHUE Ha KpalHUs
MOTpeOUTEN, 0COOEHO MPU CUITHO JUHAMHUYHH YCIyTH KaTO BUPTYaIHATa PEATHOCT U 00JlaueH reMHHT. B TO31 KOHTEKCT
ce aHaMM3Upar CyOeKTHBHUTE (DAKTOPU M MCHUXOJOTHYSCKUTE ACTIEKTH HA BB3MPHUITHETO, KOUTO OMPEACIAT KpaitHuTe
CTOWHOCTH Ha CPEITHOTO MHEHHE [52].

CrienyaJiHO BHUMaHUE € OTJISJICHO Ha crielu(uKaTa Ha BUPTyalHaTa PEalHOCT U HEWHUTE N3UCKBAHUS 32 yJITPaHUCKa
JIATEHTHOCT M BHCOKA 4E€CTOTHA JIeHTa. M3cnenBa ce KOHLEMIMATA 3a IOTAIsHEe U IPUCHCTBUE BB BUPTyalHaTa cpeaa,
KaTo JAe(UHUpa KPUTHYHUTE IparoBe 3a 3aKbCHEHHE, HaJ KOMTO ce IOsBsiBa €(EeKThT Ha CUMyJATOpHa OoiecT
(cybersickness). AHanu3upaHu ca pa3IMuHUTE BUIOBE 3aKbCHEHUs B CHCTEMaTa, BKIFOUYUTEIHO BPEMETO OT JABMIKECHHE
10 (OTOH, M Kak Te BIHMAAT Ha OOIIOTO KauyecTBO Ha HW3KMBsABaHETO mnpu 360-rpaxycoB Buaeo crpuiiMuHr. B
JUcepTanuATa ce mpemiara Knacudukamys Ha (pakTopuTe Ha BIWSHHE, pa3/leiCHH Ha CHUCTEMHH, YOBEIIKA U
KOHTEKCTYaJTHH, KaTO CE IIPOCIIEIABa TIXHOTO HHINBHIYAIHO 1 KOMOMHNPAHO BB3/ACHCTBUE BBPXY KpaifHUs HOTpeOUTEN
[57].

Broparta ronsma rpyma yciyTH, pasricIaHy B IJIaBaTa, ca OHJIAWH UTpHUTe M 00madHuAT reiimuar. [logueprasa ce, 4e 3a
pa3iMKa OT MaCUBHOTO BUJEO ChABPKAHNUE, HHTEPAKTUBHOCTTA TYK BbBEXKa HOBU 3aBUCUMOCTH, IIPU KOUTO JOPU MAJIKU
(GuIyKTyaluu B MpEKOBUTE MapaMeTpu (JDKHTEp) MOTaT IPAacTHYHO Ja Biowmar urposus npouec [61]. M3cnensana e
BpB3KaTa MEXIy CJIOXKHOCTTa Ha BHAEO CHABPXKAHUETO, TUHAMUKATa Ha CLEHUTE M HEoOXOoIuMHs OUTpeHT 3a
MOJABPKaHE Ha 3aJ0BOJUTENHO KAadyeCTBO IIPU BHUCOKH pe3oiionuu. M3mokeHuero oOXBala M CIIEHApUUTE 3a
KOMYHHKAIs Mexay mpeBo3Hu cpeactsa (C-V2X), KpAeTo HaJeKTHOCTTA U CKOPOCTTa Ha MpeaBaHe UMAT KPUTHYHO
3Ha4YeHHE 3a 0E30IacCHOCTTa Ha JBIDKEHHETO, KOSTO Hajlara CTPOTH M3MCKBAHUSA KBM TOCTBITHOCTTA M KallallUTeTa Ha
paauokanana [71].

I'maBata 3aBBpIIBa C aHATU3 Ha MAaTEMaTHYECKUTE MOJCIH 3a KapTrorpadupaHe MeXIy MOKa3aTeIUTe 32 KaueCTBO Ha
yciyraTa W KadeCTBOTO Ha WIKHUBSIBAHETO. PasrmexnmaT ce W (QYHKIUUTE 3a HEJIWHEHHAa 3aBHCHMOCT, KaTo
JIOTAapUTMHUYHMA 3akoH Ha BebGep-DexHep u excrnoHeHIManHata xumoTe3a [QX, KOWTO cioyXaT 3a OCHOBa Ha
pa3paboTeHHTe B CIIEABALIMTE IJIABH MPOTHOCTHYHU Mojenu. HanpaBenu ca u3Bou 3a HEOOXOAUMOCTTA OT aJallTHBHU
MEXaHU3MHU 33 YIIPaBJICHUE, KOUTO 1a OTYUTAT CICHUPUUHUS NPOQHIT Ha BCSIKA yCiayra B peayHo Bpeme. To3u aHamm3
CJIy’KHU 3a )Ie(bI/IHI/IpaHe Ha BXOJIHUTC NMapaMETPU U LCIIUTE HA ONITUMU3AIUATA, KOUTO CC U3IOJI3BAT IIPU NPOCKTUPAHETO
Ha nntenureHTHaTa O-RAN cpeia v mocnenBamuTe eKCIepUMEHTH 3a MOI00psBaHe Ha Ka4eCTBOTO Ha oOcykBaHe [56].

4. TIlpoexTtupane n ummiaemenTupane Ha SG/LTE tecroBa Mpe:ka 0asupana Ha O-RAN cTtanzapra
Pa3bupaHeTo Ha apXUTEKTYPHHUTE KOHIICTIIINH, TIPUIIOKEHH BB Bo eIy mupokomainaduu SG/LTE TectoBu miardopmu,
IIPeI0oCTaBsl [IeHHa TEOpeTHYHA U TEXHOJIIOTMYHA paMKa 3a IPOSKTHPAHETO Ha COOCTBEHU TECTOBH Mpexu. B uerBbpra
IJlaBa Ha JAWCEPTALMsITa ca aHAJIM3HPAHU J[BE OT HAH-IIMPOKO M3IOJI3BAHUTE TECTOBH IUIAT(GOPMH B CBETOBEH Mamiad:
COLOSSEUM [76] m POWDER [92]. Te ciykaT kKaTo JBa 3a0€Ne)KUTEIIHU IPUMEpa, KOUTO HATJIeTHO TEMOHCTPHpAT
Kak (QyHIaMEHTaIHUTE NPHUHIMIY Ha Xapayepa ¢ obmo npennasnadenne (COTS), copryepusamusira, OTBOPEHHs KO,
BUPTYJIN3alMsATa U KOHTEHHEpH3alUsITa Ca yCIICNIHO UHTETPUPAHH 3a IIOCTUTAaHE Ha peajlMCTUYHH, MamabupyemMu u
HambJIHO mporpamupyemu uscienoBatencku cpean. COLOSSEUM, kaTo Hal-roJeMHsT B CBeTa OE3KHUEH MPEKOB
eMyJiaTop, ACHCTBAI] KaTO BUCOKOTOYEeH AuruTaieH Onm3Hak Ha O-RAN, mpenocTtaBsiiku BB3MOXKHOCT 3a 0€3011acHO
reHepupane Ha JaHHU U oOydeHue Ha AI/ML moxenuw ype3 cloXKHa CHCTEMa 3a KaHallHA eMyJanus ¥ MamabHa
n3unciauTenHa wuHppacTpykrtypa. Ot npyra crpana, mmatdpopmatra POWDER mpencrasmsBa mamabHa '"KuBa
naboparopus" B rpajicka cpezia, KosiTo OalaHCupa MEXIY CYpOB JOCTBII J0 Xapayepa 3a QyHIaMEeHTATH! U3CIIeIBaHUS
1 abcTpakIys 3a I0-BUCOKHTE MPEXKOBH CIIOEBE upe3 Oorara ekocucreMa ot copTyep ¢ OTBOPEH KO/ M I'bBKaBa ONTHYHA
TPaHCIIOPTHA Mpexa. IMEHHO Bb3 OCHOBA Ha TO3M 33/1bJI0O0YEH aHAJIN3 U N3BJICYEHUTE OT HETO Hall-100pH apXUTEKTYypPHU
NIPaKTHKHA € MPOEKTHpaHa, apryMEHTHpaHa W peaju3upaHa coOcTBeHaTa ekcriepuMmeHnTanHa O-RAN TectoBa Mpexa,
KOSITO JIa CITYXH KaTo (pyHJaMEeHT 3a BaJuJalys Ha IPEAJIOKEHUTE B IUCEPTALUATA alITOPUTMH.

[Tpn npoexTrpaHeTo i ca cria3eHd OCHOBHHUTE KOHIEIIMK U apXUTEKTYPHU NPUHIUIIN 32 OTBOPEHOCT M HE3aBUCHMOCT
OT KOHKPETEH NPOM3BOJUTEIN, KaTO MpeKara € W3rpajeHa M3Lsulo ¢ u3noszBaHe Ha codryep ¢ otBopeH kox u COTS
xapayep. Mpexara nojnbpka pabora ¢ BCHYKM CTaHAapTu3upanu dectotn ot Frequency Range 1 (FR1), xato
eKcriepuMeHTuTe ca (oxycupanu ocHoBHO Bbpxy Band 7 (2.6 GHz) 3a LTE u Band n78 (3.5 GHz) 3a 5G NR.
PazpaboTeHara Mperxa Ipe10CTaBs LIMPOK CIIEKTHP OT TEICKOMYHHKAI[HOHHH YCITyTH, IEMOHCTPHPAHKN BH3MO)XKHOCTHTE



Ha xubpunHa 4G/5G cpena. [lombpkaT ce yciayru 3a MOOWIEH HIMPOKOJIEHTOB JOCTHII C MakeTHa KomyTauus U QoS
nmudepeHranys, u3npamiane Ha Kpatku cbobmenus upe3 SGs uaTepdeiic kbM 3G KOMIOHEHTH Ha OMOpHATa MPEXa,
KakTo u Oorat Habop ot IMS-0a3zupanu ycimyru 4pe3 MHTeTpHpaHa open-source miatdopma, BkimountenHo VoLTE u
SMS over SIP. Ilo otHOomenne Ha 5G, Mpexara MoAIbPKa BHCOKOCKOpOCcTeH mocThll (eMBB) kakTo B mpexomHus
HeaBToHOMeH pexkuMm (Non-standalone; NSA), m3nomBam 4G omopHa HHOPACTPYKTYpa, Taka M B ITBIHOLEHEH
aBTOHOMEH pexnM (Standalone; SA) ¢ HezaBucuMa 5G omopHa Mpexa.

a. APpXHUTeKTypa Ha MpeKaTa

du3nyeckaTa apXUTEKTypa Ha TECTOBAaTa MpEXa € M3TPaJeHa OKOJIO CTAHAAPTCH HACTOJICH KOMIIIOTHP, 000pyABaH C
nporiecop Intel Core 19 ot necero nmokonenue, 64 GB onepatuHa mamert, rpadmdeH mnporecop NVIDIA GTX 1650 u
omeparonHa cucrema Ubuntu. To3um BB3en XOCTBa BCHYKM OCHOBHH KOMIIOHEHTH Ha MpEXaTa, BKIIIOYHNTEIHO
eJIeMEHTHTE Ha Mpexara 3a paguonoctsn 3a 5G gNB u LTE eNB, xubpunnara onopaa mpeka u IMS mnardopmara. 3a
peanu3anys Ha HHTEIUTCHTHOTO YIIPABJICHHUE € M3M0I3BaH OTAEIEH ChPBB, Ha KOMTO ca KOH(GUTypHpaHH JBE BUPTYaTHH
MalllMHU 4pe3 xurepsaiizop VMware vSphere. [IppBaTa BUpTyajgHa MallldHa XOCTBa KOMIIOHEHTHTE Ha KOHTpoJepa
paboteny B 6mu3ko mo peanHoro Bpeme (Near-RT RIC), mokaro BTOpara ¢ mpeaHa3HaveHa 3a (yHKIIMOHATHOCTTA 3a
ynpasieHue u opkectpaius Ha yeiayrute (SMO). Panno uaTepdeiichT € peanusupan upes3 I8¢ COPTYSpHO IePUHUPAHU
pamma USRP B210, cBpp3ann kbM xocT cuctemara upe3 USB 3.0 unrepdeiic, xouto ocurypsisar 2x2 MIMO
KOH(UTypauusi U MOJABPXKAT LIMPOK YECTOTEH OO0XBaT. 3a BagugupaHe Ha (DYHKUMOHAJIHOCTTa Ca H3IIOJI3BaHH
pa3Ho00Opa3Hu NOTPEOUTEIICKH YCTpOiicTBa, BKItounTenHO cMapTdoru, LTE USB nonrsmu u criermanusupan 5SG Moy
Quectel RM500Q-GL, nmpemocTaBsi JOCTHII 10 JeTaHIHA TeIEMETPHS.

vBBU (eNB)

RRH (gNB)

RIC+SMO

Hybrid Core (EPC
and NGC)+IMS

RRH (eNB)

Qurypa 4. 1. Ousnuecka apXUTEKTypa Ha TECTOBaTa Mpexa

Jlormueckata apxuWTEKTypa MpencTaBisiBa KOMIUIEKCHa ummieMeHTamus Ha O-RAN, wuHTerpmpama MHOXECTBO
copTyepHH KOMIIOHEHTH B ChOTBETCTBHE Che crieiudukarmute Ha O-RAN Anuanca u 3GPP. Mpexkara 3a paguoaocThbil
noJrbpoka eqHoBpeMenHa paborta Ha LTE u 5G TexHonoruu, karo 6a30BUTe CTaHIMU MOTaT Ja (YHKIMOHHPAT KaKTO B
TPaIUIIMOHCH MOHOJIUTEH PEXUM, Taka U ¢ (yHKIHOHANHO pasfeneHue nmo Ommus 2 (npu rpanunata PDCP/RLC) n
Omnnus 7.2 (pasznensiHe MeXy HUCBK U BUCOK (u3ndecku cioi). RAN Mpesara e peanusupana upe3 1Be aITepHaTUBHU
coryepun matdopmu: srsRAN, kosTo QyHKIMOHMpaA B KOHTeHHepu3upaHa cpena upe3 Docker, n OpenAirlnterface
(OAl), nHCTanupaHa TUPEKTHO BBPXY ONEpaliOHHATa cCUCTeMa Ha XocT MammuHara (bare metal koHpUrypamnus), KoeTo
I03BOJISIBA ONTUMAJIHA TIPOU3BOJUTEIIHOCT U IMPEKTEH JOCTBII A0 XapAyepHuTe pecypcu. OnopHaTa Mpexa e 6a3upana
Ha Open5GS, unterpupama EPC u 5GC ¢ynkumonannocty, u e gonbiHera ¢ Kamailio IMS mnatdgopma 1 Osmocom
KOMIIOHEHTH 3a pealn3upaHe Ha JONBIHUTETHU TEJIEKOM yCIyTH. BCHUKM Te3n KOMIIOHEHTH Ha OMOpHATa MpeXka ca
KoHTelHepu3upanu u obequHeHn B 06ma Docker Compose cpena. UTHTENTUTeHTHOTO yIpaBieHne B OJU3KO0 0 peaTHOTO
Bpeme (Near-RT RIC) e peanmszupano upe3 Tpu anrepraatnBau uMmrieMeHTanun: FlexRAN (B bare metal konduryparms),
FlexRIC (xonteitnepm3upan upe3 Docker) m odummannara pedepertna wnmmuiemenrtamuss OSC Near-RT RIC,
peanm3upaHa KaTo MHUKpOyciayru Bepxy Kubernetes kimberep. LlsmmocTHaTta opkectpanus e ocurypena ot OSC SMO,
KOHTO chINo ¢ 6a3upaH Ha Mukpoyciyra u Kubernetes, uarerpupaiiku Non-RT RIC komnonenTute. BaumoseictBueTo
MEXy BCUUKHU TE3U €JIEMEHTH C€ OCBIIECTBsBA upe3 crannaprusupanure uarepdeiicu E2, X2, S1, N1/N2/N3 u O1.
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Qurypa 4. 2. Jlornyecka apxUTEKTypa Ha TECTOBAaTa Mpexa

b. Ouenka Ha pa6oTOCNIOCOOHOCTTA HA MpeKaTa

[IpencraBeHnTE EKCIEPHMEHTH Ca MTPOBEICHN 0€3 HHTEIPHPaHN KOMIIOHEHTH 32 MHTEJIIUTCHTHO YIpaBlieHHe, KaTo Near-
RT RIC u SMO, nopaau numca Ha peleBaHTHOCT KbM 0a30BUTE TECTOBE. 3a OLCHKAaTa ca M30paHH KIIFOYOBH [TOKA3aTeIIN
3a e()eKTUBHOCT, KOUTO Ca OT ITbPBOCTETICHHA BAXKHOCT 3a MPHJIOKEHHS, KpUTHYHH KbM KauyeCTBOTO Ha yciryrara. Te3u
MOKazaTeJM BKIIIOYBAT BpeMeTo 3a aBynocoyHo npenaBane (Round Trip Time, RTT), usmepeno upe3 nsnpaiiaHeTo Ha
ICMP nakeru 1o CbpBBpP B MHTepHET (OT Kpail 10 Kpail) U B pamkure Ha panuompexara (RAN), npomyckaTtenHara
CIIOCOOHOCT B IIpaBa U 00paTHA II0COKa Ype3 HHCTPYMEHTH 3a TECT Ha CKOPOCTTa, KaKTO U KOoJIe0aHUATA B 3aKbCHEHHETO
Ha naketute (xurep) npu UDP cBbp3aHOCT.

i. Omnenka Ha paGoTocnoco0HocTTa Ha LTE Mpeskara

ExcriepuMeHTHTE 3a ycTaHOBsBaHE Ha 0a30BUTE IIOKa3aTeld 3a MPOM3BOAMTENIHOCT ca mpoBeneHn Bbpxy LTE
KOH(UrypaIrusaTa Ha TECTOBaTa MPEKa, KaTo 3a MOTPEOUTEICKO YCTPOMCTBO ¢ m3moi3BaH cmapThon Samsung Galaxy
Note 9. M3mepBaHusiTa 00XBalaT TpU apXUTEKTYpH Ha 0a30BaTa CTAHIMS: TPAIULMOHHA MOHOJIUTHA eNB apxurtekTypa
6e3 GyHKIHOHATHO pa3esiHe, GyHKIuoHaIHO pasaessiae no Omius 2 (Ha rpanunata PDCP/RLC) u GpyHKIIHOHAIHO
pazzensiHe no Omnnus 7.2 (paszensiHe M1y HUCHK M BUCOK (u3nvecku cioit). [lapamerpure Ha Mpekara BKIIIOYBAT
yectoTHa JieHTa oT 20 MHz, chotBeTcTBania Ha 100 pecypcHu 0s10Ka B pexkuM Ha yecToTHO paszeisHe (FDD). PaGorHure
gecrotu ca 2.67 GHz B mpaBa mocoka ¢ 64QAM moxynamus u 2.56 GHz B obparra mocoka ¢ QPSK monxynanus mpu
€/IMH CBBP3aH NOTpeOnTE.

e Mapamerpn | Crofwocw _______________|
20 MHz (100 pecypctn 6110ka)
2.67 GHz
2.56 GHz
FDD
640AM
Mogynauus B obpaTHa nocoka QPSK
1
1

Tab6muna 4. 1. [Tapamerpu va LTE Mpekara

[Ipu mmocTHaTa OIIEHKA Ha BpeMeTo 3a ABynocouyHo npexasane (RTT) ca mnparenn 1000 ICMP makera 3a m3mepBaHe
Ha JIATEHTHOCTTA OT Kpal mo Kpaid m B pamkure Ha RAN Mpexata. Pesynrature paskpuBar, de TpaaWIHOHHATA
MoHOyMTHa eNB apxXuTekTypa mocie10BaTeHO MOKa3Ba MOBUIICHN HUBA Ha JIATCHTHOCT, HAJIBUIIABAIKH CTOIHOCTHTE
Ha ne3arperupanure Ommwst 2 u Omust 7.2 ¢ 15-20%. [IBete o 3a HyHKIMOHATIHO pa3AeisTHE IEMOHCTPUPAT CXOIHU
6a30BH xapakTepucTuku ¢ pa3nukd B RTT, orpanmuenn mo 1-2 ms. Beopeku ToBa, mpu Ommus 7.2 ce peructpupar
cpoTBeTHO 1.8% 1 5.4% nakern ¢ abnopmanau RTT croiiHocTr npu M3MepBaHusITa OT Kpait 10 kpail u B RAN cermenra.
Ta3u decToTa Ha OTKIOHEHMATA mpaBu Omnuus 2 Mo-NpearnouYuTaHa 3a MPUIIOKEHHUS C TBBPAU U3UCKBAHUS B PEATHO
BpeMe, Thil KaTo NMPeN0CTaBs M0-HaAeXK/IHa IPOU3BOIUTETHOCT B 99-Usl epCeHTHII.
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RAN RTT e2e RTT

RTT in ms.
RTT in ms.

*

Legacy eNB

PDCPIRLC
Type of functional split

High PHY/ Low PHY

‘

Legacy eNB

PDCPIRLC
Type of functional split

High PHY/ Low PHY

Qurypa 4. 3. RTT npu paznuunute Bunose eNB apxutekrypu

Ouenkara Ha Jxutepa, ocbluecTBeHa upe3 60-cekynana UDP Bpb3ka, nmokassa, ue Omnuus 7.2 moctura Hal-HUCKUTE
CTOWHOCTH B TpaBa IOCOKa, nocturaiiku nmox 1| ms. HabmogaBa ce 3aBHCHMOCT, CIIOpen KOSITO HEHTPAIN3UPAHETO Ha
mmoBeYe MpeKoBH (QYHKINH (KakTo € mpu Ommus 7.2) BOAW 10 MO-TECCH AUANa30H Ha BapHALMUTE B JIATCHTHOCTTA U TI0-
cTaOMITHA TIPOU3BOAUTEITHOCT.

DL jitter UL jitter

w
=3
)

jitter in ms
~
s

jitter in ms
E]

w

—

High PHY] Low PHY

PDCPRLC
Time in seconds

Legacy eNB PDCP/RLC

Time in seconds

Legacy eNB High PHY/ Low PHY

®urypa 4. 4. Jitter B npaBa (DL) u o6parna (UL) mocoka npu 60 cekyHaHa Bpb3Ka

3a NOTBBPIKAABAHC Ha Ta3u TCHACHOHA Ca HNPOBCACHHW U ABJITOCPOYHU 60-MI/IHyTHI/I HU3MEpBaHUA. HpI/I TIAX
MIbPBOHAYAIIHOTO TIPEAUMCTBO Ha Ol'[].[I/IS[ 7.2 ce 3ama3Ba JICKO, HO PAa3IMKUTC MCKAY TPHUTEC APXUTCKTYpHU CTaBaT
CTAaTUCTUYCCKHU HEC3HAYNUTCIIHA BbB BPEMCTO. Tosa TIOKa3Ba, Y€ U TPUTEC APXUTCKTYPHH MMOJAXO0JAa OCUTYPABAT IPHUCMIIMBU
CTOMHOCTH Ha JUKUTED 3a MPOABIDKUTEIIHO (1)yHKI_[I/IOHI/IpaHe Ha YYBCTBUTCIHUTEC KbM JIDKUTEP MPUITIOKCHUS.

DL jitter

] \ 1

UL jitter

IS
e

jitter in ms
w
Jitter in ms

"o

T T T
PDCP/RLC High PHY/ Low PHY Legacy eNB

Time in seconds

T
High PHY/ Low PHY PDCP/RLC

Time in seconds

Legacy eNB

@urypa 4. 5. Jitter B mpaBa (DL) u o6parna (UL) nocoka npu 60 MUHyTHa Bpb3Ka

AHanu3bT HA MPOITyCKATEJIHATA CIIOCOOHOCT IEMOHCTPHUPA, Y€ METMaHHUTE CKOPOCTH B mpaBa nmocoka (DL) ca cpaBHrMH
IIpU BCHYKU KOH(UTYpaIyn. 3a pa3siika oT ToBa, B oOpaTHa nocoka (UL) ce HaOnronaBa qpaMaTHYHO MOJOOpPEHUE OT
HaJ 4 TBTU TIpH (PYHKIHMOHAIHUTE pa3felcHUs CIPSIMO TPaJUIMOHHATa MOHOJHWTHA apXUTEKTypa. ToBa Moxe aa ce
00SICHU C ONTUMH3UPAHOTO YIPABICHUE HA PECYPCUTE U MO-e(PEKTHBHOTO IJIaHHPAaHE B HEHTPAIU3UPAHUTE MOJYJIH Ha
critT apxutekrtypure. KomOuHanmsita ot 3HaumrtenHo mnoBuineHa UL CKOpPOCT M MO-HHCKa JIATEHTHOCT IPaBU
Jle3arperupaHuTe PelIeHus HM3KIIOYUTEIHO HOAXOAANIM 32 ChBPEMEHHH CHMETPHYHM YCIYTM Kato XoJjorpadcku
BU/ICOKOH(EPEHIIMN ¥ UHTEPAKTHBHH CUCTEMHU, N3UCKBAIIM ONTUMAJIHA U Ipe/icKa3yeMa KOMYHHUKAIIHSI.
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|  legacyen8 |  ppcP/RLC_ | HighPHY/LowPHY |
Ping Jitter DL uL Ping Jitter DL uL Ping litte DL uL
“ (ms) (ms) (Mbps) (Mbps) (ms) (ms) (Mbps) (Mbps) (ms) r (Mbps) (Mbps)
{ms)
27 3 65.9 4.8 28 18 64.2 19.8 27 2 69.6 18.33
R 20 16.1 402 18 17 66.2 19.1 27 2 66.2 17.9
E 5 63 467 27 3 61.9 18.3 27 9 68.3 18.3
N 19 68.4 4.44 28 1 66.5 18.3 21 9 66.8 18.33
B 10 61.2 435 26 4 66.8 9.87 28 1 68.5 18.2
D o 23 323 423 28 1 67.6 18.3 2 2 16.08  18.3
- 22.83 13.33 5115 4.42 25.83 7.33 65.53 17.28 263 417 5925 1823
3
24.5 14.5 62.1 4.395 275 35 66.35 18.3 27 2 67.55 183

Ta6muua 4. 2. [Iponyckatenna ciocoOHocT Ha Mpexata B LTE pexxum

¢. Ouenka Ha padoTocnocodHocTTa Ha 5SG MpexkaTa B SA peskum

ExcrieppuMeHTHTE ca MPOBEJICHN U C TECTOBaTa Mpeka B KoH(purypanus Ha 5G SA Mpeka, 3a 1a ce OLIEHH BIUSHUETO Ha
Pa3IMYHAUTE apXUTEKTypHH BapHaHTH Ha 06a3zoBata craHuys (gNB) BEpXy KIIFOUOBHTE ITOKA3aTeNH 32 TPOU3BOANTEIHOCT.
W3nomns3Banu ca chiute Tpu apXuTekTypu kato npu LTE TectoBere: TpanuuuonHa MoHoauTHa, Onuud 2 u Onuusa 7.2.
3a 51a ce OCHIypu AMPEKTHA CHIIOCTAaBUMOCT, MPEKOBUTE MApaMETPH ca MICHTUYHH 34 BCHUKH KOH(QHIYpalud U ca
6asupann Ha cnenupukamunte Ha 3GPP. Kondurypamusra sxmousa 40 MHz wectotHa nenra ¢ dectora 3.5 GHz B
peXUM Ha nyriekce ¢ BpemeBo pazzensine (TDD), uznonssaiiku 64QAM monynanus B npasa nocoka 1 QPSK B oOparna
MI0COKA IPH €JIMH CBBbP3aH NOTPEOUTelI.

MapameTpun CTOMHOCTH

YectoTHa NneHTa 40 MHz (106 pecypcHuM 6n0oka 1 30
KHz SCS)

3.5 GHz
3.5GHz

TexHuKa 3a paspenaHe Ha TDD

CnexkTbpa

Mopaynauua B npasa NocoKa 64QAM

Mopaynauma B o6paTHa Nocoka QPSK
1
bpoi cBbp3aHM noTpebutenu 1

Tabmuna 4. 3. [Tapamerpu Ha 5G Mpexara

O1eHKaTa Ha JIATEHTHOCTTA OTHOBO € OCBIIECTBEHA UPe3 U3MEPBaHUs Ha BpeMeTo 3a JBynocouHo npeaasane (RTT) Ha
nBe HUBa: B pamkuTe Ha pamgnompexata (RAN RTT) u ot kpaii mo kpail 10 BBHIIEH mHTepHET chpBEp (e2¢ RTT).
[Tonydenurte pesynraTd NOKa3BaT JIEKO IPEIUMCTBO Ha (DYHKIMOHAIHHUTE pa3JelieHHs CIPSIMO TpaJWIMOHHATa
MoHosiuTHa apxutekTypa. IIpp RAN RTT nBere crimut koH(UTypaunu 1eMOHCTPHUPAT HO-HUCKH CTOMHOCTH, KaTo MpU
Onnus 7.2 HaMansBaHETO JOCTHra J0 MpHOIM3UTENHO 6%, n0KaTo pasnukute Mexxay Onuums 2 n Onmwms 7.2 ocraBar
MOYTH He3HauuTenHu. [Ipu u3mepBaHuATa OT Kpail 10 kpail Onmus 2 nmokassa JIEKO MPeIuMCTBO, fokaro Omnnus 7.2
JIOCTUTA MEIMAaHHU CTOWHOCTH, ONM3KH JI0 TpaIUIIOHHATA apXUTEKTYPa, HO C MAJKO MO-BUCOKH OTKJIOHEHHS B TOPHUSA
nuanas3oH. Te3u Bapuaiy Morar ia ce 00SICHAT ChC CHEM(DUIHUTE MEXaHU3MHU Ha Pa3elICHUETO BB (PU3NIECKUs CIION
WM Ha OTPAHWYEHUS B IIPON3BOAMTEIIHOCTTA HA M3IOI3BAaHUA XapAyep.

—_—
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RAN RTT E2E RTT

o

an @
o
°

RTT in ms

8

RTT in ms
3

15 — -
3 10

o

Legacy gNB PDCRRLC High PHY Low PHY Legacy gNB. PDCP/RLC High PHY/ Low PHY

Qurypa 4. 6. RTT npu paznmuaraute Bunose gNB apxurektypu

W3mMepBaHusaTa Ha JKUTEpa ca MpoBeAeHu upe3 apiarocpounn 60-munyTEr UDP cecnn 3a IBeTe MOCOKHM Ha IIpeJaBaHe.
B mpaBa mocoka (DL) Ommust 7.2 neMOHCTpUpa Haif-HUCKH CTOHHOCTH Ha JDKUTEP, KOUTO B HAKOM CIydad ca 6mm3o 1.5
ITBTH MO-HHUCKH CIPSIMO MOHOJMTHATa apXuTeKTypa. Omius 2 ChII0 OTYNTA YMEPEHO HMOAOOpEHHE, KOETO J0Ka3Ba, e
LEHTPaIN3aIHATa Ha [T0-TOJISIM 00eM (DYHKIIMOHAIHOCTH ¥ IIOCTOSIHHUAT OUTPEHT BBB ()POHTXO0JIA BOST 1O MO-CTa0MIIHA
JIATEHTHOCT B HU3XOJIIa rmocoka. B obparna mocoka (UL) obaue, Onuust 7.2 peructpupa 4yBCTBUTEIIHO MO-BHCOKU
CTOMHOCTH Ha JDKHTEp CIIPSIMO OCTaHAIIUTE apXUTEKTypu. ToBa MOTBBPKAaBa, 4e JUKUTEPBT € OCOOCHO YYBCTBHUTEIICH
KBbM pa3lpeeieHueT0 Ha (DyHKIUUTE Ha (U3MYECKUs CJIOM M ue MO-BHCOKATa CTENEeH Ha LEHTpAJIM3alys H3HCKBA
NpaBWIHO (pyHKIMOHUpaHE 3a MOCTUI'aHE Ha CTAOMIIHOCT.

DL Jitter UL Jitter

25 8 8
]
R 225 o g
20 o 8 20.0 ji
£
175
515 z
£ E 10
i 3
100
05
75
- —_
— 1 BB 8
00 @ 5.0

High PHY/Low PHY PDCP/RLC Legacy eNB High PHY/Low PHY PDCP/RLC Legacy eNB

@urypa 4. 7. CroitHocTH Ha Jitter B ipaBa 1 oOpaTHa nocoka rnpu pazinnuaute gNB apxurektypu

ITo orHOmIeHMe Ha W3MepeHaTa IPOITyCKAaTeNHAa CHOCOOHOCT, PAa3IMKUTE MEXKAYy TPHUTE apXWUTEKTYpH C€ OKa3BaT
HE3HAYMTENIHW, KaTO BCHYKM OCHTYpsBAT CTaOWIHA NPOW3BOJUTEIHOCT, KOSNTO HAITBJIIHO OYAKBAaHO IPEBB3X0XKIA
ckopocrurte, nocturiaty B LTE pexum.

| [ewowe __ roymc  [daeeviewny
_ Ping(ms) DL (Mbps) UL(Mbps)  Ping DL(Mbps)  UL(Mbps)  Ping(ms) DL UL (Mbps)
{ms) (Mbps)

20 81.95 36.65 20 86.05 38.48 24 84.33 37.71
_ 20 77.22 36.59 20 81.13 38.42 22 81.27 37.57
_ 20 85.03 36.53 22 86.73 37.27 21 83 36.52
_ 20 80.34 36.13 20 78.73 36.5 23 77.94 36.87
_ 20 82.01 36.53 24 81.97 37.27 20 82.77 37.64
_ 20 83.61 36.43 20 84.28 37.16 20 81.13 36.79
m 20 81.69333 36.47667 21 83.14833 37.51667 21.66667 81.74 37.18333
m 20 81.98 36.53 20 83.125 37.27 21.5 82.02 37.22
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5. ABTOMATH3HPaHO OTKPHBAaHEe HA AHOMAJIHUH B MOOWJIHMTE MPEKHA

Ilera rmaBa Ha OUCEPTAMOHHMS TPYJ € MOCBETEHA HAa MPOEKTHPAHETO, BHEIPSBAHETO M OLCHKATa HA MHTCIHTCHTHH
CHCTEMH 3a OTKPHBAaHE Ha aHOMAJHMH, KOHUTO Ca KPUTHYHHU 332 OCHUTYPSIBAHETO Ha CHUTYPHOCTTA M HAJEKIHOCTTA Ha
MOOMITHHUTE MpPEXH. TEeOpeTHIHOTO BHBEJCHUE B IIaBaTa 000CHOBaBa HEOOXOAMMOCTTa OT aBTOMATH3HMPAHHU ITOJXOIU
MOpaJy HAPACTBAIIATA CIOKHOCT HA MPEKOBUTE apXUTEKTYPH M HEBB3MOKHOCTTA 32 PbUCH MOHUTOPHHT Ha OTPOMHHUTE
o0eMH OT TeHepHpaHU JaHHHU. PasrienaHa € TaKCOHOMUSTA Ha aHOMAJHMWTE, BKIIOYBAIIA TOYKOBH, KOHTCKCTyalHN U
KOJIEKTUBHU aHOMAJIMHU, KaTO c€ IMOAYepTaBa, Y€ B CHBPEMEHHHUTE TEJICKOMYHMKALIMOHHU CUCTEMHU T€ YecTO ca
WHIIMKATOPH 32 KHOepaTaku, XapIyepHH OTKa3u WM COPTyepHHU rpeiiku. [IpexoabT oT TpaJulMOHHH CTAaTHCTHYECKU
METOIU KbM MOJeNd, 0a3upaHu Ha JIBJIOOKO OOydeHHe, ce JeHHUpA KaTo 3aIbIDKHTEIHO YCJIOBHE 32 €()EeKTHBHO
pa3rno3HaBaHe Ha CI0KHU M HEMO3HATH JI0CeTa MOJIENIM Ha HETHITUYHO TIOBeJIeHHEe B MpexoBus Tpaduk. ['naBaTta chbiio
Taka MpejacTaBs paborara OT TPH HAay4yHH ITyONMKalMM, KOMTO OOXBallaT pa3MYHM acHeKTH Ha mnpoliiema OT
TEOPETHUYHHMS aHAJIN3 ¥ CPAaBHEHUE HA MOJXOH A0 TAXHATA MPAKTUYECKA MMITJIEMEHTAIIHS.

a. PaspalboTBaHe M MMILIEeMEHTALMS HA AJTOPUTMH 32 HABPEMEHHO OTKPHBAaHE HA AHOMAJHM B
MOOMJIHH MPEeKH

[TepBO € mpeacTaBeH ajJropuThM 3a IBJIO0KO 00yUeHHE 3a OTKPHBaHE Ha aHOMaJIMH, KOMTO MOJKe Jja ce U3IBJIHSBA KaTo
rApp npuioxenue BbpxXy komnoHeHTa Non-RT RIC na apxutektypara O-RAN. Msnonssaiiku crnennpuyHuTe 32
MpeKaTa 3a paJIMOA0CTbII KIH0YOBH nokaszarenu 3a eexkruBHoct (KPI), monydenu ot E2 Bp3nute, rApp NpuIOKEHUETO
CJIein ABITOCPOYHNTE TEHICHIMH M MOJEIH II0 OTHOIICHHWE Ha IIPOM3BOAMUTEIHOCTTa M 00ydaBa MOJEN 32 ABJIOOKO
oOy4eHue ¢ HaZpo3 Bb3 OCHOBA HA TsX. [Ipy OTKpHBaHE Ha HEOOWYAHHO IOBEICHHE HAa MpeXarTa WM HEONTHMallHa
MIPOM3BOIUTEIHOCT, IPHIIOKEHHETO MOJKE Ja MPEANIpUeMe KOPUTHUPAINN ACHCTBUS Upe3 U3MpaniaHe Ha HHCTPYKIUH 3a
npekoHpurypupane npe3 Al maTepdeiica mo Near-RT RIC, xoiiTo oT cBos cTpaHa KOHTpoJiHpa 0a3oBara CTaHIWS,
KB/ICTO € Bb3HUKHAJIA AaHOMAJIHATA.

Near-RT RIC Near-RT RIC

Near-RT RIC

KPM xApp

KPM xApp

£2 £2 E2

@urypa 5. 1. Cxema Ha rApp 3a OTKpHUBaHE HA AHOMAJIHH

KPM xApp

Pa3paboTeH e mpoTOTHII Ha IIPEIUIOKEHOTO pelienue, u3noispaiiku JupyerNotebook, Python 3.7.2, Keras u Tensorflow.
OreHKaTa Ha MPON3BOANUTETHOCTTA € POBE/IeHa B TUIIMYCH CLIEHAPHii, BKIFOYBAI MOHUTOPHHT Ha MpekaTa upe3 KPM
xApp, paborenr Bepxy Near-RT RIC. [lannute, n3moi3Bany 3a 00y4eHHETO Ha MOjeia, ca chopanu otT peanna LTE
MpeXa U Ce ChCTOAT OT JBYCEIMHUYHH 3alKCH OT rpymna oT obmo 10 6a30BH CTaHIIMKM ¢ WHTEPBAJ Ha OTYHUTaHE OT 15
MHUHYTHU. BBIIpekn e naHHuTe npousxoxaar or TpaguunonHa LTE apxurexrypa, chlinTe napamMeTpyu MoraT aa Obaar
3alicaHd N0 BpeMe Ha LUKbiIa 32 MOHUTOpHHT B O-RAN wmpexu. Beska mpoba B Habopa OT JaHHH ChIbpiKa
XapaKTEePUCTUKH KaToO BpeMeBa MapKa, yHUKaJICH HCHTH(HUKATOp Ha KJIETKaTa, TPOLIEHTHO M3I0JI3BaHe Ha (PU3MUECKHUTE
pecypcuu 61okose (PRB) B mpaBa 1 06paTHa mocoka, cpeJieH 1 MakCHMaJleH peHeceH Tpauk (B Mbps), KakTo u cpelieH
U MakcuMaJieH Opoll eJHOBPEMEHHO AaKTUBHM IMOTPEOWTENICKH YCTpoiicTBa. 3a LenuTe Ha O0O0Y4YEHHETO C HaJ3op €
BKITIOYCH M €THUKET, IPU KOWTO CTOWHOCT HyJla yKa3Ba HOpMaiHa paboTa, a eIWHHUIA YKa3Ba HEOOMYAHO MOBEIEHHE.
OkoHUaTeNHAaTa apXUTeKTypa Ha HEBpPOHHATa Mpexxka € m30paHa cieJ OCHOBHO ()MHO HACTpoOWBaHE Ha
XHUIepIapaMeTpuTe.

14



Input Hidden Hidden Hidden Output

Layer Layer 1 Layer 2 Layer 3 Layer
10 Relu Relu Relu

Parameters Dropout(0.01) Dropout(0.01) Dropout(0.01)

Sigmoid

| PREUSsag=UL

N7
4\\"// ]
NSO = o7
‘%.WMQI!;‘*.’A
BN =P
G~ N XY
7 vo;(

y

( PREUsageDL

meanThrDL

ZXs

Unusual

X
AN

_ ﬁ" O
( meantheur EAV\
- X &\ '

maxThDL |

meanUEDL

durypa 5. 2. Apxutektypa Ha u30paHaTa HEBpOHHA Mpexa

ApxuTeKkTypara Ha KpalHHS MOJEN Ce ChCTOM OT BXOJAEH CJIOH, KOWTO IpueMa U o0paboTBa CypoBHTE AaHHHU (C
M3KJIIOYEHHE Ha BpeMeBaTa Mapka, HMETO Ha KJeTKaTa M MaKCHMajHusi Opoi aKTHBHHM YCTPOWCTBa OOLIO 3a JBETE
MIOCOKH), TIOCJENIBaH OT TPU CKPUTH cjosd. Te3um cioeBe ChIAbpKAT CHOTBETHO 8, 6 W 4 HEBpOHA, 00OPYJBaHU C
n34YNCIUTeNHO edexTnBHATa aktuBupama (pyHkmus Rectified Linear Unit (ReLU), xosito momara 3a yinaBSHETO Ha
CIIOXKHM MOJENM M CMeK4YaBa mpoOieMa C U34Ye3Ballusl TPajueHT. 3a INPedOoTBpaTsBaHE Ha HPEKOMEPHOTO
npucnocobsBane (overfitting), cie BCEKH CKpUT CIIOH ca go0aBeHH cioeBe 3a ornagane (Dropout), KOUTO POU3BOIHO
JCaKTHBUPAT YacT OT HEBPOHHTE MO BpeMe Ha OOYYCHHETO, MOJA0OpPSBAMKN IeHepaIn3alusaTa Ha Mojena. U3XoaHusT
CJIOH Ce ChbCTOM OT €JMH HEBPOH ChC CUTMOHIHA aKTUBALMOHHA (DYHKLUS, KOATO IPpeoOpa3yBa U3X0/1a BbB BEPOSTHOCTHA
OLICHKA 3a OMHApHA KJIacH(pHKAIMs, TOKa3BalKH BEPOATHOCTTA BXOJHATA MPoOa J1a MPEICTABIABA aHOMAJTHS.

Model Loss

058 4 —— Train
Validation

056 1
054 1

052 Py

Loss
|
L
i
}
‘)

.50 - 4
0.48 | )
0.46 | "

044 1

o 20 40 ED B0 100
Epoch

@urypa 5. 3. 3aryOu Ha MojieNna IpH Ipolieca Ha 00y4YeHUe U BaIuIalus

[Ipenn oO0y4yeHneTo HAOOPHT OT HaHHU ¢ pasneneH Ha 70% 3a oOyuenme, 10% 3a kpbcrocana Banmumanus u 20% 3a
TecTBaHe. MozensT € oO0yuaBaH B nponbbkeHne Ha 100 emoxu ¢ pasMep Ha mapTuaarta oT 32 mpuMmepa M TeMIl Ha
oOyuenue 0.01. AHanu3bT Ha TpaduKara Ha 3aryOuTe IOKa3Ba, ue 3aryouTe oT 00y4eHHeTO HaMalsiBaT C BCSKa €IoXxa,
KOETO MOTBBPXK/IaBa e(peKTUBHOTO ydeHe. 3arybaTa mpH BaIMANPAaHE IHPBOHAYAIHO CJI€/[BA MOJ00HA TEHACHI, KaTo
ce HaOmoJaBaT He3HAYUTEITHH OTKJIOHEHHS OT 0K0JIO 1%, KOWTO HE BIMAAT CHIIECTBEHO HAa MOJENa.
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®wurypa 5. 4. Matpuna Ha rpemkure (Confusion Matrix)

Cnen omeHka Ha e(EKTHBHOCTTA, alTOPUTBMBT IMocTHra oOma TogHocT ot 0.7571, mpemmsHoct ot 54.43%,
gyBcTBUTETHOCT (Recall) ot 0.7563 u F1 pesynrat ot 0.6630. Beupekn de marpuiiata Ha TpEeUIKUTE pa3KpuBa I00pe
OaraHCHPaHO CHOTHOIICHHWE MEXIY (aIIIMBHTE IOJIOKUTEITHH W (AIIMINBUTE OTPULATEIHU PE3YJTATH, MOAETBT CE
OKa3Ba HEe(EKTHUBEH 3a NMPAKTHUCCKM LEJIW HOpaau roseMus Opoil rpemHu kinacudukanuy. Huckara mpennsHoCT
MIOKa3Ba, 4e ToJIsIM 00eM HopMaleH Tpaduk 01 0w kiacupuuupaH KaTo aHOPMaJIeH, KOETO O PETOBAPHIIO MpeXkKaTa ¢
HEHY)KHH CBOOIICHHs 3a peKkoHdurypauusi, Iokato (alIMBO OTPULATEIIHUTE pE3yJITaTH Ouxa JOBEIU JI0
HEIMarHOCTHUINpaHa Jerpajalysa Ha KpUTUYHH YCIIYTH.

Jlpyr CBIIECTBEH HENOCTATBHK Ha MPEIJIOKEHHS IMOIAXOA € HeropaTa 3aBHCHMOCT OT OOy4YeHHE C Han3op. 3a na
(GyHKIHMOHHMpA e(EeKTUBHO, TO3M METOJX HM3HCKBAa NPEOBAPUTEIHO CTHUKETHPAHHM HAO0OpH OT JaHHH, KOHUTO ca
M3KIIIOYUTCIIHO TPYAHU 3a C’L6I/IpaHe B JUHAMWYHU MPEKOBU CPE€AU MOpaad NpUCHUIUA KIaCOB I[I/ICGaJ'IaHC, npu KOUTO
HOPMAJTHUTC OaHHW BUHAru AOMHUHHPAT HaA PCAKHUTC aHOMaJIWU. ToBa OrpaHMYCHUEC Hajlara NMpEMHUHABAHETO KbM
MOJIX0/1, 0a3upaHu Ha 00YYEeHHE ¢ YaCTHUYCH Haa30p min 6e3 Haxzop. Te3u metoau ce o0ydaBaT caMo BbPXY HOPMaJIHU
OIICPATUBHU JTaHHU U Ca CIIOCOOHM Ja OTKpUBAT KAaKTO IMO3HATHU, TaKa U HOBU, HECTUIINYHU aHOMAJINU. CHeI[OBaTeJ'IHO,
ObjeInTe U3cieBanus ca (OKyCUpaHH BPXY pa3paboTKaTa M NPHIaraHeTo Ha aIrOpUTMU 3a o0yueHue 06e3 Haazop,
KOHTO OCUT'YPSIBAT II0-BUCOKA CTEIICH Ha aBTOMATH3aLMs M HAaJIC)KJHOCT IIPHU YIPABICHUETO Ha ChBPEMEHHHUTE MOOWITHH
MPEKH.

b. MopeJ 3a OTKpHUBaHe HA AaHOMAJINH, 6a3UPaH Ha peKoHCTPYKIus upe3 TpanchopmaTop

B®B BTOpaTa 9acT Ha ryaBaTa € MpeJICTaBeH MoJel, 0a3upaH Ha PEKOHCTPYKIUS, KOHTO M3MOI3BA apXUTEKTypara Ha
Tpancpopmarop (Transformer) 3a oTkpuBaHe Ha aHOMAJIMK B OIIEPATUBHUTE TAaHHU Ha MOOMIHA Mpexa. Pa3spaborkaTta
Ha MOj/iella € MOTHBHMpaHa OT J0Ka3aHHs ycnex Ha TpaHchopmaTtopute mpu oTkpuBaHeTo Ha aHomanuu B EKI' manHu
[124], kbreTo TAXHATA CIIOCOOHOCT Jla yJaBsIT HEOOMYAHM MOJIENN KAaKTO Ha JIOKAJIHO, Taka M Ha II00aJHO HUBO, ce
OKa3Ba M3KJIIOYMTETHO e(eKTHBHA. 3a CpaBHEHHE Ha pe3yJiTaTHTe OT TpaHc(opMmaropa € M3IMOJI3BaHA CTaHAApPTHATA
apxurektypa LSTM-Autoencoder, KosTO ciieBa ChIINS HPUHLIUII HA PEKOHCTPYKLMS. APXHUTEKTypaTa c€ ChCTOM OT
eHkonep ¢ n8a LSTM cros, kouTo KOMIIpecHpaT BXOJHHUTE IJAHHU B TACHO YETHPHUMEPHO JATEHTHO MPEACTaBsSHE
(bottleneck). Cnen Bp3cTaHOBsIBaHE Ha pa3MepHocTTa 4ype3 RepeatVector, nekonep ¢ nBa LSTM cios pekoHcTpyHpa
IIBPBOHAYANIHIS CUTHAJN, a W3XOJCH IUITPTHO-CBBP3aH CIOH peanm3upa KpaifHaTa peKOHCTPYKUUSA. MoJenspT mogabpKa
KpaTKOCpPOYHA W IBIATOCPOYHA TaMeT, KOETO I03BOJsIBA E(QEKTHBHO MOJEIHpaHe Ha BPEMEBH 3aBHCHMOCTH.
JlombaHUTENHO ca MPWIOkKEeHH U anropuThbMbT One-Class SVM, KOWTO m3rpaxaa OTAeNsIa XUIePIIIOCKOCT, KAKTO U
craructryeckute metoau IQR u Z-score.

HpI/I TPEHUPAHETO U TECTBAHETO HA MOJICIIUTE € U3IO0JI3BAH TCIICKOMYHUKATUOHHUAT KOMIIOHCHT Ha MaHIaGCH Ha60p oT
JAaHHHM 3a rpajg MuiaHo u npoBuHIUs TpenTrno. 'eorpadckata TepuTOpHS Ha TE3H ABE O0OIACTH € pa3aecHa Ha MPEKH,
CHOTBETCTBAIIHN HA KBAJpaTH ¢ pa3mMepu okoio 235 x 235 metpa, kato Munano ce cbetou oT 1000 kBampara, a TpeHTHHO
ot 6575. “JlabopaTopusTa 3a CeMaHTHMKa M HWHOBanWu B 3HaHWeTOo” Ha Telecom Italia mpemocraBs 3ammcure 3a
noapobHoctute Ha pasroBopute (Call Detail Records; CDR), upe3 kouTo ca u3amepeHu cToiHoCTUTE Ha Tpaduka. Beekun
BT, KOTAaTO NAJCH MOTPEOMTEN B3aMMOJCHCTBAa ¢ Mpekarta, ce ch3gaBa HOB CDR 3ammc, chabpikail BpemMeTo Ha
B3aMMOJICHCTBHETO U 00CITyXBamIara 0a3oBa cTaHus. ['eorpa)ckoTo MECTOIMOJIOKEHHE Ha IOTPEOUTENS Ce OIpeaest
ype3 KapTHTE Ha TIOKPUTHE, KOUTO IIOKa3BaT OOCIy)XBaHATa TEPUTOPUS OT BCsSKa 0a30Ba CTAaHIUS, KaTo
B3aMMOJICHCTBHATA CE arperupat CIopel KBaapara OT MpEXaTa, KbM KOWTO MPUHAIJICKAT. 3alHUCUTE Ca BPEMCHHO
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arperupaHy BbB BPEMEBH MHTEPBAIIM OT AECET MHUHYTH M Ca YMHOXKEHHU 110 KOHCTAHTa, ONIpe/ielieHa OT OIepaTopa, 3a J1a
ce CKpHe WCTHHCKHAT Opod Ha obakmaHwsTa. HabopbT OT maHHM MpemocTaBsi TeopedepeHIMpaHd W3MEpBAaHUSA 3a
neymecedeH nepuon oT 1 HoemBpu 2013 1. mo 1 sHyapm 2014 1. XapaKTepuCTHKUTE BKIIOYBAT WACHTHU(QHKATOP Ha
KBaJpaTa, BpeMEBU HHTEPBAI, KAaKTO M OpOH BXOAAIIH U u3Xoaamu SMS cro0mmenus, TeneoHHN 00aXIaHIsI ¥ HUBO Ha
nHTEepHET Tpaduka. [IppBOHAYAHUTE TaHHH CE CHCTOST OT 62 TeKCTOBH (haiiina, KOUTO ca OOCIMHEHH U arperupaHy TaKa,
e BCsIKa Mpo0Oa /1a MpeAcTaBIsiBa U3MEPBAHE HA BCEKH dac. 32 HaMalsBaHE Ha W3YHMCINTEIHATA CIOXHOCT B PAaHHUTE
eTanu Ha pa3paboTBaHETO, HAOOPHT OT JaHHHU € OrpaHuucH 10 6 oT 10-Te 0a30BU CTAHIUHM C HAW-BUCOKO WHTCPHET
NoTpedsIeHue, KaTo HECHILECTBEHUTE XapaKTePUCTHKH ca peMaxHaTh. [lopaayn HeChbOTBETCTBHS B U3MEPBAHMATA CIIE]
22 nekeMBpH, BEPOSITHO TIOPOJICHHU OT ITPa3HUYHHS CE30H, TE3M aHOPMAIIHH IaHHU ca M3KIIto4eHH. OKOHYATeTHUAT Habop
OT JIJaHHH, CHCTOIM] ce OT 8928 3amuca, ¢ COPTUPAH XPOHOJIOTHMYHO U pa3/elicH: Ha0OPHT 32 00yYCHHE BKIFOYBA JaHHU
1o 11 nexemBpu 2013 r., a TecroBusAT HabOp 00XBallla OCTaHAJIMTE U3MEPBaHUs 10 22 JAEKEMBpH. 3a BKIIOUBaHE Ha
BpeMeBa HH(OpMAaLHs ca N3BICUCHN XapaKTEPUCTUKH KAaTO Jac, EH OT CEIMMIIATa, ICH OT MECElla U MECell, CIeT KOETO
JTAaHHUTE ca CTaHJapTH3UPAHU M HOpMAIH3HPaHU.

| Anomaly type | GridiD_______|Date [ Time | Anomalylabel |
5059 14.12.2013 10am-8pm 1
B Al grids 18.12.2013 10am-8pm 2
All grids 16.12.2013 10am-8pm 3

Tabnuna 5. 1. Onucanue Ha U3KYCTBEHO JOOABCHUTE aHOMAJIHH

Tbi KaTo OPUTrMHAIHUAT HAOOp OT JaHHHM C€ ChCTOM OT HOPMAaJIHHM Mpodmin Ha TpaduKa, TbPBOHAYATHO HA BCHYKH
M3MEPBaHUS € MPHUCBOCH €THKET 3a aHoManus (0. 3a Ja ce TecTBaT MOJCIUTE, B TECTOBUSA HAOOp ca HHKEKTHPAHHU
M3KYCTBCHH aHOMAJIMU, CHMYJIHpAINU PEalHd MpoOieMu B Mpexkara. BbpBeleH € CKOK B HMHTEPHET MOTPEOJICHHETO,
cumyiupan DDoS araka, KakTo W BHE3allHU CIHAJ0BE BBB BXomAmuTe SMS ChOOIICHHUS U W3XOISIIUTE TIaCOBH
00axIaHusi, CAMYJIMpaIy MpexoBa noBpena. Te3u 143 aHomanuu ca CTpATETHUCCKU BhBEICHH 110 BPeMe Ha IMTHKOBUTE
gacose Mexay 10:00 u 20:00 4., koraTo MpeXOBUSAT TpadhUK € Hall-BUCOK.

ApxurtekTypara Ha mpemnoxeHus TpancdopmaTopeH Mozen M3Moi3Ba caMo 0JIOKa HAa €HKOAEpa OT OpUIMHAIHATa
apxurekrypa. OOy4aBaiiku ce €IMHCTBEHO BBPXY HOPMAIHM AAaHHM, MOJAENTHT Hay4daBa TAXHOTO paslpelelieHHe U
BIIOCJICAICTBME OTKPHBA AHOMAIMKM UYpe3 M3YHMCIIBaHE Ha (yHKOmATa Ha 3aryb0a MeXIy pPEKOHCTpYHpaHUTE W
OpUTHHAJIHUTE JaHHU. APXUTEKTypaTa c€ CbCTOU OT EHKOJEP C JIBa CJIOsl, KATO IbPBUAT Ch3/1aBa CKPUTH MIPECTaBSHUS,
KOWTO C€ MOJaBaT KbM BTOPHS CIIOH 3a M3rpa’kAaHe Ha MPEACTaBsSHUS OT MO-BHCOKO HHMBO. Bceku TpanchopmaTopeH
OJI0K BKJIIOYBA MEXaHMW3bM 32 MapajieIHO caMOHaOJIIOAEHNE U MO3UIMOHHO-CBbP3aHa HEBPOHHA MpEXa 3a IpeaBaHe
Harpei, 000py/JBaHHU C OCTaTh4HU BPB3KU U HOpManu3alys Ha ciios. [IpoiechT Ha OTKpHBaHE BKIIIOYBA 00yUSHUE BBPXY
YUCTHU BPEMEBHU PELIOBE, ONIPENEIISIHE Ha IIpar 3a rpelkara IIpy pEKOHCTPYKIUSA U MAapKUPAHE Ha BCSIKO OTKIOHEHUE Haj
TO3HU IIpar KaTo aHOMAaJIUs IIPU TECTBAHE C HOBY JIaHHU.

Architecture Summary

- Input layer: Passes the input data
directly to the transformer encoder (no

Reconstructed Data positional encoding)

=  Transformer Blocks: Process the

T input data through self-attention and

. feed-forward networks to capture

5 patterns and relationships.

g Dense = Dense layers: Transform the encoder

a} representations back to the original
T data space through linear mappings.

Transformer Block
> Add & Norm
Position-Wise Feed
Forward

T Block > Add & Norm

T Multi-Head Attention

Onginal Data

Encoder

Transformer
Dlock

®urypa 5. 5. Apxutekrypa Ha Tpanchopmaropa

17



Ilpn omenkara Ha pesynrature TpaHchopMmMaropbT  AEMOHCTPHpPA  M3KIIOYHTEIHA  PEKOHCTPYKIMOHHA
npousBoxuTenHoCcT. Cien oOydeHHe B MPOABDKEHHE Ha ONTUMAaTHUTE 23 emoxw 3a m30sArBaHe Ha IpPEHAINIACBaHE
(overfitting), MomensT ycnemHo oTkpuBa 138 oT 143-Te MHXEKTHPAaHW aHOMAINH, HOCTHTAWKH TOYHOCT OT 96.5% mpn
BpeMe 3a U3MBIHEHHE OT eaBa 29.45 cexynau. 3a cpaBHeHne, LSTM-Autoencoder oTkpuBa 133 aHomanum, HOCTHTaKH
93.01% TounOCT, HO M3HCKBa 40 emoxu Ha 00y4YeHUE U 3HAUNTENHO nosede Bpeme (77.13 cexyHau) 3a Mpeo1oIsIBaHe Ha
pekoMepHOTO npucnocodsBane. AnropursMbT One-Class SVM ce nmpencrass n3HeHaABamo A00pe, HAeHTHGUITIPANKT
123 anomanuu (86.01% TouHOCT) 6€3 HEOOXOAMMOCT OT CIOXKHO 00yueHHe. OT Apyra cTpaHa, CTATHCTHYECKUTE METOIH
IQR u Z-score ce oka3BaT HabIHO Hee(hEKTUBHU, KaTo OTKpuBaT ensa 10 anomamuu (6.99% TOYHOCT), MPETUMHO B
MHTEPHET TpaduKa Mopaan 3HAYUTETHOTO UM OTKJIOHEHHE OT METUaHHUTE CTOHHOCTH.

m Bpoi1 enoxu Bpoii OTKpUTH | TOYHOCT Bpeme
aHOMaNum U3NbJHEHHE

TpaHchopmartop [Pk 96.50% 29.45s

LSTM- 40 133 93.01% 77.13s
Autoencoder

0C-SVM 123 86.01% 0.2665
10 6.99% 0.215s

10 6.99% 0.111s

Tabmuua 5. 2. O6001meHn pe3yaTaTu

c¢. Mmnuementanus Ha ML-0a3upaH Mojen 3a OTKpUBaHe Ha aHOMAIUHU B TecToBaTa O-RAN
MpexKa

B kpas Ha TiaBata ce pasmiIexaa IpakTHYecKaTa MMIUIEMEHTalMs Ha paspaboreHus TpanchopmaTropeH Moned 3a
JIeTeKIMs Ha aHOMAaJIMH B M3rpajeHara ekcrnepuMenTaaHa O-RAN cpena. AIrOpUTEMBT € HHTETpUpaH KaTo aHAJTUTUYECH
KoMIMOHEeHT B 5G onopHaTa Mpexa upe3 OyHKIusATa 3a aHaiau3 Ha MpexoBu JaHHH (NWDAF), kogTo nipepocTass yciyru
3a ontuMu3alus ceriacHo cnenudukanuure Ha 3GPP (Release 17). M3non3Bana e MUKpOChPBUCHATA MMILIEMEHTALMS
Ha NWDAF ot OpenAirlnterface, kosTo € NIOTHYECKH pa3JieleHa Ha TpH clios: cioi 3a minaraHe (Exposure) 3a
KOMYHHKAIMs ¢ BHHIIHM KIMEHTH W W3BECTSABaHE IPU CHOUTHS, cioii 3a MoHHTOpHHT (Monitoring) 3a chOupane Ha
TeneMeTpusi oT omopHara Mpexka (OpenSGS) u pagmompexata (upe3 xApp u near-RT RIC), m AHanuTudeH cioi
(Analytics), KbIETO KaTO CaMOCTOATEIHA MUKPOYCIIyTa ce M3IbJIHABA TpaHcopMaTOpHUAT MoJiell. PaboTHHAT mporiec
BKJIIOYBa HEIIPEKbCHATO HM3BJIMYAHE HA JAaHHM 3a TpaduKa, KOUTO CE€ aHAIM3MPAT B PEATHO BpeMe. AHOManus ce
perucrpupa, KoraTo U34KcieHaTa Irpelika Ha PeKOHCTPYKIIMS HaAXBbPIIU MIPEABAPUTEIHO JAe(HUHUPAH Ipar, cliell KOeTo
chucTeMaTa aBTOMAaTHYHO TeHEpUpa CTaHJapTH3MpaHa HoTudukanus 3a aOHopMmaiHO mnoBejaeHue. [IpakTHyeckara
BepudHKaus JOKa3Ba BUCOKATA HAJISKIHOCT HA M3rPajieHaTa apXUTEKTypa.

@urypa 5. 6. Buzyanuzaus Ha HopMaieH naTepHeT Tpapuk. NWDAF oTunTa nurca Ha aHOMaInu

IIpu cuenapuii ¢ HopmanieH Tpapuk NWDAF KOpekTHO OTYHMTa JUTCAa Ha OTKJIOHEHHS C MUHUMAaJIHA TpelIka Ha
pexoHCcTpyknws. [Ipu cumyrpaHe Ha HETHITHYHO HATOBapBaHE Upe3 M3KyCTBEHO HHKEKTHPAH Tpa(uK, MOIEIBT pearupa
MHTHOBEHO, KAaTO CTOIHOCTUTE Ha IpeIIKaTa HapacTBaT PA3KO M CaMmo 3a HAKOJKO CEKyHIIU M3YMCIICHATa BEPOSTHOCT 3a
aHoManus noctura 97%. Te3u pe3ynTaTu KaTerOpUYHO MOTBHPIKAABAT CIIOCOOHOCTTA HAa MHTErpupanus ML mozen na
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npociicidaBa AMHAMUKAaTa Ha MpeEKaTa B peajHa 5G cpeda U na KJ'IaCI/I(l)I/IHI/Ipa cCKajlalnysaTa Ha aHOMAaJIMUTE C
W3KJIIOYUTEITHA IPETTU3HOCT.

@urypa 5. 7. Knacudpukanus va tpaduka xkaro anomaneH. NWDAF oranta 97% BeposTHOCT 3a abHOpMaHO
TIOBEACHHE

6. Mopenu 3a oeHKa U Nporuo3upade Ha QoE B HHTepAKTUBHUTE MYJITHMEIUIHH YCIYTH

Ilecra rnaBa OT IUCEpTAllMOHHUS TPYZ pasriiekaa (pyHIaMEeHTaJHaTa HEOOXOAMMOCT OT NPEXOJ OT CTaTUYHa KbM
JIMHAMUYHA Y TIPOTHO3HA OIIEHKA Ha KAa4eCTBOTO Ha MoTpeduTenckoTo uzkubsBane (QoE) B chbBpeMEHHHUTE MOOWIHU
Mpexu. TeopeTHYHOTO BbBeieHHE 000CHOBABA, Y€ C OBP30TO pa3BUTHE HA MHTEPAKTUBHH MYJITUMEIUUHH yCIyTH KaTo
oOnayeH reiiMuHT U BUpTyairHa peadHocT (VR), KOHBEHIIMOHATHUTE PEaKTHBHA MEXaHU3MHU 32 MPEKOBA ONTHMHU3AITHS
Bedye HE ca JOCTAaThYHU. 3a pa3liuKa OT TPAAMIHMOHHOTO BHICO, TE3W YCIYTH Ca M3KIFOYUTEIHO UYBCTBHUTCIHH KBHM
IUHAMPKaTa Ha paJloKaHala M W3UCKBAT KOMOMHALMS OT YITPaHUCKA JIATCHTHOCT, MUHUMAJICH JUKUTEP W JIUICA Ha
3aryba Ha makeTd. Jlopum MWIMCEKyHIHA Aerpajalus MOXe Ja JoBele 1m0 Qu3mdecku auckomdopr mpu VR
moTpeOUTeNNTe WM 3aryda Ha ymnpaBieHue B reiimmura. Ilopamm ToBa ympaBineHmeTo Ha pecypcute B Open RAN
apXUTeKTypaTa TpsAOBa Aa OBbJe NMPOAKTHBHO, KATO MpekaTa HE MPOCTO OTYMTA TEKYIIOTO CHCTOSIHUE, a MPEABIDKIA
OBICHIOTO TIOBEACHHE Ha yCJIyrara Bb3 OCHOBAa Ha MCTOPHYECKH JTaHHM U TEKylla TeleMeTpHs. B To3u KOHTEKCT
ANTOPUTMUTE 32 MAIIMHHO OOy4YeHHE c€ yTBBP)KAABAaT KAaTO €IUHCTBEHHS HAAS)KICH MHCTPYMEHT 3a MOJENUpaHe Ha
CJIO)KHUTE HEJTMHEHHHU U BpeMeBHU 3aBUcUMOCTH Mexay QoS u QoE, npeononsBaliku orpaHHYeHUATa Ha KIACHYECKUTE
AQHAINTHYHU MAaTEeMaTHIECKH MOIECIIH.

3a ocurypsBaHe Ha EMIHMPUYHU JaHHU 3a OOYYEHHETO M BaIMAALMATa Ha MPOTHOCTHYHHUTE MOAenH, BbpXy O-RAN
TecToBaTa Mpeka (ommcaHa B I7maBa 4) e mpoeKkTHpaHa M HHTETPHpaHa CIEIMaIn3hpaHa CHCTEMa 3a HENpeKbCHAT
MonutopuHr. Cucremara e peanusupaHa upe3 codryepHusi crek Prometheus, Telegraf m Grafana u e wu3usuio
OpHEHTHpaHa KbM moTpeburens (user-centric), ThH KaTo M3BIMYA TEIEMETPHUsl IUPEKTHO OT KpalHUTE YCTpPOMHCTBA.
CnOpanu ca aBa MamaOHu Habopa OT IaHHU B peasHa MOOMIIHA Cpe/ia B IPOJBDKCHNE Ha OCEM CEMHUIH, ChIbPKallH
no Hax 80 000 BpemeBu npobu. ITepBusaT Habop obxBamia npenaBaHe Ha 4K UHD VR 360-rpagycoBu Buiea, KaTo
perucTpupa IpoIycKaTeJHa CIHOCOOHOCT, 3aKbCHEHHME M 3aryba Ha mnakeTdH. Bropusat HaOop e QokycupaH BbpPXYy
crpuiiMuHr Ha 2K refimunr Buzgeo ¢ 60 FPS u Bucoka fuHamMuKa Ha CLUEHUTE, KaTO TOIbJIHUTEIIHO 3a[IMCBA U CTOMHOCTUTE
Ha JDKHUTEpA.

Open RAN
+ o B
51
USRP B210 ‘ st
Monitoring Probe | == o PCWC
nitoring ‘ T BB SPGW-C EPC
Sus8
st
— SPGW-U —
QoS Monitoring
Monitoring Data Qok Prediction
=P Deep Learning Model Internet

QuS/QuE Mapping.

Analytics & Data
Visualization

®durypa 6. 1. Cuctema 3a MOTpeOUTEIICKH OpUESHTUPAHO HAOIIOACHUE Ha Ka4ecTBOTO Ha oOciyxBaHeTo (QoS)

a. Mopaen 3a nporrHosupane Ha QoE npu cTpuiiMUHT HA TeiiMUHT BH/1€0
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Enun oT HayuHHTE NPUHOCH B Ta3W IVlaBa € pa3pabOTBaHETO Ha MHOBATHBEH MOEN 3a nporHosupane Ha QoE mpu
CTPUMMHUHI Ha TEHMHHT BHJEO, Oa3upaH Ha apXuTeKkTypa THI KOHBOJIIOIIMOHHA HEBPOHHA MpEXa C MHOXKECTBO T'JIaBH
(Multi-headed CNN). MozgensT € crenuanHo NPOeKTHpaH 3a 00paboTka HAa MHOTOBapHAaHTHH BPEMEBH CEPUH, KaTo
paszenst BXOAHUTE IOCJIEOBATEIHOCTH Ha MapajeiHu nmbruina (rnaBu). Beekn mbpr 0oOpaboTBa enHOMEpHa BpeMeBa
cepust Ha KoHKpeTeH QoS napaMmeTsp (3aKbCHEHHUE, JDKUTED, 3ary0a Ha MakeTH WK NpoITycKaTeaHa criocoonoct). To3n
MOAXOJI HO3BOJISIBA HA MOJIENIa 1A YJIaBs CIIeHM(UYHH JIOKAITHH aHOMAJINH, KaTO BHE3aITHH TUKOBE B 3aKbCHEHUETO, KOUTO
Ouxa ce ClleNy W M3TyOWIH TpH u3moi3BaHeTo Ha ctaHnaptHa CNN ¢ o6m Bxon. Cien GpuiTpupaHeTo B mMapajeHuTe
IIBTHINA, U3BJICUCHUTE XaPaKTEPUCTHKK ce OOCOHUHIBAT B OOII BEKTOp M CE MOJABAT KbM HAIIBJIIHO CBBP3aHU CIOCBE
(dense layers), xouTo Mozmenupar TIOOATHHATE 3aBUCHMOCTH W TeHepupar KpaitHaTa mporHozHa MOS (Mean Opinion
Score) oneHka 3a BE3IMPUEMAaHOTO Ka4€CTBO.
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®urypa 6. 2. Apxurekrypa Ha Multi-headed CNN

Kpurnuen eram mpeay mojaBaHeTO Ha JIaHHUTE KbM HEBPOHHATa MpeXa € IPEeJBApUTEIHOTO TpaHC(HOpPMHUpPAHE Ha
cypoBute QoS merpuku B cbiioctaBuMu QOE cToliHocTH. T'hil KaTO BH3NPHUEMAHOTO KaYECTBO HE CE MIPOMEHS JIMHEHHO
CHPSIMO MPEXOBHTE NTapaMeTpH, a IEMOHCTPHpA SICHO N3Pa3eHH paroBy eheKTH, B MOJieJIa ca HHTETPUPAHH HEJTMHEHHN
chrocTaBanM QyHKIHUU. M3M0n3BaHeTo Ha JIOTHCTUYHM KPHUBU M €KCHOHEHIManHaTa xunoreza 1QX (B koMOMHanus ¢
ncuxopm3nyHnTe 3akoHW Ha DexHep M CTHUBBHC) OCHUTypsiBa IIPEIM3HO MaTeMaTHYecKo KaprorpadupaHe, KOETO
yJIECHSIBA TIpolieca Ha oOydeHHe Ha HEBPOHHATa Mpeka. MOoJenbT M3I0JI3Ba HCTOPHUYECKH Mpo3open oT 48 BpeMeBH
CTBIKH (/1B JTHH), 32 /1a IPOTHO3HPA CPETHOTO MHEHHE 338 Ka4E€CTBOTO IIpe3 ClieIBAIUTE 24 BPEMEBH CTHIIKH.
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®durypa 6. 3. [Ipeodpazysane Ha QoS kpM QoE (MOS)

3a oneHka Ha eEeKTUBHOCTTA Ha pa3paboOTEeHHs MOJIEN € NMPOBEJCH 3aJbJI00YEH CPaBHUTENEH aHAIM3 CPEUly IpYTrH
YTBBPACHU apXHUTEKTYpPH 3a IBI00KO oOydeHme, BiimouynTenHo craHaaptHu CNN, LSTM, asymocounu LSTM
(Bidirectional-LSTM) u xubpugaun ResCNN-LSTM wmpexu. EMnupuynuTe pe3yiraTH KaTETOPHYHO [OKa3BaT
NPEBB3X0/ICTBOTO Ha npeanoxeHara Multi-headed CNN apxurextypa. MozensbT noctira Hali-HUCKY HUBA Ha IpelIKa 110
BCUYKH KJIIOYOBH CTATUCTUUECKH METPHKH, Kato perucrpupa Cpeana adconmorha rpenika (MAE) or 0.09786 u Cpenna
abcomrotHa npoueHTHa rpemka (MAPE) or ensa 2.52%, nokaro konkypeHtaure LSTM u cranpaptan CNN monenu
MoKa3BaT rpemku B nopsaabka Ha 3.8% - 4.0%. Te3u pesynratu moTBbpXKAaBaT, 4e MapanelHaTa KOHBOJIIOLMOHHA
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CTPYKTYypa € M3KIIOYUTEIHO HaJeXJeH MHCTPYMEHT 3a mporrosupaHe Ha QoE B peamnn O-RAN mpexu, T kaTo
YCIIEIIHO ChYETaBa JIOKAJHA YyBCTBUTEIHOCT KbM KPAaTKOBPEMEHHH MPEXOBH (UIyKTyanuu ¢ riodanHa obobnaBamia
CIOCOOHOCT, NpaBeKM MoJena WAeaeH 3a HWHTErpalysi B WHTEJIMICHTHUTE KOHTPOJIEpU 3a YIpaBleHHUE Ha
panuopecypcuTe B pealHo BpeME.

| |[mMSE | RMSE MAPE (% MedAE
0.03241 0.18005 0.14492 3.92163 0.13820

Multi-channel IKIRZEYA 0.18527 0.14835 4.03715 0.13218
CNN
Multi-headed 0.01342 0.11588 0.09786 2.52839 0.09664
CNN

0.03581 0.18924 0.15303 4.14064 0.13052

LSTM 0.03250 0.18029 0.14196 3.85048 0.13774
0.03245 0.18016 0.14317 3.87785 0.13492
LSTM

0.03450 0.18576 0.14212 3.88562 0.11938
0.03232 0.17978 0.14060 3.82902 0.12912

Tabnuma 6. 1. OueHka Ha MoJena 3a MPOTHO3UPAaHEe Ha Ka4ecTBOTO Ha IpeknBiaBaHeTo (QoE)

b. Moaena 3a nporno3upane Ha QoE npu VR 360-rpanycoBo Bujieo

[Iporao3upaHeTo Ha Ka4eCTBOTO Ha MOTpeduTenckoro m3kussaBane (QoE) mpu VR 360-rpamgycoBo BHIEO mpencTaBisiBa
3HAQUUTEIHO TO-CJIO0XKHO TNPEIM3BUKATEICTBO B CPaBHEHHWE C TCHMHUHI BHAEO CTPUHMMHIA, TbH KaTO BHPTyajHATa
PEaTHOCT Hajara olle IIo-eKCTPEeMHH H3UCKBaHHS KbM MpeXara. 3a Jla ce rapaHTHpa yCTOWINBO HMEPCUBHO N3KHUBSBAHE,
MIPWIOKEHNATA U3UCKBAT CTA0MIHA M BHCOKA MPOITyCKaTeIHa CIOCOOHOCT, MUHUMAITHA JIATEHTHOCT OT Kpal 10 Kpai,
HHUCBHK JDKUTEP W MOYTH HyJlieBa 3ary0a Ha nakeTd. BupTyanHara peajHOCT € CHJIHO YyBCTBUTEJIHa KbM MOMEHTHH
aHOMAJIMH, KOUTO MOTAT Jia MPeIn3BUKAT AETPajallis Ha BU3YaIHOTO KauecTBO, 3a0aBsHE B peaKkI[MUTe, HaMaIsIBaHEe Ha
pesomonusita  wid  pusndecku auckomdopt (cybersickness), koeto s MO3UIMOHHMPA CpEJ HAH-KPUTHYHUTE
MyJITUMEIUHHN yciuyrd. [lopasn Ta3u KOMIUIEKCHOCT, KiacuyeckuTe Metoau 3a cratndHo QoS/QoE cwrocrassine ce
OKa3BaT HAIIbJIHO HENOCTaThUHM, ThH KaTO HE MOraT Ja OIUIIAT HATPYNBALIUTE CE C BPEMETO e(peKTH BBbpPXY
BB3MPHUITUETO. 32 PELU3HO IPOTHO3UPAHE B TO3U KOHTEKCT € pa3paboTeH HHOBATUBEH MO/, 0a3upaH Ha apXUTEKTypa
tun LSTM encoder—decoder, koiiTo € crmenuanu3upaH B 00paboTkaTa Ha ABJITH BPEMEBH IIOCIEIOBATEIHOCTH M
YJIaBSIHETO Ha KOHTEKCTYAJIHUTE 3aBUCUMOCTH B CTPYKTypaTa Ha MpeXoBaTa Jerpajaliys.

Input Layer LSTM Layer Output Layer
| e e |
| I
0 | 01 0z On |
£ "y - t t o
= S | |
,‘3 — Bandwidth —» o | Si R oisy |
= 'E_ | - - |
= o _’: LSTM Decoder J ]
v s 1 1
§ — ey —> & i ¢ :_’ G:::l
o
‘% g —>  SPL —>: T |
] ) I @ | !
Q Packet o | !
5 ¥ loss 1 i i t |
3 —— Logistic —»: @ e R }
| |

@urypa 6. 4. ApxuTekTypa Ha MOJIEJ 3a IIPOrHO3MPaHe Ha Ka4ECTBOTO Ha MPEKUBSIBAHETO Ype3 IbI00K0 00ydueHune

[MpennoxeHuar Moen GyHKIMOHUPA YpE3 1Ba B3aMMOCBBP3aHN KOMITIOHEHTa — eHKozep (encoder) u nexkoxep (decoder).
EnkozepbT npuema kato BXoJ1 mocieoBaTeHocT ot QoS napameTpu, U3MEpEeHH Ipe3 MpeaxoJHuTe 48 BpeMeBH CTHIIKH,
U T¥ 00paboTBa Ype3 cI0eBe OT KIETKH ¢ Abira u kparkocpouna namer (LSTM). OcHoBHara 11e1 Ha TO3M KOMITOHEHT €
Jla KOMIIpecHpa HCTOpuYecKara HHQOpManus B KOMIIAKTHO W OOraTo JIATEHTHO IPOCTPAHCTBO, KOETO OTpPa3siBa
JUHAMUYHATa CTPYKTYpa Ha BPEMEBHTE 3aBUCHMOCTH, BKJIIOYHUTEIHO IMPEIXOJHM TEHAEHIWH, IUIABHU NPEXOIU U
NpU3HALM 3a TOTEHLMAHO IIPpeTOBapBaHe Ha Mpexara. JleKojepbT OT CBOS CTpaHa H3MOJI3Ba TOBA JIATEHTHO
Npe/ICTaBsHe, 3a Jla eKCTPAIoIrpa 3aBUCUMOCTHUTE U Jia TeHepupa nporHosa 3a obpaemunte QoE cToiiHOCTH ¢ XOPH30HT
o 24 creiku Hamnpen (emHO NeHoHomue). ToBa MO3BONSIBA HA MHTEIUTEHTHUTE MPEKOBH KOHTPOJIEpH Jla pearupar
MPOAKTUBHO TIPEId PEATHOTO BIIOLIABAHE HA Ka4yeCTBOTO. BXOMHHTE MaHHM KbM MOJENa CE TeHEpUpaT upes3
MIpeaBapuUTEeTHO HENMWHEIHO mpeoOpasyBaHe Ha QoS mapamerpute B choTBeTHH QOE exBHMBajeHTH, KaTo JIATEHTHOTO

NpeACTaBAHC CIIYKU KaTO CBO€O6pa3Ha ,,HaMeT“ 3a MPOCIICAsIBAHC HaA LUAJIOCTHATA BpEMEBA CTPYKTYpa Ha Tpa(bmca.
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3a paznmuka ot Multi-headed CNN apxuTekrypara, IpHiIokKeHa YCIeNHo npyu reliMuHr cueHapunte, LSTM mozpensT e
(oKycupaH BbpXY JBITOCPOYHHUTE 3aBUCUMOCTH. JI0KaTO KOHBOJIIOIMOHHUTE MPEKH Ca U3KITIOYUTEIIHO €(hEeKTHBHU ITPH
M30JIMpaHe Ha JIOKAIHM BapHalyuM, VR chabpKaHWETO HM3MCKBa pasllo3HaBaHEe Ha (MHU BPEMEBU CTPYKTYDH,
MIPOCTHPAIIH CE TIpe3 MHOXKECTBO MpoOu. Harprumep nocTeneHHo yBenyuasall ce JpKUTEp HIIH JIEKO 3aBHIICHA 3ary0a Ha
MakeTH, KOUTO TpEABELIaBaT CEPUO3CH CPHUB. APXUTEKTypaTa IIOCTUra TOBa Upe3 MEXaHHW3MUTE 3a ,,3allOMHSHE U
,,3a0paBsHe Ha mH(OpMAaIs, BrpagcHu BBB BpaTute (gates) Ha LSTM xireTkuTe, KOETO IO3BOJIIBAa HAa HEBpOHHATA
Mpexa IMHaMHUYHO J1a OTIPEENs TEKECTTa Ha Pa3INIHUTE HCTOPUIECKH MOMEHTH.

_ 0.29636 0.54439 0.49610 152277 0.46343
Simple RNN 0.04126 0.20312 0.17529 4.68265 0.17242
LSTM 0.03383 0.18395 0.15186 4.08651 0.13727

Autoencoder 0.03134 0.17704 0.14987 4.05443 0.14518
LSTM

Bidirectional 0.029015 0.17033 0.13958 3.81615 0.12350
LSTM

Encoder-Decoder 0.02541 0.15943 0.12491 3.42698 0.09981
LSTM

0.02767 0.16361 0.13198 3.63324 0.10320

Tabmnuna 6. 2. OreHka Ha MoJiella 3a NPOTHO3MpaHe Ha KauecTBOTO Ha npexuBsiBaneTo (QoE)

[TpouechT Ha 00y4eHHE € pea3upaH Ype3 ONTUMH3NpPaHe Ha cpeHOKBaapaTuuHara rpemka (MSE) Bbpxy MaiaOHus
Habop OT peanHu JaHHH, cbOpaHu oT VR TectoBete B O-RAN cpenara. EMnupuyHuTe €KCIIEPUMEHTH JIOKa3BaT, ue
ONTUMAJTHUAT OaJTaHC MEXy IPEIU3HOCT ¥ TeHepaIn3anus ce IOCTHra MPU U3M0JI3BaHeTo Ha TouHo aBa LSTM cros,
KaTo 3a MpeJoTBpaTsBaHe Ha cBpbxHamacBaneTo (overfitting) ca nHTerpupanu dropout cjoeBe U MEXaHH3MHU 33 PAHHO
npeKpaTsiBaHe Ha oOy4deHHeTo. Pesynrature OT CpaBHHTENHMS aHAJIN3 KaTErOPHMYHO IOJYEpTaBaT NMPEAMMCTBATa Ha
paspaborenara apxurekrypa. LSTM encoder-decoder MoensT He camo ycnenHo ciezpa obmara auHaMuka Ha QoE 3a
24 CTHIKM Hampen, HO M JAEMOHCTPHPA Hai-BUCOKA TOYHOCT CPeJl BCHUKM TECTBAHMW CHBPEMEHHM MeToqu. MoaenbT
moctura CpennokBanparudna rpemka (MSE) ot 0.02541, Cpenna abcomotna rpemka (MAE) ot 0.12491 u Cpenna
abcomotHa nporieHTHa rpemka (MAPE) ot ensa 3.42%. Te3u cToifHOCTH NPEBB3X0XKIAT 3HAYUTEIHO KOHKYPEHTHH
apxutektypu kato Simple RNN, cranmaprau emnocnoiinn LSTM mpexu (MAPE 4.08%), Autoencoder LSTM u
nBynoco4nu (Bidirectional) LSTM moaenu. Pesynrarture nokassar, ye npempioxenust LSTM encoder-decoder monen e
BUCOKOS(DEKTHBEH M HAJIEKCH MHCTPYMEHT 3a MPOAKTHBHO YIpaBJICHUE HA PeCypcuTe Npu KpUTHYHH VR ycinyru B
OBb/ICIINTE UHTETUTEHTHH MOOMIHU MPEXH.

7. TIporHo3upane Ha QoS B C-V2X cueHapuu ype3 MAIIUHHO 00y4eHHe

Cenmara T71aBa OT AUCEPTAlMOHHUS TPYA pasriekaa mpobieMaTnkaTa Ha MPOTHO3UPAHETO Ha KaYeCTBOTO Ha yciryraTa
(QoS) B crieHapuu 3a KOMYHHKAIWsI OT THMa ,,[IpeBo3HO cpenctBo kbM BcHUKO™ (C-V2X). TeopeTHIHOTO BHBEACHHE
obocHOBaBa kpuTHuHaTta poiii Ha C-V2X TexHOJOTMHTE 3a aBTOHOMHOTO IOQHpaHe, KbIACTO YITpaHAAS)KIHATA
KoMmyHuKaiws ¢ Hucko 3akbcHeHne (URLLC) e Bpnpoc Ha (pyHKIMOHATHA 6€30IaCHOCT, a He IPOCTO Ha MOTPEONTEICKU
KoM$popT. B To3m KOHTEKCT, CTIOCOOHOCTTa HAa MpeXxara Ja MPeJoCTaBsl MPOTHO3HU HHWBA Ha KauyeCTBOTO Ha BpPB3KaTa
(Predictive QoS) e oT KiII0OYOBO 3HAUY€HHE, MMO3BOJISIBAHKM Ha ABTOHOMHHTE CHUCTEMH IIPOAKTHBHO Ja aJanTHpar
CTpaTEeruuTe CH Ha YIPABICHUE MPEIH PEATHOTO BIOIIABAHE HA KOMyHHUKAalUATa. BbIpeku moTeHIana Ha MallliHHOTO
oOydeHue, CHLIECTBYBAIIUTE H3CIIEABAHMA YECTO CTPAAaT OT JIMICA Ha PEaM3bM, pazyurar npekomepHo Ha GPS
KOOpJMHATH (KOETO BOJM [0 3allOMHSIHE Ha JIOKAJHATa TOIOJIOTHS Ha MpeXara) W He JeMOHCTpHpaT CHOCOOHOCT 3a
reHepaliu3anys Mex/1y pa3InuHi MOOWIIHY OTIepaTopH. 3a Jia IPeoJ0JIee Te3U OTpaHryYeHNs, TiaBaTa ce (POKycHpa BbpXY
pa3paboTBaHETO W EKCHEpMMEHTANHATa BaJHMIAIlMs HA YHHUBEPCAIHH, OIEPATOPHO-HE3aBHCHMH MOJENH, KOWTO
MIPOTHO3MpAT MPOITyCKaTeIHaTa CIIOCOOHOCT B MpaBa M O0paTHA IOCOKA, pa3yMTaiiKi €IWHCTBEHO Ha MapaMeTph OT
MOOMITHaTa MpeXa, HATMIHN Ha HUBO TOTPEOHUTEIICKO YCTPOICTBO.
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3a 00y4eHHEeTO M BaMJalMATa Ha MPEUIOKEHUTE alll'OPUTMH € HM3IOJI3BaH MallaOHUAT MacuB ¢ JaHHH ,,Berlin V2X
Dataset”, cpOpaH B peaiHa eKCIUIOATallMOHHA Tpaicka cpena. M3mepBaHusaTa 00XBamiaT pa3sHOOOpPA3HU CIECHAPUHI
(KHJTMIITHN 30HH, MapKOBE, MAaruCTPAIN M TYyHENIN) U JIBE OTACIHH MPEXU Ha MOOWIIHH ONEPATOPH, KOETO IT03BOJIABA
YJIaBSIHETO Ha IIBJIHATA CIOXKHOCT Ha HHTepdepeHnusATa, (GaguHra ¥ AWHAMUYHOTO HATOBAapBaHE Ha KIETKHUTE.
KopenannoHHUAT aHamu3 Ha JaHHUTE pa3KpuBa (yHIAMEHTAIHH DA3IWdHs B CTPAaTETMHUTE Ha ONEPaTOpPHTE 3a
YIOpaBJIeHUE Ha paguopecypcure. EIWHMAT omepaTop IE€MOHCTPUpA arpeCHBHO HM3ION3BAaHE Ha CHEKTbpPa C BUCOKA
BapUaTUBHOCT, 0KaTO BTOPHT MpHJIara no-KOHCepBaTHBHA MOJUTHKA. AHAIU3BT U30JIUPA KIIFOYOBUTE MPOTHOCTHYHHI
NPU3HALM, YCTaHOBSABAMKH, Y€ CKOpPOCTTa B mpasa nocoka (Downlink) kopenupa cuiHo ¢ Qu3udyeckuTe nmapameTpu Ha
CUrHaja, Haii-Bedye cbC ChOTHOIIeHHeTo curHain-imyM (SNR), nmokato 3a Bpb3kara B oOpatHa mocoka (Uplink)
OTpeNeNIAIIH ca HHANKaTopuTe 3a cuia Ha curHana (RSRP, RSSI). ChiieBpeMeHHO ce 10Ka3Ba, ue 3aKbCHCHUETO ITOYTH
HE KOpejHpa ¢ paauolnapaMeTpure, KOeTo MOTBBPKAaBa, ue JATEHTHOCTTA 3aBHCHU NPEAMMHO OT HATOBAPBAaHETO Ha

W3IONI3BaHaTa HHPPACTPYKTYpA.
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Qurypa 7. 1. Kopenanuonna Matpuiia

KpuUTHYHO apXUTEKTypHO pEIIeHHE B METOMOJIOTHSATa Ha NPEANOKEHUTE MOJENH € IBIHOTO M3KIIOYBAaHE Ha
reorpa)CKUTE KOOPIMHATH OT BXOJHHUs 00yuuteneH Bektop. Koncrpyupanero Ha npusHanure (Feature Engineering) ce
ba3upa M3IsUI0 HAa KOMOUHUpaHe Ha nHpopMmalms ot ¢pusndeckoTo HEUBO (RSRP, RSRQ, SNR) u HHBOTO 3a ynpasieHue
Ha JIOCTBIIA A0 MeIusATa (pa3Mep Ha TPAHCHOPTHHUSA OJIOK U cXeMa Ha MOAYNAaIs U Koaupane). To3n moaxo rapanTupa,
Ye aJrOpUTMHTE YCBOSBAT pEHUTE (U3MUECKH 3aBHCHUMOCTH Ha PaZMOpa3NpOCTPAHEHHWETO W IOBEICHHETO Ha
MPEXOBHS IUIAHUPOBUYHMK, KOETO UM MO3BOJISIBA Na (DYHKIIMOHMPAT HE3aBHCHUMO OT JIOKAIMATA U Jla Ce TeHepaIn3upaT
YCIIEIIHO KbM HOBU MPEXOBH HH(PPACTPYKTYPH. AHAIM3BT HA BAXKHOCTTA HA MPU3HAIMTE IOTBBPXK/IaBa, 4e pa3MepbT Ha
TPaHCTIOPTHUS OJIOK, MPEKOBOTO 3aKbCHEHHE U JUKUTEPHT UIPasT Hal-ChIIECTBEHA POJIS 32 TOYHOCTTA Ha IIPOTHO3UTE,
MIOKa3BalKH, 4 JIOTHIECKOTO HATOBAPBAHE Ha KJIETKATa € MO-KPUTUYHO OT YHCTUTE (PU3NIECKH ITapaMeTpH.

pCell_Downlink_TB_Size
scell_Downlink_TB_Size
ping_ms

jitter

SCell_Downlink_Num_RBs

Feature

PCell_Downlink_Num_RBs
PCell_Downlink_RBs_MCS_1
speed_kmh
PCell_RSRQ_max

PCell_SNR_2

0 50 100 150 200 250 300
Feature Importance

®urypa 7. 2. Ton 10 Hall-BaXkHU apaMeTpu

Excnepumenrannata (asza cpaBHsABa YCTHpPU pa3inuyHu Kkiaca anroputmu (JluneiiHa perpecusi, Random Forest,
LightGBM u XGBoost), kato Monenute ca 00y4eHH BbpXY JaHHUTE OT €AWHUS OTEPaTOp W Ca BaTHAUPAHH AUPEKTHO
BBPXY AAaHHUTE Ha BTOpHs. Pe3yiraTurte HpH MPOrHO3MPAHETO HA MPOITyCKAaTEeJHATa CIIOCOOHOCT B MpaBa MOCOKA
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(Downlink) kaTteropu4Ho n0Ka3BaT NPEBH3XOACTBOTO HA ABPBOBHIHUTE aHCAMOJIOBH METOI HaJl JINHEHHHUTE ITOIXO/IH.
AnroputeMbT LightGBM meMoncTpupa Haii-BHCOKa 0O0INa IPOW3BOAWTEIHOCT CHC CTOWHOCT Ha Koe(HWIMEeHTa Ha
nerepmuHAIu (R?) ot 0.935 u cpenna abcomotHa rpemka (MAE) ot 3.11 Mbps BbpXy TECTOBUTE JaHHU, peIIaraiku
ONTHMAJIeH OaJaHC MEXIy TOYHOCT M M3uucnuTenHa edekruBHocT. MoxensT Random Forest ce mpencraBs moutu
uneatudHo (R? ot 0.934 u MAE 2.98 Mbps), mokaTo THHEHHATa perpecus IpeThpIisiBa IBJICH IPOBAJI C OTpHIaTeNieH R?
1 OrpoMHa Tpemika oT 22.4 Mbps, KoeTo JoKa3Ba CHIIHO HETMHEHHMS XapakTep Ha mporecute B Downlink xanama.

R*(Train) R*(Test) MAE (Train) | MAE (Test)

[Mbps] [Mbps]

0.935 4.29 3.11

0.934 1.70 2.98

0.924 3.52 3.31
Linear . -773.38 12.70 22.40

Regression

Tabmuma 7. 1. Pesynraté oT mporHo3upaHe Ha MPOIyCKaTeIHATa CIIOCOOHOCT B TIpaBa IOCOKa

[Ipu mporHO3WpaHETO HA MpoITycKaTedHara crmocoOHocT B oOparHa mocoka (Uplink) nuHammkara Ha Mpekata ce
MIPOMEHsI, KaTo BOJCHIM (AaKTOPH CTaBaT 3aKbCHEHHETO M JDKUTEPHT NOpaadl OTPAaHWUYCHHUS CHEPrHeH OIOKET Ha
MOTPEOUTEIICKOTO YCTPOHCTBO. B To3m crieHapuit Random Forest ce ouepTaBa kaTo Hail-Ipenn3HUS MO, TOCTUTAHKH
Haii-HHCKa rpemmka oT 1.59 Mbps ipu R? o1 0.919, Thit KaTO HETOBHAT MOIXO CE CIPABS ITO-YCIEITHO ChC CICTHDUIHUS
mrym B Uplink nanaute. LightGBM nocrtura naentndes R?, Ho ¢ jieko 1o-BUCOKa IpElIKa, a IMHEHHATa perpecks OTHOBO
ce OKa3Ba HaIbJIHO HempuioxuMma. IIpoBeeHUTE eKCIIEPUMEHTH KaTerOpUYHO J0Ka3BaT, de enuMuHHpaHeTo Ha GPS
KOOpJMHATHUTE U pa3zunTanero eauHcTBeHO Ha PHY/MAC paauonapamerpu 103BOJIsIBa Ha aHCAMOJIOBUTE HEJNMHEHHH
MoJienu Ja nocTuraat Hajx 90% TOYHOCT TOpH IpH TeCTBaHE B MpeXa Ha HAIBIHO pa3iiMueH omnepatop. ToBa ycHenHo
U3IBJIHABA [VIaBHATA €] HA M3CIIEABAHETO — Ch3/1aBaHETO HA HAJEXKICH, ONEPaTOPHO-HE3aBUCHM IporHoctuueH QoS
MOJIe], KOWTO € KPUTHYHO HEoOXOoAWM 3a 0e30MacHOTO pas3rpbllaHe Ha aBTOHOMHATa MOOWIHOCT B Obaemure
KOMYHHKAIIHOHHU MPEXH.

_
0.998 0.919 0.878

0.998 0.919 0.33 1.59

0.99 0.88 0.77 249

0.38 -1.73 9.64 14.53

Tabmuma 7. 2. Pe3ynraTu OT MpOTHO3MPaHE Ha MPOIycKaTeIHaTa ClIoCOOHOCT B 0OpaTHA MOCOKa

8. OnTuMH3anusi Ha MpPeKOBHUTE PECYPCH M yIPaBJieHHe HA Ka4YeCTBOTO Ype3 MPEe:KOBO Hapsi3BaHe
OcwMma riaBa OT IUCEPTALMOHHUS TPY/] PA3IIICKa IPAKTUIECKOTO 3aTBapsHE Ha [IUKbJIA 32 HHTEJIMTEHTHO YIIPaBJICHHE B
MOOMIIHUTE MPEXH, IPeMUHAaBaKH OT (Gasute Ha MoHUTOpHHT (I'1aBa 5) u nmporHosupane (I'maBu 6 u 7) KbM eTana Ha
peayHa ONTUMHU3AIMS U M3ITbJIHEHNE. EKCIIOHeHIIMaIHOTO yBeNInUeHHe Ha MPEXOBHs TpauK Haslara pa3paboTBaHETO Ha
I'bBKaBU apXUTEKTYPH, CIIOCOOHH J]a yIPABISIBAT TMHAMUYHO CIIOJICISIHE Ha PECYPCHUTE IIPH CTPOT KOHTPOJI Ha JIOCTHIIA.
B To3u KOHTEKCT KOHIENIHITa 32 MpexkoBo Haps3BaHe (Network Slicing), BpBenena or NGMN anmanca, mpeaocTaBs
(byH/IaMEeHTalleH MeXaHH3bM 3a Ch3/laBaHe Ha MHOXKECTBO HE3aBHCHMH JIOTMYECKH MpEexH (Cpe3oBe) BHPXY oOria
¢usnyecka nHppacTpykTypa. Beeku cpe3 € u30oiMpaH M ONTHMHU3MPaH 3a crielu(UUHN U3MCKBaHHS 32 KauecTBO Ha
yciyrara, KOeTo I03BOJIsIBa ChbBMECTHOTO ChHIIECTBYBaHE HA XETEPOr€HHH YCIYI'H. YTIPAaBICHHETO Ha Ta3U apXUTEKTypa
o0aue N3MCKBa HAMUPAHETO Ha CJIOXEH OallaHC MEXy IePCOHAUTM3UPAHETO Ha YCIYTUTe, eEeKTUBHOCTTA Ha PECYPCHUS
MEHUDKMBHT M 001I1aTa CUCTEMHA CJIOYKHOCT. 3a IPEo10JIsIBaHe Ha T€3M NPEAU3BUKATEIICTBA H3CIIEIBAHETO ce PoKycupa
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BBpPXY JBE OCHOBHHM HAlpaBJICHUS: aBTOMATH3MpaH M300p Ha MPEXKOB Cpe3 Upe3 MAaIIMHHO OOy4eHHE M JUHaMHYHA
onTuMHU3ayA Ha paanopecypeute B peanra O-RAN cpena.

3a peann3upaHeTO Ha aBTOMAaTH3MpaH W300p Ha MPEXOBH CPE30BE € pa3paboTeHa METOMOJIOTHS 33 MHTEIUICHTHA
KJacuduKanus Ha Tpaduka, KOSTO IMPOAKTUBHO HACOUBA MOTPEOUTEICKUTE 3aBKH KbM IOAXOASIIOTO MPEKOBO Mapye
(eMBB, URLLC nnmu mMTC). Uznon3BaH e cnennanu3upanuaT Habop oT maHHH ,,.Deep Slice™, chappikam KIFOUOBH
MOKAa3aTelH, W3BIMYaHN OT KOHTPOJIHHUTE CHOOIICHMS MEXIY yCTPOMCTBOTO M MpekaTa, KaTo JOIMyCTHMO 3a0aBsHE,
MaKkCHMallHa 3ary0a Ha TMakeTH W TMOoAnbpXaHa TexHomorus. Crex mperBapuTenHa oOpadOTKa 3a NpeMaxBaHE Ha
W3IMIIHATE XapakTepPHCTHKH, € TPOBEICH aHanmu3 upe3 JIppBO Ha pemIeHUsTa, KOWTO H30JIMpa Hal-BaKHUTE
KkiacudukaTopu. YCTaHOBEHO €, 4e MPOIEeHTHT Ha 3aryba Ha maketu mox 0.001 edexkTHBHO pasrpaHHYaBa KPUTHIHHS
URLLC Tpaduk, mognbpxkanara texHosorus paszgens eMBB or mMTC, a OromkeThT 3a 3aKbCHEHHE NPELU3Upa
rpanunara Mexay mMTC u URLLC. ITspBoHayanHoTo oOyuyenue nemonctpupa 100% TouHOCT, KOeTo obaue e
WHJIIKATOp 3a CHIIHO IpeHanacBane (overfitting) mopajau orpannueHust Opoil yHUKAIHU 3aIiCH B CYpOBUs HA0Op, KOETO
01 KOMIIPOMETHPAJIO FeHEpaNIN3alMsATa B pealiHa cpejia.

Leaming Curve
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@urypa 8. 1. Kpupa Ha 00y4eHHETO ciel CBpbXaUcKpeTH3anus (oversampling) u AbI00KO KOHCTpyHpaHe Ha
npu3Harure (feature engineering)

3a j1a ce mpeogoiee NpoGiieMbT C TEHEpANIU3aLHUsTa U JIa Ce Ch3JaJie YCTOWYMB MOJEN, € IIPHIIOKEH NPOLIEC Ha ABIOOKO
KOHCTpyupaHe Ha mpusHanute (feature engineering). Becrdaky BXOTHM XapaKTEpUCTHKH ca MpeoOpa3yBaHH B OMHAPCH
(opmMaT, KOeTo ITbPBOHAYAIHO MOHIKaBa TOYHOCTTA 10 91%, HO ApacTHYHO MOmOOpsBa Mapajienu3Ma MeXIy KpUBUTE
Ha 00yuYeHHe U BalMJupaHe, rapaHTUPAKy afeKkBaTHa paboTa ¢ HelO3HATH JaHHH. J{OIbIHUTEIHO MPeAN3BUKATEICTBO
NPENCTaBIsiBa CEPHO3HUAT KiacoB aucOananc, npu koiito URLLC TpaduksT NOMHHHpa B MOYTH IOJOBHHATA OT
sanmeute. To3u mpobiieM e pelieH 4pe3 NpuiaraHe Ha TEXHHKA 3a CBPBXIHMCKpeTu3aumus (oversampling), koeTo
OanaHCcHpa KJ1acOBETE U MOBHIIIaBa ToUyHOCTTa 10 92%. 3a duHasneH kiacupukarop e n3dpan aHcaMOIIOBHSAT aIrOPUTHM
AdaBoostClassifier, koHWTO H3M0J3Ba IMOCIENOBATEIHO CBbP3aHM JbPBETa HA pEIICHHATA 33 MHHUMH3MpaHe Ha
rpemkute. MoJeIbT € U3KIIOYUTENHO ObpP3 U M3YHCIMTENHO JIEK, KOETO IO IPaBH HJealieH 32 UMIUIEMEHTALUs KaTo
xApp npmitoxenue B nepudepuara Ha mpexata. Ciiex o0y4uenne Bpxy 80% oT maHHHUTE, (GUHAITHUAT MOJEI IMOCTUra
TOo4HOCT OT 93.4%, KaTo Marpuiata Ha OOBPKBaHUATA JOKa3Ba MHUHHMMAJEH W CTATUCTHYECKH HECHIIECTBEH Opoii
(baIMBO-TI0JI0KHUTETHA I'PEIIKH, TIOTBbPKIABANKY yCIeNIHaTa Kiacudukaius Ha Tpaduka.

URRLC ¢eMBB | mMTC
Tounoct (Accuracy) 0,934
[IpenmsHoct 1 1 0,834
(Precission)
[TeaHOTA (Recall) 0.801 1 1
F-Onenka (F-Score) 0.89 1 0,91

Tabnuma 8. 1. KimrouoBu mokaszatenu 3a epeKTHBHOCT HAa MOJIeNa

BropoTo HampaBieHHE OT W3CIEABAHETO HAJATrPaXkKAa yCIENIHaTa KiacH(uKamys 4pe3 MpakTHIeCKa AEMOHCTPALUS Ha
JIMHAMUYHO pasnpezenenue Ha pecypcute (PRBs) B peamna O-RAN TectoBa Mpexa ¢ 1ies rapanTupane Ha QoS mpu
MYJITUMEIUHHY yCiryri. ExcriepiMenTanHara noctaHoBka H3nosn3Ba miartdopmara ¢ orBopeH ko FlexRAN B possita Ha
Near-RT RIC u unterpupa cnennanuszupasa cucrema 3a MoHuTopuHr Ha DASH Buzaeo crpuiiMuHr.
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Qurypa 8. 2. ExciepumenTanna cpena 3a Network Slicing

Ch3aaieHu ca 1Ba OTICITHH Cpe3a - €/IMH 33 BUIEO Che cTaHaapTHa qeuauius (SD) u enuH 3a ynTpaBucoKa JeQHHAINSL
(UHD). IIpu cratmuHO paBHO pasnpezeneHue Ha pecypcHute 6mokoBe (50% 3a SD u 50% 3a UHD), pesynrtarure
MOKa3BaT, Y€ PECypPCHUTE ca HAITBJIHO AOCTaThUHHU 32 SD moToka (Hylia M3IIyCHATH KaJpH M HUCKA JATEHTHOCT), HO ca
abcomotHO HemocTaThyHM 32 UHD BHAeoTo, KOETO THPIH KPUTHYHA JETpajalus ¢ HeIOIMyCTUMHU 3aKbCHEHHUS U 6897
U3MYCHATH KaJ[PH.
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Ourypa 8. 3. SD Buneo KPIs npu paznudno pasnpezeneHne Ha paauopecypcure

3a pa3penraBaHe Ha TO34 po0IeM € pa3padOTeH aBTOHOMEH CKPHIIT, KOHTO OCBIECTBSIBA HENMPEKHCHAT MOHUTOPUHT Ha
KJIFOYOBHUTE TIOKA3aTENIN M IIPU perucTpupane Ha aerpagamus B UHD motoka reHepupa tpurep kbM API-To Ha FlexRAN.
KonTtponepsT pearnpa B pealHo BpeMe, KaTo THHAMHYHO MPEKOH(UTYypHpa Mpexara — orpaHHyaBa pecypcute 3a SD
cpe3a 10 25% u mpuopureTHo pasmupsiBa kananutera Ha UHD cpesa go 75%. Emnupuynute pesynratu oT Taszu
JIMHAMUYHA ONTUMU3aLUsl ca KaTETOPUYHM: HaMallIBaHETO Ha pecypcutre 3a SD BHIEOTO OKa3Ba MUHUMAJHO, MOYTH
He3a0ee:)KuMO Bh3JeiicTBre (enBa 7 W3IMYCHATH Kalpw), AOKaTo kKadectBoTo Ha UHD crpumitMuHra ce momoOpsiBa
JpacTHYHO. BpeMeTo 3a M3TernsHe U IATCHTHOCTTA CHaiaT 3HAYMTEITHO, HUBOTO Ha Oydepa ce crabmnmsupa, a OposT Ha
U3ITyCHATHUTE KaJpu HamaisBa Hag 43 meta (1o 158). To3u eKCIepUMEHT KaTeropuyHO JI0Ka3Ba, 4ye WHTETpalusaTa Ha
WHTETUT¢HTCH MOHUTOPHHT C IMHAMHYHO MPExKOBO HapsizBaHe B RAN nepudepusiTa € KIIFOY0B MEXaHU3BM 32 (hSKTHBHO
YIpaBJIEHUE Ha PAJAMOPECYPCUTE U FapaHTUPaHe Ha BUCOKO KaueCTBO MPU KPUTHYHU MYJATUMEIUNHN YCIIyTH.

26



SD (25% PRBs) SD (50% PRBs) UHD (50% PRBs) UHD (75 % PRBs)

7 0 6897 158

Tabnmma 8. 2. Mzrybenn kagpu npu SD u UHD Buzneo crpuiiMuHr

H3Boau M 3aKII0YEHUSA:

JlucepeTanioHHUAT TPYA U3CIeBa U BAIMAUPA XUIIOTE3aTa, Ye HHTETPUPAHETO Ha U3KYCTBEH HHTEINeKT (Al) 1 MammHHO
obyuenne (ML) B apxurextypara Ha Open RAN e He camo BE3MOKHO, HO U HEOOXOIUMO 32 e()eKTUBHOTO yIIPABIICHHE
Ha CBBPEMEHHHTe W ObJeluTe MOOWJIHM Mpexu. Upe3 TeopeTHYeH aHaiu3, NPOCKTHpaHe Ha KOMIUIEKCHA
eKCIIepHMEHTAJIHA Cpelia M IPOBEXKIaHe Ha CepHs OT IPAKTHYECKH SKCIEPHMEHTH, AWCEpTalusTa ASMOHCTPHpA, de
MHTEJIUTEHTHUTE AITOPUTMU MOTaT YCIEUIHO Jia pelaT MpoOjeMUTe ChC CIIOKHOCTTA, JUHAMHMKATa M Pa3HOPOIHUTE
MU3UCKBAHUA Ha YCIYTUTEC, KOUTO TPAAUIIUOHHHUTC METOJAU 3a YIPABJIICHUEC HE YCIIABAT Oda aapecupar. B PaMKHUTE Ha
M3CIIeIBAHETO Ca MOCTUTHATH CIIETHUTE KIIOUOBH HayYHH NPUHOCH!

1. Cpb3naBaHe HAa PpeajlMCTMYHA eKCIHEPUMMEHTAJTHA IJargopma: VYCIENHO € NpPOEKTHpaHa U BHEIpEHA
meaHopyHKIMoHaHA O-RAN 0a3upana TecToBa Mpexka, MHTErpHpaiia KOMIIOHEHTH C OTBOPEH KOJ U Xapayep
3a mupoka ynorpeba. Tasu minardopma ciyku Kato OCHOBA 332 TeHEpHpaHe Ha YHUKAJIHH MAacUBH OT PEaHU
JIaHHH U 32 BaJIUIMpaHe Ha pa3pabOTEeHUTE MOJIENH B CPE/a, KOSITO OTpa3siBa peallHUTE XapAyepHH U COPTyEepHH
orpaHuueHuss Ha Mpexara. CpaBHUTENHUAT aHaidu3 Ha mpousBoautenHoctta B LTE u 5G pexumu
MOTBBPXKAABa, Y€ apXHTeKTypure ¢ (yHKumoHanmHo pasgensiHe (Functional Splits) mpemmarat cpaBHuMa
MIPOM3BOIUTEIHOCT C TPAIUIIMOHHUTE MOHOJIMTHH PEIICHHs, HO ¢ J00aBeHa 'bBKaBOCT.

2. TloBuuiaBaHe Ha CUTYPHOCTTAa U Hajae:kaHOCcTTa upe3 AI/ML: ucepranusTa qokasa NpeBb3XOJICTBOTO HA
MOJIENUTE 3a OBI00KO 00ydeHHe Ipel KIACHYSCKUTE CTATUCTHYSCKH METOIH MPHU OTKPHBAHETO HA MPEKOBH
agomaimu. Pazpaborenmar u wuHTerpupad B OAIl NWDAF tpanchopmaropen moxen (Transformer)
JEMOHCTPHpa CIIOCOOHOCT J1a OTKPWBA CJIOKHH aHOMAaIWW B Tpaduka ¢ TOYHOCT OT 96.5% , 3HauuTeIHO
HA/IBHIIaBAWKH pe3yNTaTuTe Ha MeToau kato Z-score u IQR. ToBa mo3BoisiBa MpoaKTHBHA PEaKIHs B OIM3KO
JI0 PEATTHOTO BpeMe.

3. IporHoctuyno ynpaienue Ha QoE 3a mHTepakTHMBHHM yciayru: Pazpaborenu ca cnenuanusupand ML
MOJIeNM 3a MPOTHO3MpaHE Ha KadecTBOTO Ha moTpedurenckoto u3xuBsBaHe (QoE) 3a ycmyrw, cmiiHO
YYBCTBUTETHH KbM MPEKOBHUTE apaMeTpH:

o 3a reiimuHr Buaeo crpuiimuHr ¢ Bamuaupan Multi-headed CNN mopen, koiito edexTHBHO ynaBs
KpaTKOCPOYHUTE (IyKTyaluu B JDKUTEpa M JIATEHTHOCTTA, IOCTHIalKM Hal-HUCKa Tpelika Npu
MIPOTHO3MpAHE.

o 3a VR 360-rpagycoBo Buaeo ¢ ce3maneH LSTM Encoder-Decoder mozen, ciocobeH na Mojenmupa
IBITOCPOYHHUTE BPEMEBH 3aBHCHMOCTH H Ja MPEICcKa3Ba KaueCTBOTO 3a 24 CTHIIKH HAIPEN.

o 3a C-V2X cueHapum ¢ J0Ka3aHO, Y€ JOKAIMOHHO-He3aBucHuMHU Mojenu (kato LightGBM u Random
Forest), o0y4aBanu camo BBpXy paamo mapameTpu 0e3 GPS koopmmHath, Morat na mpOTHO3HpAT
MpoIycKaTeHaTa crocoOHOCT ¢ BUcOka TogHOCT (R? > 0.9) nmopw mpu mpeHoc MexIy MpEeKHTe Ha
Pa3IMYHM OTIEPATOPH.

4. 3arTBapsiHe Ha HUKbJA 32 yNpaBJieHHe Ype3 aBTOoMaTH3anus: (ucepranuara JeMOHCTpHUpPA TIpaKTHYECKaTa
peanm3anysi Ha 3aTBOpEH NUKBA Ha ympasienue (closed-loop control) B O-RAN cpema. PaspabGorenusr
MEXaHU3bM 32 THHAMHYIHO MPEKOBO HapsI3BaHE U MpepasnpeeiieHne Ha pecypcuTe, 6a3upaH Ha MOHUTOPHHT B
peasHO BpeMe, TI0Ka3Ba CIIOCOOHOCT /1a Bbh3cTaHOBU KadecTBOoTO Ha UHD BHIeo MOTOK upe3 aBTOMATH3MPAHO
pHOpUTH3NpaHe Ha Tpaduka. JombiaurenHo e Bamuaupan ML Momen 3a aBTOMAaTHYHA KIACH(DHUKAIHI U
acolnuupaHe Ha NOTPEOUTENN KbM IPABUIHOTO MPEXOBO Iapue ¢ TOYHOCT Haj 93%.

Pesynrature oT AMCepTaMOHHMA TPYJ MOTBBPXKAaBaT, ue apxutekrypata Open RAN mpemocrass HeoOxomumuTe
WHCTPYMEHTH W HHTep(elcH 3a NpEeBphIIaHEeTO Ha MOOWIHATa Mpeka OT CTaTWYHa WHPPACTPyKTypa B
MHTEJINTEHTHA, aJalTHBHA IuaThopmMa. Upes n3nons3BaHeTo Ha MOJENH 32 IBJIOOKO 0O0yUeHHE 3a IPOTHO3UpPAHE U
JeTeKIMs, KOMOMHMpaHu ¢ mporpamupyemoctra Ha RIC koHTposiepuTe, € BB3MOXKHO Ja Ce NMOCTUTHE HUBO Ha
ONITHUMU3ALIMS U TapaHIIMs 3a KauecTBOTO Ha ycimyrure (QoS/QoE), koeTo e HeMmoCTHKUMO ¢ TPAAUIIHOHHNUTE METO/IH.
Pa3paboTenure Mozmenu W ITOPUTMHU ca ONEPATOPHO-HE3aBUCUMH W TNPWIOKHMH B PEIHH CIEHapUH, Karo
npeasaraT peleHnsl Ha KpUTUYHU MTPoOJIeMH KaTo yIpaBlieHHeTO Ha Tpaduka 32 VR m aBTOHOMHHM aBTOMOOMIIH.
To3u Tpyn nonpuHacs KakTo 3a TEOPETHMYHOTO pasdupane Ha Al-native Mpexure, Taka U 3a NPAKTHYECKOTO UM
peanuzupaHe 4pe3 MpeaoCcTaBsHe Ha BAIMANPAHHA apXUTEKTYPHH PEICHNs U COPTYEpHH UMIUIEMEHTALINH.
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III. GENERAL CHARACTERISTICS OF THE DISSERTATION
Relevance of the problem

Over the last decade, the telecommunications industry has been undergoing a fundamental
transformation, driven by the exponential growth of mobile traffic and the emergence of new services.
The deployment of fifth-generation (5G) and the preparation for sixth-generation (6G) mobile
networks require the support of diverse use cases: from massive Machine-Type Communications
(mMTC) to Ultra-Reliable Low-Latency Communications (URLLC).

Applications such as autonomous mobility, industrial automation, virtual and augmented reality
(VR/AR), and holographic telepresence impose extremely strict requirements on Quality of Service
(QoS) and Quality of Experience (QoE). Traditional Radio Access Network (RAN) architectures are
monolithic, dependent on specialized hardware, and feature closed interfaces, which limits their
flexibility and slows down innovation.

In response to these limitations, the concept of an access network with open interfaces (Open RAN)
has emerged, introducing the principles of disaggregation and virtualization. However, the dynamic
nature of the radio environment and the heterogeneity of services render traditional management
methods ineffective, necessitating the integration of Artificial Intelligence (AI) and Machine
Learning (ML) to achieve real-time automation and dynamic allocation of network resources.

Objective of the dissertation, main tasks, and research methods

The objective of the dissertation is to propose a comprehensive methodology for improving QoS and
QoE by integrating Artificial Intelligence (Al) into network operations to optimize their performance.
Al-driven network operations are integrated into the Open RAN architecture to support various use
cases with heterogeneous QoS/QoE requirements in terms of bandwidth, latency, packet loss, and
Jitter.

Specifically, Machine Learning (ML) algorithms are developed to provide automated network traffic
prediction and optimal resource allocation utilizing Network Slicing techniques. The implementation
of ML-assisted resource orchestration automation leads to optimal network management and provide
a new and effective methodology for reducing the Capital Expenditures (CAPEX) and Operational
Expenditures (OPEX) of Communication Service Providers (CSPs). To achieve the stated objective,
the following tasks have been defined:

6. Analysis and systematization of the RAN architectural evolution and the transition toward
open and virtualized architectures (C-RAN, vVRAN, O-RAN), as well as the role of RAN
Intelligent Controllers (RIC).

7. Design and implementation of a fully functional experimental O-RAN testbed, based on
open-source software and COTS (Commercial Off-The-Shelf) hardware.

8. Development of anomaly detection algorithms using deep learning models for the proactive
identification of atypical behavior in network traffic.

9. Modeling and forecasting of QoS and QoE in interactive multimedia services (gaming, VR)
and C-V2X (Cellular Vehicle-to-Everything) communications through machine learning..

10. Optimization of network resources through mechanisms for intelligent traffic classification
and dynamic radio resource allocation.
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Original Scientific Contributions (Scientific Novelty)
The scientific novelty of the dissertation consists of:

e Proposing a network management methodology specifically targeted at QoS-critical
applications through the integration of Al algorithms into the RAN Intelligent Controller
(RIC).

e Developing and implementing an innovative Transformer model for detecting complex
network anomalies, which outperforms traditional methods and LSTM architectures in terms
of accuracy and training time.

e Creating specialized predictive models for QoE and QoS:

A multi-headed CNN architecture for predicting quality in gaming video streaming
An LSTM encoder-decoder model for VR 360-degree video, capturing long-term
temporal dependencies.
o A location-agnostic approach for QoS prediction in C-V2X scenarios, allowing a
high degree of generalization across different mobile network operators
o Successful implementation of an O-RAN-based methodology for the adaptive and dynamic
allocation of Physical Resource Blocks (PRBs) among network slices, ensuring guaranteed
quality for UHD video streams.

Practical applicability

All developed methods and algorithms, as well as the proposed improvements to already implemented
ones, have been investigated and analyzed through simulation experiments. A comparison has also
been made with other existing models that are based on similar functionalities and characteristics, or
that share comparable objectives regarding the improvement of their operational parameters. All of
this makes the potential implementation of the results from this dissertation easily realizable in
modern telecommunication networks.

Additional evidence of this high applicability is the successful integration of the proposed machine
learning algorithms as microservices into real network components, such as the Network Data
Analytics Function (NWDAF) and the RAN Intelligent Controllers, which categorically confirms
their interoperability and readiness for practical application.

Publication of the dissertation results

The conducted analyses, proposed approaches, and obtained results for the period 2021-2025 are
presented in a total of 14 authored publications indexed in Scopus and Web of Science: 1 book
chapter; 9 publications in international conferences; 4 publications in international scientific journals
ranked Q1 and Q2. The articles have a total of 59 citations in Scopus and 64 citations in Google
Scholar.

Structure and volume of the dissertation

The dissertation is written in Bulgarian and consists of 193 A4 pages. It contains an introduction,
eight chapters, a conclusion outlining the main contributions, a list of figures, a list of tables, a list of
abbreviations, a list of publications related to the dissertation, a list of references, and two appendices.
The main body of the dissertation contains 70 figures and 13 tables. A total of 138 references are
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used, all of which are in the Latin script, and over 80% are from the last ten years. The numbering of
the figures and tables in the extended abstract corresponds to that in the dissertation.
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IV. CONTENT OF THE DISSERTATION

9. Evolution of radio access networks and their architectures

The first chapter of the dissertation presents a comprehensive analysis of the historical development and architectural
evolution of radio access networks, tracing the path from early digital systems to modern open and disaggregated
environments. The exposition begins with an examination of second-generation architectures, explaining the structure of
the base station subsystem in GSM and GPRS [1]. It is pointed out that the introduction of packet switching through
GERAN [2] marks an important milestone, but the architecture remains limited due to its monolithic nature and
dependence on specific hardware. In the analysis of the third generation, the role of UTRAN [4] is examined, where radio
resource management becomes more complex due to the use of WCDMA, requiring new mechanisms for power and
mobility control.

Special attention in the chapter is given to the transition to fourth-generation LTE and its access network E-UTRAN [5].
Here, the concept of a flat IP architecture is explored in detail, where the functions of the control node are integrated
directly into the eNodeB base station. This approach significantly reduces latency and simplifies the network topology,
which is a critical step toward supporting modern mobile services. The dissertation traces how this decentralization paves
the way for fifth-generation mobile networks, where the gNodeB base station [8] is now viewed as a set of logically
disaggregated units. The functional split between centralized and distributed units is discussed, allowing exceptional
flexibility in the deployment of network functions depending on the specific application requirements for capacity and
latency.

An important part of the exposition is also the analysis of the Cloud RAN [17] and Software-Defined RAN [21]
paradigms. The advantages of centralized signal processing in BBU clusters (BBU pools) are investigated, which enables
better resource coordination and cost reduction. At the same time, the limitations of these systems are noted, related to
the high capacity requirements of the transport network and the use of closed interfaces. This logically justifies the need
for an Open RAN architecture, which is defined as an evolutionary step toward full interoperability among different
vendors.

The chapter concludes with a detailed technical overview of the O-RAN architecture [30]. The main components are
defined: Near-Real-Time RIC, Non-Real-Time RIC, O-CU, and O-DU, explaining their interaction through the open Al,
E2, and Ol interfaces. It is emphasized that intelligence is embedded within the network structure itself through these
controllers, enabling the deployment of x Apps and rApps for dynamic optimization. This detailed architectural breakdown
serves as the foundation for the subsequent chapters, which propose specific machine learning algorithms integrated into
the described framework. In the conclusion of the first chapter, it is deduced that an open and disaggregated architecture
is a mandatory prerequisite for the implementation of services with critical Quality of Service (QoS) requirements in the
heterogeneous environment of future networks.
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Figure 1.4. O-RAN Architecture
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10. Foundations of AI/ML in cellular networks

The second chapter of the dissertation is dedicated to an in-depth investigation of the theoretical foundations and practical
aspects of integrating artificial intelligence and machine learning into modern radio access networks. The exposition
begins with a detailed taxonomy of machine learning algorithms, providing a critical review of their applicability for the
optimization of network operations. The main paradigms of supervised learning [35], unsupervised learning [36], and
reinforcement learning [37] are examined, with specific use cases in cellular systems outlined for each. It is emphasized
that while supervised learning is indispensable for classification and regression tasks in the presence of labeled historical
data, unsupervised and reinforcement learning provide unique capabilities for real-time decision-making under
dynamically changing radio conditions..

A major emphasis in the chapter is placed on the machine learning model lifecycle within the O-RAN architecture, in
accordance with the specifications of the O-RAN Alliance [43]. The processes of data collection, preprocessing, training,
deployment, and monitoring of the models are described in detail. The role of the Non-Real-Time RIC for offline training
and policy management is examined, as well as that of the Near-Real-Time RIC for executing trained models in the form
of xApps for control within milliseconds. The challenges related to the interoperability of models from different vendors
and the need for standardized data exchange interfaces (such as E2 and A1) to ensure closed-loop control and network
self-optimization are also discussed.
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Figure 2.2. AI/ML lifecycle in O-RAN

The chapter concludes with a review of the methods used to evaluate the accuracy and reliability of the proposed models.
The author analyzes various performance metrics and emphasizes the importance of model generalization to ensure their
operability across different geographical regions and under diverse base station configurations. Conclusions are drawn
regarding the necessity of hybrid approaches that combine expert knowledge of the physical layer with the flexibility of
deep learning. This theoretical foundation serves as a logical transition to the subsequent chapters, where the developed
models are applied to solve specific problems related to anomaly detection and Quality of Service (QoS) prediction.

11. Definition of QoS-critical services

The third chapter of the dissertation is dedicated to a detailed investigation and definition of modern multimedia and
interactive services that impose the highest requirements on wireless network performance. The exposition begins with
an overview of the fundamental paradigm shift in quality assessment, justifying the transition from purely technical
indicators (QoS) to the comprehensive Quality of Experience (QoE). It is pointed out that traditional QoS indicators,
while necessary for network monitoring, often fail to reflect the actual satisfaction of the end user, especially in highly
dynamic services such as virtual reality and cloud gaming. In this context, the subjective factors and psychological aspects
of perception that determine the final Mean Opinion Score (MOS) values are analyzed [52].

Special attention is given to the specifics of virtual reality and its requirements for ultra-low latency and high bandwidth.
The concept of immersion and presence in the virtual environment is investigated, defining the critical latency thresholds
above which the effect of cybersickness occurs. The various types of delays in the system are analyzed, including motion-
to-photon latency, and how they affect the overall Quality of Experience in 360-degree video streaming. The dissertation
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proposes a classification of influence factors, divided into system, human, and context factors, tracing their individual
and combined impact on the end user [57].

The second major group of services discussed in the chapter encompasses online games and cloud gaming. It is
emphasized that, unlike passive video content, interactivity here introduces new dependencies where even minor
fluctuations in network parameters (jitter) can drastically degrade the gameplay [61]. The relationship between video
content complexity, scene dynamics, and the required bitrate to maintain satisfactory quality at high resolutions is
investigated. The exposition also covers Cellular Vehicle-to-Everything (C-V2X) communication scenarios, where
reliability and transmission speed are of critical importance for traffic safety, imposing strict requirements on the
availability and capacity of the radio channel [71].

The chapter concludes with an analysis of the mathematical models for mapping between QoS and QoE indicators. Non-
linear dependency functions are also examined, such as the logarithmic Weber-Fechner law and the exponential 1QX
hypothesis, which serve as the foundation for the predictive models developed in the subsequent chapters. Conclusions
are drawn regarding the need for adaptive management mechanisms that account for the specific profile of each service
in real time. This analysis serves to define the input parameters and optimization goals used in the design of the intelligent
O-RAN environment and the subsequent experiments for improving the Quality of Service [56].

12. Design and implementation of a SG/LTE test network based on the O-RAN standard

Understanding the architectural concepts applied in leading large-scale SG/LTE testbeds provides a valuable theoretical
and technological framework for designing custom test networks. The fourth chapter of the dissertation analyzes two of
the most widely used test platforms worldwide: COLOSSEUM [76] and POWDER [92]. They serve as two notable
examples that vividly demonstrate how the fundamental principles of Commercial Off-The-Shelf (COTS) hardware,
softwarization, open source, virtualization, and containerization are successfully integrated to achieve realistic, scalable,
and fully programmable research environments. COLOSSEUM, as the world's largest wireless network emulator, acts as
a high-fidelity digital twin of O-RAN, providing the capability for safe data generation and AI/ML model training through
a complex channel emulation system and large-scale computing infrastructure. On the other hand, the POWDER platform
represents a large-scale "living lab" in an urban environment, which balances bare-metal hardware access for fundamental
research with abstraction for higher network layers through a rich open-source software ecosystem and a flexible optical
transport network. Based precisely on this in-depth analysis and the extracted architectural best practices, the custom
experimental O-RAN testbed was designed, justified, and implemented to serve as a foundation for validating the
algorithms proposed in the dissertation.

Its design adheres to the core concepts and architectural principles of openness and vendor neutrality, with the network
built entirely using open-source software and COTS hardware. The network supports operation across all standardized
frequencies from Frequency Range 1 (FR1), with experiments primarily focused on Band 7 (2.6 GHz) for LTE and Band
n78 (3.5 GHz) for 5G NR. The developed network provides a wide range of telecommunication services, demonstrating
the capabilities of a hybrid 4G/5G environment. It supports packet-switched mobile broadband services with QoS
differentiation, short message delivery via the SGs interface to 3G core network components, as well as a rich set of IMS-
based services through an integrated open-source platform, including VoLTE and SMS over SIP. Regarding 5G, the
network supports enhanced Mobile Broadband (eMBB) access both in the transitional Non-Standalone (NSA) mode,
utilizing a 4G core infrastructure, and in full Standalone (SA) mode with an independent 5G core network.

a. Network architecture

The physical architecture of the test network is built around a standard desktop computer equipped with a 10th-generation
Intel Core 19 processor, 64 GB of RAM, an NVIDIA GTX 1650 GPU, and the Ubuntu operating system. This node hosts
all core network components, including the radio access network elements for 5G gNB and LTE eNB, the hybrid core
network, and the IMS platform. A separate server is used to implement the intelligent management, configured with two
virtual machines via the VMware vSphere hypervisor. The first virtual machine hosts the components of the Near-Real-
Time RAN Intelligent Controller (Near-RT RIC), while the second is dedicated to the Service Management and
Orchestration (SMO) functionality. The radio interface is implemented using two USRP B210 software-defined radios
(SDR), connected to the host system via a USB 3.0 interface, providing a 2x2 MIMO configuration and supporting a wide
frequency range. To validate functionality, various User Equipment (UE) devices are used, including smartphones, LTE
USB dongles, and a specialized Quectel RM500Q-GL 5G module, which provides access to detailed telemetry.
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Figure 4.7. Physical architecture of the test network

The logical architecture represents a complex O-RAN implementation, integrating multiple software components in
accordance with O-RAN Alliance and 3GPP specifications. The radio access network supports the simultaneous operation
of LTE and 5G technologies, with the base stations capable of functioning both in a traditional monolithic mode and with
a functional split according to Option 2 (at the PDCP/RLC boundary) and Option 7.2 (split between the low and high
physical layers). The RAN is implemented using two alternative software platforms: srsSRAN, which operates in a
containerized environment via Docker, and OpenAirlnterface (OAI), installed directly on the host machine's operating
system (bare-metal configuration), allowing for optimal performance and direct access to hardware resources. The core
network is based on Open5GS, integrating EPC and 5GC functionalities, and is complemented by a Kamailio IMS
platform and Osmocom components to implement additional telecom services. All these core network components are
containerized and consolidated within a common Docker Compose environment. Intelligent management in near-real-
time (Near-RT RIC) is realized through three alternative implementations: FlexRAN (in a bare-metal configuration),
FlexRIC (containerized via Docker), and the official reference implementation OSC Near-RT RIC, deployed as
microservices on a Kubernetes cluster. Comprehensive orchestration is provided by the OSC SMO, which is also based
on microservices and Kubernetes, integrating the Non-RT RIC components. Interaction among all these elements occurs
via the standardized E2, X2, S1, N1/N2/N3, and O1 interfaces.
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Figure 4.8. Logical architecture of the test network

b. Evaluation of network performance

The presented experiments were conducted without integrated intelligent management components, such as the Near-RT
RIC and SMO, due to a lack of relevance to the baseline tests. Key Performance Indicators (KPIs) that are of paramount
importance for Quality of Service-critical applications were selected for the evaluation. These indicators include the
Round Trip Time (RTT), measured by sending ICMP packets to a Internet server (end-to-end) and within the radio access
network (RAN); the downlink and uplink throughput using speed test tools; as well as the packet delay variation (jitter)
over UDP connectivity.
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i. Evaluation of LTE network performance

The experiments to establish the baseline performance indicators were conducted on the LTE configuration of the test
network, using a Samsung Galaxy Note 9 smartphone as the User Equipment (UE). The measurements cover three base
station architectures: a traditional monolithic eNB architecture without functional splitting, a functional split according
to Option 2 (at the PDCP/RLC boundary), and a functional split according to Option 7.2 (split between the low and high
physical layers). The network parameters include a 20 MHz bandwidth, corresponding to 100 Resource Blocks (RBs) in
Frequency Division Duplex (FDD) mode. The operating frequencies are 2.67 GHz in the downlink with 64QAM
modulation and 2.56 GHz in the uplink with QPSK modulation, with one connected user.

20 MHz (100 PRES)
267 GHz

2.56 GHz

FOD

640AM

aPsk

]

L

Table 4.1. LTE network parameters

For the overall evaluation of the Round Trip Time (RTT), 1000 ICMP packets were sent to measure the end-to-end and
RAN latency. The results reveal that the traditional monolithic eNB architecture consistently exhibits elevated latency
levels, exceeding the values of the disaggregated Option 2 and Option 7.2 by 15-20%. The two functional split options
demonstrate similar baseline characteristics, with RTT differences limited to 1-2 ms. However, for Option 7.2, 1.8% and
5.4% of packets with abnormal RTT values were registered during the end-to-end and RAN segment measurements,
respectively. This frequency of deviations makes Option 2 more preferable for applications with hard real-time
requirements, as it provides more reliable performance in the 99th percentile.
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Figure 4.10. RTT across the different types of eNB architectures

The jitter evaluation, conducted via a 60-second UDP connection, shows that Option 7.2 achieves the lowest values in
the downlink, reaching below 1 ms. A correlation is observed wherein centralizing more network functions (as in Option
7.2) leads to a narrower range of latency variations and more stable performance.
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Figure 4.11. Jitter in downlink (DL) and uplink (UL) direction during a 60-second connection

To confirm this trend, long-term 60-minute measurements were also conducted. In these, the initial advantage of Option
7.2 is slightly maintained, but the differences among the three architectures become statistically insignificant over time.
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This indicates that all three architectural approaches provide acceptable jitter values for the prolonged operation of jitter-
sensitive applications.
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Figure 4.12. Jitter in downlink (DL) and uplink (UL) direction during a 60-minute connection

The throughput analysis demonstrates that the median speeds in the downlink (DL) are comparable across all
configurations. In contrast, in the uplink (UL), a dramatic improvement of over 4 times is observed with the functional
splits compared to the traditional monolithic architecture. This can be explained by the optimized resource management
and more efficient scheduling in the centralized modules of the split architectures. The combination of significantly
increased UL speed and lower latency makes disaggregated solutions highly suitable for modern symmetric services, such
as holographic video conferencing and interactive systems, which require optimal and predictable communication.

|  legacyen8 |  ppcP/RLC_ | HighPHY/LowPHY |
Ping Jitter DL uL Ping Jitter DL uL Ping litte DL uL
_ (ms) (ms) (Mbps) (Mbps) (ms) (ms) (Mbps) (Mbps) (ms) r (Mbps) (Mbps)
{ms)
27 3 65.9 4.8 28 18 64.2 19.8 27 2 69.6 18.33
R 20 16.1 402 18 17 66.2 19.1 27 2 66.2 17.9
E 5 63 467 27 3 61.9 18.3 27 9 68.3 18.3
N 19 68.4 4.44 28 1 66.5 18.3 21 9 66.8 18.33
B 10 61.2 435 26 4 66.8 9.87 28 1 68.5 18.2
D o 23 323 423 28 1 67.6 18.3 2 2 16.08  18.3
22.83 13.33 5115 4.42 25.83 7.33 65.53 17.28 263 417 5925 1823
3
| Median  [PX%] 14.5 62.1 4.395 275 35 66.35 18.3 27 2 67.55 183

Table 4.2. Network throughput in LTE mode
c¢. Evaluation of SG network performance in SA mode

Experiments were also conducted with the test network configured as a 5G SA (Standalone) network to evaluate the
impact of different base station (gNB) architectural variants on Key Performance Indicators (KPIs). The same three
architectures were used as in the LTE tests: traditional monolithic, Option 2, and Option 7.2. To ensure direct
comparability, the network parameters are identical for all configurations and are based on 3GPP specifications. The
configuration includes a 40 MHz bandwidth at a frequency of 3.5 GHz in Time Division Duplex (TDD) mode, using
64QAM modulation in the downlink and QPSK in the uplink with one connected user.

Bandwidth 40 MHz (106 resource blocks and
30 KHz SCS)

Downlink frequency 3.5 GHz
Uplink frequency 3.5 GHz

TDD
640AM
QPsK

1

1

Table 4.3. 5G network parameters
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The latency evaluation was again carried out through Round Trip Time (RTT) measurements at two levels: within the
radio access network (RAN RTT) and end-to-end to an external internet server (e2e RTT). The obtained results show a
slight advantage of the functional splits over the traditional monolithic architecture. For RAN RTT, both split
configurations demonstrate lower values, with Option 7.2 achieving a reduction of approximately 6%, while the
differences between Option 2 and Option 7.2 remain almost negligible. In the end-to-end measurements, Option 2 shows
a slight advantage, while Option 7.2 reaches median values close to the traditional architecture, but with slightly higher
deviations in the upper range. These variations can be explained by the specific mechanisms of the physical layer split or
by performance limitations of the used hardware.
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Figure 4.13. RTT across the different types of gNB architectures

Jitter measurements were conducted through long-term 60-minute UDP sessions for both transmission directions. In the
downlink (DL), Option 7.2 demonstrates the lowest jitter values, which in some cases are nearly 1.5 times lower compared
to the monolithic architecture. Option 2 also records a moderate improvement, proving that centralizing a larger volume
of functionalities and the constant bitrate in the fronthaul lead to more stable latency in the downlink direction. In the
uplink (UL), however, Option 7.2 registers significantly higher jitter values compared to the other architectures. This
confirms that jitter is particularly sensitive to the distribution of physical layer functions and that a higher degree of
centralization requires proper functioning to achieve stability.
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Figure 4.14. Jitter values in downlink and uplink directions across the different gNB architectures

Regarding the measured throughput, the differences among the three architectures proved to be insignificant, with all
providing stable performance that, quite expectedly, exceeds the throughput achieved in LTE mode.

I T I L A
_ Ping(ms) DL(Mbps) UL{Mbps) Ping DL{Mbps)  UL{Mbps)  Ping(ms) DL UL{Mbps)
(ms) (Mbps)

20 81.95 36.65 20 86.05 38.48 24 84.33 37.71
_ 20 77.22 36.59 20 81.13 38.42 22 81.27 37.57
_ 20 85.03 36.53 22 86.73 37.27 21 83 36.52
_ 20 80.34 36.13 20 78.73 36.5 23 77.94 36.87
_ 20 82.01 36.53 24 81.97 37.27 20 82.77 37.64
_ 20 83.61 36.43 20 84.28 37.16 20 81.13 36.79
m 20 81.69332 2647667 21 83.14833  37.51667  21.66667 81.74 37.18333
m 20 81.98 36.53 20 83.125 37.27 215 82.02 37.22

Table 4.15. Network throughput in 5G SA mode
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13. Automated anomaly detection in mobile networks

The fifth chapter of the dissertation is dedicated to the design, implementation, and evaluation of intelligent anomaly
detection systems, which are critical for ensuring the security and reliability of mobile networks. The theoretical
introduction in the chapter justifies the need for automated approaches due to the increasing complexity of network
architectures and the impossibility of manual monitoring of the massive volumes of generated data. The taxonomy of
anomalies is examined, including point, contextual, and collective anomalies, emphasizing that in modern
telecommunication systems, they are often indicators of cyberattacks, hardware failures, or software bugs. The transition
from traditional statistical methods to models based on deep learning is defined as a mandatory prerequisite for the
effective recognition of complex and previously unknown patterns of atypical behavior in network traffic. The chapter
also presents work from three scientific publications that cover various aspects of the problem, from theoretical analysis
and comparison of approaches to their practical implementation.

a. Development and implementation of algorithms for the timely detection of anomalies in mobile
networks

First, a deep learning algorithm for anomaly detection is presented, which can be executed as an rApp application on the
Non-RT RIC component of the O-RAN architecture. Utilizing radio access network-specific Key Performance Indicators
(KPIs) obtained from the E2 nodes, the rApp monitors long-term trends and patterns in terms of performance and trains
a supervised deep learning model based on them. Upon detecting abnormal network behavior or suboptimal performance,
the application can take corrective actions by sending reconfiguration instructions over the Al interface to the Near-RT
RIC, which in turn controls the base station where the anomaly occurred.

Non-RT RIC
AD rApp

Al

Near-RT RIC Near-RT RIC
KPM xApp KPM xApp

Near-RT RIC
KPM xApp

E2 E2 E2
-N-N-M-F-N-M--0

Figure 5.1. Schematic of an anomaly detection rApp

A prototype of the proposed solution was developed using Jupyter Notebook, Python 3.7.2, Keras, and TensorFlow. The
performance evaluation was conducted in a typical scenario involving network monitoring via a KPM xApp running on
the Near-RT RIC. The data used for training the model was collected from a real LTE network and consists of two-week
logs from a group of 10 base stations in total, with a reporting interval of 15 minutes. Although the data originates from
a traditional LTE architecture, the same parameters can be recorded during the monitoring cycle in O-RAN networks.
Each sample in the dataset contains features such as a timestamp, unique cell identifier, percentage utilization of Physical
Resource Blocks (PRBs) in the downlink and uplink, average and maximum transferred traffic (in Mbps), as well as the
average and maximum number of simultaneously active User Equipment (UE) devices. For the purposes of supervised
learning, a label is also included, where a value of zero indicates normal operation and a value of one indicates anomalous
behavior. The final neural network architecture was selected after extensive hyperparameter fine-tuning.
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Figure 5.2. Architecture of the selected neural network

The architecture of the final model consists of an input layer that receives and processes the raw data (excluding the
timestamp, the cell name, and the maximum number of active devices in total for both directions), followed by three
hidden layers. These layers contain 8, 6, and 4 neurons, respectively, equipped with the computationally efficient Rectified
Linear Unit (ReLU) activation function, which helps capture complex patterns and mitigates the vanishing gradient
problem. To prevent overfitting, Dropout layers are added after each hidden layer, which randomly deactivate a portion
of the neurons during training, thereby improving the model's generalization. The output layer consists of a single neuron
with a sigmoid activation function, which converts the output into a probability score for binary classification, indicating
the likelihood that the input sample represents an anomaly.
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Figure 5.3. Model loss during the training and validation process

Prior to training, the dataset was divided into 70% for training, 10% for cross-validation, and 20% for testing. The model
was trained for 100 epochs with a batch size of 32 examples and a learning rate of 0.01. An analysis of the loss graph
shows that the training loss decreases with each epoch, confirming effective learning. The validation loss initially follows
a similar trend, with minor deviations of about 1% observed, which do not significantly affect the model.
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Figure 5.4. Confusion Matrix

Following performance evaluation, the algorithm achieves an overall accuracy of 0.7571, a precision of 54.43%, a recall
0f 0.7563, and an F1 score of 0.6630. Although the confusion matrix reveals a well-balanced ratio between false positives
and false negatives, the model proves ineffective for practical purposes due to the high number of misclassifications. The
low precision indicates that a large volume of normal traffic would be classified as anomalous, which would overload the
network with unnecessary reconfiguration messages, while false negatives would lead to undiagnosed degradation of
critical services.

Another significant drawback of the proposed approach is its reliance on supervised learning. To function effectively, this
method requires pre-labeled datasets, which are extremely difficult to collect in dynamic network environments due to
the inherent class imbalance, where normal data always dominates over rare anomalies. This limitation necessitates a shift
toward semi-supervised or unsupervised learning approaches. These methods are trained solely on normal operational
data and are capable of detecting both known and novel, atypical anomalies. Consequently, future research is focused on
the development and application of unsupervised learning algorithms, which provide a higher degree of automation and
reliability in the management of modern mobile networks.

b. Transformer-based reconstruction model for anomaly detection

In the second part of the chapter, a reconstruction-based model is presented, which utilizes the Transformer architecture
for anomaly detection in the operational data of a mobile network. The development of the model is motivated by the
proven success of Transformers in detecting anomalies in ECG data [124], where their ability to capture unusual patterns
at both the local and global levels proves to be highly effective. For comparison of the results, the standard LSTM-
Autoencoder architecture is used, which follows the same reconstruction principle. The architecture consists of an encoder
with two LSTM layers that compress the input data into a narrow four-dimensional latent representation (bottleneck).
After restoring the dimensionality via a RepeatVector, a decoder with two LSTM layers reconstructs the original signal,
and an output dense (fully connected) layer realizes the final reconstruction. The model maintains short-term and long-
term memory, allowing for efficient modeling of temporal dependencies. Additionally, the One-Class SVM algorithm,
which constructs a separating hyperplane, as well as the statistical IQR and Z-score methods, were applied.

In training and testing the models, the telecommunications component of a large-scale dataset for the city of Milan and
the province of Trentino was used. The geographical territory of these two regions is divided into grids corresponding to
squares of approximately 235 x 235 meters, with Milan consisting of 1000 squares and Trentino of 6575. Telecom Italia’s
Semantic and Knowledge Innovation Lab provided the Call Detail Records (CDR) through which traffic values were
measured. Every time a user interacts with the network, a new CDR entry is created, containing the time of interaction
and the serving base station. The geographic location of the user is determined via coverage maps showing the territory
served by each base station, with interactions aggregated according to the grid square to which they belong. The records
are temporally aggregated into ten-minute time intervals and multiplied by an operator-defined constant to hide the true
number of calls. The dataset provides geo-referenced measurements for a two-month period from November 1, 2013, to
January 1, 2014. Features include the gridID, time interval, as well as the number of incoming and outgoing SMS
messages, phone calls, and the level of internet traffic. The initial data consists of 62 text files, which were merged and
aggregated so that each sample represents an hourly measurement. To reduce computational complexity in the early stages
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of development, the dataset was restricted to 6 of the 10 base stations with the highest internet usage, and non-essential
features were removed. Due to inconsistencies in the measurements after December 22, likely caused by the holiday
season, these anomalous data points were excluded. The final dataset, consisting of 8928 records, was sorted
chronologically and split: the training set includes data up to December 11, 2013, and the test set covers the remaining
measurements up to December 22. To incorporate temporal information, features such as hour, day of the week, day of
the month, and month were extracted, after which the data was standardized and normalized.

| Anomaly type | GridiD_______|Date ________|Time _______| Anomaly label

5059 14.12.2013 10am-8pm 1
B Al grids 18.12.2013 10am-8pm 2
CallOut drop All grids 16.12.2013 10am-8pm 3

Table 5.1. Description of the artificially injected anomalies

Since the original dataset consists of normal traffic profiles, initially, all measurements were assigned an anomaly label
of 0. To test the models, artificial anomalies simulating real network issues were injected into the test set. A spike in
internet consumption simulating a DDoS attack was introduced, as well as sudden drops in incoming SMS messages and
outgoing voice calls, simulating a network failure. These 143 anomalies were strategically introduced during peak hours
between 10:00 and 20:00, when network traffic is at its highest.

The architecture of the proposed Transformer model utilizes only the encoder block from the original architecture. By
training solely on normal data, the model learns their distribution and subsequently detects anomalies by calculating the
loss function between the reconstructed and the original data. The architecture consists of a two-layer encoder, where the
first layer creates hidden representations that are fed to the second layer to build higher-level representations. Each
transformer block includes a multi-head self-attention mechanism and a position-wise feed-forward neural network,
equipped with residual connections and layer normalization. The detection process involves training on clean time series,
defining a threshold for the reconstruction error, and flagging any deviation above this threshold as an anomaly when
testing with new data.

Architecture Summary
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directly to the transformer encoder (no
Reconstructed Data positional encoding)
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Transformer Block
> Add & Norm
Position-Wise Feed
Forward

Encoder

Transformer
Dlock

T Block > Add & Norm
T Multi-Head Attention
Onginal Data

Figure 5.5. Transformer architecture

In evaluating the results, the Transformer demonstrates exceptional reconstruction performance. After training for an
optimal 23 epochs to avoid overfitting, the model successfully detects 138 of the 143 injected anomalies, achieving an
accuracy of 96.5% with an execution time of just 29.45 seconds. In comparison, the LSTM-Autoencoder detects 133
anomalies, achieving 93.01% accuracy, but requires 40 training epochs and significantly more time (77.13 seconds) to
overcome overfitting. The One-Class SVM algorithm performs surprisingly well, identifying 123 anomalies (86.01%
accuracy) without the need for complex training. On the other hand, the statistical IQR and Z-score methods prove
completely ineffective, detecting only 10 anomalies (6.99% accuracy), predominantly in internet traffic due to their
significant deviation from median values.
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Table 5.2. Summary of results
c. Implementation of an ML-based anomaly detection model in the O-RAN test network

At the end of the chapter, the practical implementation of the developed Transformer model for anomaly detection in the
constructed experimental O-RAN environment is discussed. The algorithm is integrated as an analytical component into
the 5G core network through the Network Data Analytics Function (NWDAF), which provides optimization services
according to 3GPP specifications (Release 17). The microservice implementation of NWDAF from OpenAirlnterface is
used, which is logically divided into three layers: an Exposure layer for communication with external clients and event
notification, a Monitoring layer for collecting telemetry from the core network (Open5GS) and the radio access network
(via an xApp and the near-RT RIC), and an Analytics layer, where the Transformer model is executed as a standalone
microservice. The workflow involves the continuous extraction of traffic data, which is analyzed in real time. An anomaly
is registered when the calculated reconstruction error exceeds a predefined threshold, after which the system automatically
generates a standardized notification for abnormal behavior. The practical verification proves the high reliability of the
constructed architecture.

Figure 5.10. Visualization of normal internet traffic. NWDAF reports no anomalies.

In a normal traffic scenario, the NWDAF correctly reports an absence of deviations with a minimal reconstruction error.
Upon simulating an atypical load via artificially injected traffic, the model reacts instantaneously, with the error values
rising sharply, and in just a few seconds, the calculated probability of an anomaly reaches 97%. These results categorically
confirm the ability of the integrated ML model to track network dynamics in a real 5G environment and to classify the
escalation of anomalies with exceptional precision.
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Figure 5.12. Classification of traffic as anomalous. NWDAF reports a 97% probability of abnormal behavior.

14. Models for the evaluation and prediction of QoE in interactive multimedia services

The sixth chapter of the dissertation examines the fundamental need for a transition from a static to a dynamic and
predictive evaluation of the Quality of Experience (QoE) in modern mobile networks. The theoretical introduction
justifies that with the rapid development of interactive multimedia services such as cloud gaming and virtual reality (VR),
conventional reactive mechanisms for network optimization are no longer sufficient. Unlike traditional video, these
services are extremely sensitive to the dynamics of the radio channel and require a combination of ultra-low latency,
minimal jitter, and zero packet loss. Even a millisecond degradation can lead to physical discomfort for VR users or a
loss of control in gaming. Therefore, resource management in the Open RAN architecture must be proactive; the network
must not merely monitor the current state but predict the future behavior of the service based on historical data and current
telemetry. In this context, machine learning algorithms are establishing themselves as the only reliable tool for modeling
the complex non-linear and temporal dependencies between QoS and QoE, overcoming the limitations of classical
analytical mathematical models.

To provide empirical data for the training and validation of the predictive models, a specialized system for continuous
monitoring was designed and integrated into the O-RAN test network. The system is implemented using the Prometheus,
Telegraf, and Grafana software stack and is entirely user-centric, as it extracts telemetry directly from the end devices.
Two large-scale datasets were collected in a real mobile environment over a period of eight weeks, containing over 80,000
time samples each. The first dataset covers the transmission of 4K UHD VR 360-degree videos, recording throughput,
latency, and packet loss. The second dataset is focused on the streaming of 2K gaming video at 60 FPS with high scene
dynamics, additionally recording jitter values.
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Figure 6.1. System for user-centric monitoring of the Quality of Service (QoS)

a. QoE prediction model for gaming video streaming
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One of the scientific contributions in this chapter is the development of an innovative QoE prediction model for gaming
video streaming, based on a Multi-headed Convolutional Neural Network (Multi-headed CNN) architecture. The model
is specifically designed for processing multivariate time series by dividing the input sequences into parallel pathways
(heads). Each pathway processes a 1D time series of a specific QoS parameter (latency, jitter, packet loss, or throughput).
This approach allows the model to capture specific local anomalies, such as sudden spikes in latency, which would merge
and be lost when using a standard CNN with a single common input. After filtering in the parallel pathways, the extracted
features are concatenated into a single vector and fed into dense layers, which model the global dependencies and generate
the final predicted Mean Opinion Score (MOS) for the perceived quality.
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Figure 6.5. Architecture of the Multi-headed CNN

A critical step prior to feeding the data into the neural network is the preliminary transformation of raw QoS metrics into
comparable QoE values. Since the perceived quality does not change linearly with respect to network parameters but
rather demonstrates distinct threshold effects, non-linear mapping functions are integrated into the model. The use of
logistic curves and the exponential IQX hypothesis (in combination with the psychophysical laws of Fechner and Stevens)
provides precise mathematical mapping, which facilitates the training process of the neural network. The model utilizes
a historical window of 48 time steps (two days) to predict the Mean Opinion Score for the next 24 time steps.
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Figure 6.6. QoS to QoE (MOS) mapping

To evaluate the effectiveness of the developed model, an in-depth comparative analysis was conducted against other
established deep learning architectures, including standard CNN, LSTM, Bidirectional-LSTM, and hybrid ResCNN-
LSTM networks. The empirical results categorically prove the superiority of the proposed Multi-headed CNN
architecture. The model achieves the lowest error rates across all key statistical metrics, registering a Mean Absolute Error
(MAE) 0f0.09786 and a Mean Absolute Percentage Error (MAPE) of just 2.52%, whereas competing LSTM and standard
CNN models show errors in the range of 3.8% — 4.0%. These results confirm that the parallel convolutional structure is
an extremely reliable tool for QoE prediction in real O-RAN networks, as it successfully combines local sensitivity to
short-term network fluctuations with global generalization capability, making the model ideal for integration into near-
real-time intelligent radio resource management controllers.
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L lmsE_______[RMSE MAPE (%) | MedAE

0.03241 0.18005 0.14492 3.92163 0.13820

0.03432 0.18527 0.14835 4.03715 0.13218
CNN

el 0.01342 0.11588 0.09786 2.52839 0.09664
CNN

TCN 0.03581 0.18924 0.15303 4.14064 0.13052
LSTM 0.03250 0.18029 0.14196 3.85048 0.13774
ResCNN- 0.03245 0.18016 0.14317 3.87785 0.13492
LSTM

RNN 0.03450 0.18576 0.14212 3.88562 0.11938
GRU 0.03232 0.17978 0.14060 3.82902 0.12912

Table 6.2. Evaluation of the Quality of Experience (QoE) prediction model

b. QoE prediction model for VR 360-degree video

Predicting the Quality of Experience (QoE) for VR 360-degree video presents a significantly more complex challenge
compared to gaming video streaming, as virtual reality imposes even more extreme requirements on the network. To
ensure a stable immersive experience, applications require stable and high throughput, minimal end-to-end latency, low
jitter, and near-zero packet loss. Virtual reality is highly sensitive to momentary anomalies that can cause degradation in
visual quality, delayed reactions, reduced resolution, or physical discomfort (cybersickness), which positions it among
the most critical multimedia services. Due to this complexity, classical methods for static QoS/QoE mapping prove
completely insufficient, as they cannot describe the cumulative temporal effects on perception. For precise prediction in
this context, an innovative model based on an LSTM encoder-decoder architecture has been developed, which specializes
in processing long time sequences and capturing contextual dependencies within the structure of network degradation.

Input Layer LSTM Layer Output Layer
e
| |
b | o1 0: (o] I
= @ toot o
= B | |
S — Bandwidth —> | oo I s |
g g_ | - * 1
. — |
= = WEL | LSTM Decoder J 1
S . = [ ¢ |, clobal
o atency — | — Goe
%) f=) |
= S s — T \
< )
] o ! —— |
S erckat a \ ho — h1 — h2 > hn |
5 loss | 1 i t !
d — Logistic —» @ e s }
| |
LU J

Figure 6.10. Architecture of the deep learning Quality of Experience prediction model

The proposed model operates through two interconnected components: an encoder and a decoder. The encoder takes as
input a sequence of QoS parameters measured over the preceding 48 time steps and processes them through layers of
Long Short-Term Memory (LSTM) cells. The primary objective of this component is to compress the historical
information into a compact and rich latent space that reflects the dynamic structure of temporal dependencies, including
past trends, smooth transitions, and signs of potential network congestion. The decoder, in turn, utilizes this latent
representation to extrapolate the dependencies and generate a prediction for future QoE values with a horizon of up to 24
steps ahead (24 hours). This allows intelligent network controllers to react proactively before actual quality degradation
occurs. The input data to the model is generated through a preliminary non-linear transformation of the QoS parameters
into their respective QoE equivalents, with the latent representation serving as a kind of "memory" to track the overall

temporal structure of the traffic.

Unlike the Multi-headed CNN architecture, which was successfully applied in gaming scenarios, the LSTM model focuses
on long-term dependencies. While convolutional networks are highly effective at isolating local variations, VR content
requires the recognition of fine temporal structures spanning multiple samples. For example, a gradually increasing jitter
or slightly elevated packet loss that foreshadows a severe crash. The architecture achieves this through the "remember"
and "forget" mechanisms built into the gates of the LSTM cells, allowing the neural network to dynamically determine
the weight of different historical moments.
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Naive 0.29636 0.54439 0.49610 15.2277 0.46343
Simple RNN 0.04126 0.20312 0.17529 4.68265 0.17242

LSTM 0.03383 0.18395 0.15186 4.08651 0.13727

Autoencoder 0.03134 0.17704 0.14987 4.05443 0.14518
LSTM

Bidirectional 0.029015 0.17033 0.13958 3.81615 0.12350
LSTM

Encoder-Decoder 0.02541 0.15943 0.12491 3.42698 0.09981
LSTM

GRU 0.02767 0.16361 0.13198 3.63324 0.10320

Table 6.3. Evaluation of the Quality of Experience (QoE) prediction model

The training process is implemented by optimizing the Mean Squared Error (MSE) on the large-scale dataset of real data
collected from the VR tests in the O-RAN environment. Empirical experiments prove that the optimal balance between
precision and generalization is achieved when using exactly two LSTM layers, with dropout layers and early stopping
mechanisms integrated to prevent overfitting. The results of the comparative analysis categorically emphasize the
advantages of the developed architecture. The LSTM encoder-decoder model not only successfully follows the overall
QoE dynamics up to 24 steps ahead but also demonstrates the highest accuracy among all tested state-of-the-art methods.
The model achieves a Mean Squared Error (MSE) of 0.02541, a Mean Absolute Error (MAE) of 0.12491, and a Mean
Absolute Percentage Error (MAPE) of just 3.42%. These values significantly outperform competing architectures such
as Simple RNN, standard single-layer LSTM networks (MAPE 4.08%), Autoencoder LSTM, and Bidirectional LSTM
models. The results prove that the proposed LSTM encoder-decoder model is a highly effective and reliable tool for
proactive resource management for critical VR services in future intelligent mobile networks.

15. QoS prediction in C-V2X scenarios via machine learning

The seventh chapter of the dissertation examines the problem of Quality of Service (QoS) prediction in Cellular Vehicle-
to-Everything (C-V2X) communication scenarios. The theoretical introduction justifies the critical role of C-V2X
technologies for autonomous driving, where Ultra-Reliable Low-Latency Communication (URLLC) is a matter of
functional safety, not merely user comfort. In this context, the network's ability to provide Predictive QoS is of key
importance, allowing autonomous systems to proactively adapt their control strategies before actual communication
degradation occurs. Despite the potential of machine learning, existing research often lacks realism, relies excessively on
GPS coordinates (leading to the "memorization" of local topology), and fails to demonstrate the ability to generalize
across different Mobile Network Operators (MNOs). To overcome these limitations, the chapter focuses on the
development and experimental validation of universal, operator-agnostic models that predict downlink and uplink
throughput relying solely on mobile network parameters available at the User Equipment (UE) level.

The large-scale "Berlin V2X Dataset," collected in a real operational urban environment, was used for the training and
validation of the proposed algorithms. The measurements cover diverse scenarios (residential areas, parks, highways, and
tunnels) and two separate MNO networks, allowing the capture of the full complexity of interference, fading, and dynamic
cell load. The data correlation analysis reveals fundamental differences in the operators' radio resource management
strategies. One operator demonstrates aggressive spectrum utilization with high variability, while the second applies a
more conservative policy. The analysis isolates the key predictive features, establishing that downlink speed correlates
strongly with the physical parameters of the signal, most notably the Signal-to-Noise Ratio (SNR), whereas the uplink
connection is predominantly determined by signal strength indicators (RSRP, RSSI). At the same time, it is proven that
delay barely correlates with radio parameters, confirming that latency depends primarily on the load of the utilized
infrastructure.
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Figure 7.3. Correlation matrix

A critical architectural decision in the methodology of the proposed models is the complete exclusion of geographical
coordinates from the input training vector. The feature engineering is based entirely on combining information from the
physical layer (RSRP, RSRQ, SNR) and the Medium Access Control (MAC) layer (Transport Block Size and Modulation
and Coding Scheme). This approach ensures that the algorithms learn the actual physical dependencies of radio
propagation and the behavior of the network scheduler, enabling them to function independently of location and to
generalize successfully to new network infrastructures. The feature importance analysis confirms that Transport Block
Size, network latency, and jitter play the most significant role in prediction accuracy, indicating that the logical load of
the cell is more critical than pure physical parameters.
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Figure 7.5. Top 10 most important parameters

The experimental phase compares four different classes of algorithms (Linear Regression, Random Forest, LightGBM,
and XGBoost), with the models trained on data from one operator and validated directly on the data of the second. The
results in predicting downlink throughput categorically prove the superiority of tree-based ensemble methods over linear
approaches. The LightGBM algorithm demonstrates overall performance with a Coefficient of Determination (R?) of
0.935 and a Mean Absolute Error (MAE) of 3.11 Mbps on the test data, offering an optimal balance between accuracy
and computational efficiency. The Random Forest model performs almost identically (R? of 0.934 and MAE of 2.98
Mbps), whereas linear regression suffers a complete failure with a negative R? and a massive error of 22.4 Mbps, which
proves the highly non-linear nature of the processes in the downlink channel.
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R?(Train) R?(Test) MAE (Train)

[Mbps]

0.967 0.935 4.29 3.11
0.994 0.934 1.70 2.98
0.980 0.924 3.52 3.31

Linear 0.816 -773.38 12.70 22.40
Regression

Table 7.1. Results of downlink throughput prediction

In predicting the uplink throughput, the network dynamics change, due to the limited power budget of the User Equipment
(UE). In this scenario, Random Forest emerges as the most accurate model, achieving the lowest error of 1.59 Mbps with
an R? 0f 0.919, as its approach handles the specific noise in the uplink data more successfully. LightGBM achieves an
identical R? but with a slightly higher error, while linear regression once again proves completely inapplicable. The
conducted experiments categorically prove that the exclusion of GPS coordinates and the reliance solely on PHY/MAC
radio parameters allow non-linear ensemble models to achieve over 90% accuracy even when tested on the network of a
completely different operator. This successfully fulfills the main objective of the research - the creation of a reliable,
operator-agnostic predictive QoS model, which is critically essential for the safe deployment of autonomous mobility in
future communication networks.

0.998 0.919 0.878 1.68

0.998 0.919 0.33 1.59

0.99 0.88 0.77 249
0.38

-1.73 9.64 14.53

Linear Regression

Table 7.2. Results of uplink throughput prediction

16. OnTuMuU3anUs HA MPEKOBHTE PECYPCH M YIIPABJIeHHE HA KAYeCTBOTO YpPe3 MPEKOBO Hapsi3BaHe

The eighth chapter of the dissertation examines the practical closing of the intelligent management loop in mobile
networks, transitioning from the monitoring (Chapter 5) and prediction (Chapters 6 and 7) phases to the stage of actual
optimization and execution. The exponential growth of network traffic necessitates the development of flexible
architectures capable of managing dynamic resource sharing under strict access control. In this context, the concept of
Network Slicing, introduced by the NGMN alliance, provides a fundamental mechanism for creating multiple independent
logical networks (slices) over a shared physical infrastructure. Each slice is isolated and optimized for specific Quality of
Service (QoS) requirements, allowing the coexistence of heterogeneous services. However, managing this architecture
requires finding a complex balance between service customization, resource management efficiency, and overall system
complexity. To overcome these challenges, the research focuses on two main directions: automated network slice
selection through machine learning and dynamic radio resource optimization in a real O-RAN environment.

To realize automated network slice selection, a methodology for intelligent traffic classification has been developed,
which proactively routes user requests to the appropriate network slice (eMBB, URLLC, or mMTC). The specialized
"Deep Slice" dataset is used, containing key indicators extracted from control messages between the device and the
network, such as delay tolerance, maximum packet loss, and supported technology. After preprocessing to remove
redundant features, an analysis using a Decision Tree was conducted, which isolated the most important classifiers. It was
established that a packet loss rate below 0.001 effectively distinguishes critical URLLC traffic, the supported technology
separates eMBB from mMTC, and the delay budget refines the boundary between mMTC and URLLC. Initial training
demonstrated 100% accuracy, which, however, is an indicator of severe overfitting due to the limited number of unique
records in the raw dataset, which would compromise generalization in a real-world environment.
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Figure 8.6. Learning curve after oversampling and deep feature engineering

To overcome the generalization problem and create a robust model, a process of deep feature engineering was applied.
All input features were converted into a binary format, which initially lowered the accuracy to 91% but drastically
improved the parallelism between the training and validation curves, ensuring adequate performance with unseen data.
An additional challenge was the severe class imbalance, where URLLC traffic dominated nearly half of the records. This
problem was resolved by applying an oversampling technique, which balanced the classes and increased the accuracy to
92%. The AdaBoostClassifier ensemble algorithm was selected as the final classifier, which uses sequentially connected
decision trees to minimize errors. The model is extremely fast and computationally lightweight, making it ideal for
implementation as an xApp application at the network edge. After training on 80% of the data, the final model achieves
an accuracy of 93.4%, with the confusion matrix demonstrating a minimal and statistically insignificant number of false-
positive errors, confirming the successful traffic classification.

URRLC | eMBB | mMTC
Accuracy 0,934
Precission 1 1 0,834
Recall 0.801 1 1
F-Score 0.89 1 0,91

Table 8.2. Key performance indicators of the model

The second direction of the research builds upon the successful classification through a practical demonstration of
dynamic Physical Resource Block (PRB) allocation in a real O-RAN test network to guarantee QoS for multimedia
services. The experimental setup utilizes the open-source FlexRAN platform in the role of the Near-RT RIC and integrates
a specialized monitoring system for DASH video streaming.
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Figure 8.8. Experimental environment for Network Slicing
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Two separate slices were created - one for Standard Definition (SD) video and one for Ultra-High Definition (UHD)
video. With a static equal distribution of resource blocks (50% for SD and 50% for UHD), the results show that the
resources are entirely sufficient for the SD stream (zero dropped frames and low latency) but are absolutely insufficient
for the UHD video, which suffers critical degradation with unacceptable delays and 6897 dropped frames.
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Figure 8.9. SD video KPIs under different radio resource allocations

To resolve this problem, an autonomous script was developed that continuously monitors the key indicators and, upon
detecting degradation in the UHD stream, generates a trigger to the FlexRAN API. The controller reacts in real time by
dynamically reconfiguring the network - it restricts the resources for the SD slice to 25% and preferentially expands the
capacity of the UHD slice to 75%. The empirical results of this dynamic optimization are definitive: the reduction of
resources for the SD video has a minimal, almost imperceptible impact (only 7 dropped frames), while the quality of the
UHD streaming improves drastically. Download time and latency drop significantly, the buffer level stabilizes, and the
number of dropped frames decreases by more than 43 times (down to 158). This experiment categorically proves that the
integration of intelligent monitoring with dynamic network slicing at the RAN edge is a key mechanism for effective
radio resource management and guaranteeing high quality for critical multimedia services.

SD (25% PRBs) SD (50% PRBs) UHD (50% PRBs) UHD (75 % PRBs)

7 0 6897 158
Table 8.3. Dropped frames in SD and UHD video streaming

Conclusions:

The dissertation investigates and validates the hypothesis that integrating Artificial Intelligence (AI) and Machine
Learning (ML) into the Open RAN architecture is not only possible but also necessary for the effective management of
modern and future mobile networks. Through theoretical analysis, the design of a complex experimental environment,
and the execution of a series of practical experiments, the dissertation demonstrates that intelligent algorithms can
successfully solve the problems of complexity, dynamics, and heterogeneous service requirements that traditional
management methods fail to address. Within the framework of the research, the following key contributions have been
achieved:

5. Creation of a realistic experimental platform: A fully functional O-RAN-based test network integrating open-
source components and Commercial Off-The-Shelf (COTS) hardware was successfully designed and deployed.
This platform serves as a foundation for generating unique real-world datasets and for validating the developed
models in an environment that reflects the actual hardware and software limitations of the network. The
comparative performance analysis in LTE and 5G modes confirms that architectures with functional splits offer
comparable performance to traditional monolithic solutions, but with added flexibility.
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6. Enhancing security and reliability through AI/ML: The dissertation proved the superiority of deep learning
models over classical statistical methods in detecting network anomalies. The developed Transformer model,
integrated into the OAI NWDAF, demonstrated the ability to detect complex traffic anomalies with an accuracy
of 96.5%, significantly exceeding the results of methods such as Z-score and IQR. This enables a proactive
reaction in near-real time.

7. Predictive QoE management for interactive services: Specialized ML models for predicting the Quality of
Experience (QoE) for services highly sensitive to network parameters were developed:

o For gaming video streaming, a Multi-headed CNN model was validated, which effectively captures
short-term fluctuations in jitter and latency, achieving the lowest prediction error.

o For VR 360-degree video, an LSTM Encoder-Decoder model was created, capable of modeling long-
term temporal dependencies and predicting quality up to 24 steps ahead.

o For C-V2X scenarios, it was proven that location-agnostic models (such as LightGBM and Random
Forest), trained solely on radio parameters without GPS coordinates, can predict throughput with high
accuracy (R? > 0.9) even when transferred across networks of different mobile operators.

8. Closing the management loop through automation: The dissertation demonstrated the practical
implementation of closed-loop control in an O-RAN environment. The developed mechanism for dynamic
network slicing and resource reallocation, based on real-time monitoring, demonstrated the ability to restore the
quality of a UHD video stream through automated traffic prioritization. Additionally, an ML model for the
automatic classification and association of users to the correct network slice was validated with an accuracy of
over 93%.

The results of the dissertation confirm that the Open RAN architecture provides the necessary tools and interfaces to
transform the mobile network from a static infrastructure into an intelligent, adaptive platform. By utilizing deep
learning models for prediction and detection, combined with the programmability of the RIC controllers, it is possible
to achieve a level of optimization and service quality guarantee (QoS/QoE) that is unattainable with traditional
methods. The developed models and algorithms are operator-agnostic and applicable in real-world scenarios, offering
solutions to critical problems such as traffic management for VR and autonomous vehicles. This work contributes to
both the theoretical understanding of Al-native networks and their practical realization by providing validated
architectural solutions and software implementations.
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Machine Learning for QoE Enhancement in Future Wireless Networks

ABSTRACT of Ph.D. THESIS

Future cellular networks are expected to support the diversified requirements of emerging services, with a strong focus
on applications that are highly critical to Quality of Service (QoS) and Quality of Experience (QoE), such as autonomous
mobility, industrial automation, and highly immersive multimedia. This broad and heterogeneous spectrum of scenarios
necessitates the development of flexible, scalable, and programmable networks capable of guaranteeing ultra-high
reliability and low latency, ensuring uncompromising quality of service and quality of experience levels for end-users in
a dynamic environment.

The main objective of this dissertation is to propose a network management methodology specifically targeted at QoS-
critical applications. The implementation is based on leveraging the advantages of machine learning and the Open Radio
Access Network (Open RAN) architecture to improve network efficiency, flexibility, and automation. More specifically,
the proposed framework focuses on the development of artificial intelligence algorithms integrated into the RAN
Intelligent Controller (RIC) to provide autonomous radio resource allocation, precise Network Slicing, as well as
continuous QoS monitoring and forecasting. This ensures strict adherence to the network requirements of critical
applications and prevents service degradation in real time.
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